Security Program Metrics

2 of 224

1  Security Program Metrics

1.1  Executive summary

This is CISO Security Program Metrics. It provides tools for the CISO to help get their job done effectively, efficiently, and properly. It consolidates material from hundreds of documents, standards, policies, books, and years of experience to provide a straight forward approach to top-down review of the information protection function of the enterprise.

Checklists provide both a quick way to review an overall program and a way to rate progress toward objectives. While some issues are mandatory in almost all cases, many of the issues addressed by the CISO involve judgment calls, different levels of certainty for different levels of criticality, and are judged against costs and other internal standards. In these cases, checklists become rating charts against objectives. The overall book produces a roll-up rating from sub-ratings and compares all of the ratings to due diligence requirements, to other enterprises, and to levels of excellence. This provides the general capacity to use the book as an independent metric evaluating the enterprise and its protection programs.

Objectives change with time, and at the level of the CISO, program objectives are typically reviewed annually. For that reason, this book is updated annually. One of the most useful ways to apply this book is to use it as an annual review process, working through the entire book over the period of a year, and at the end of the year, start the process again, filling in last year's final values as this year's initial values and using the results to measure and demonstrate progress.

In many cases, internal and external assessments of the issues should be done. In these cases it is very handy to track internal against external views and use the book to try to determine where reconciliation is necessary, when to push back against external auditors and when to make internal changes quietly as opposed to loudly.

This book is designed for the CISO and not for those who work for the CISO. It does not drill down into detailed coverage of each aspect of each area at a technical level, but rather measures things at a management level. A reasonable expectation for those at the next level of the program would be to go through reviews based on the same checklists every quarter, with the idea and expectation that they would learn how to couch their measurements in terms of the enterprise objectives characterized by these checklists. Hopefully, over time, they will start to orient their measurement programs toward these enterprise goals and focus their performance toward attaining these goals.

1.2  Front matter

LICENSE:

This written material and its contents are licensed for use by the individual named at the top of each page only. They are only licensed as part of the CISO consulting service and are owned by the author. You may not copy this material or any parts of it without the express written permission of the author. You may not transfer this license. At the end of the license period, you must either return the material or destroy it, or you may renew your license for an additional period a the then applicable rate and get updated versions of the material reflective of the then state of knowledge.
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2  Introduction, overview, and document structure

This is the security metrics book, a vital component of CISO efforts to measure performance and optimize protection.

Enterprises measure programs in order to manage them. This book provides business metrics for a CISO to measure their protection program. As such, it provides a feedback mechanism designed to help the CISO guide the enterprise protection program.

Technologists often measure things available to them and try to position them as indicative of progress. This includes things like number of vulnerabilities found and eliminated, systems inspected, or incidents investigated. But these are really just examples of “building a ramp to the moon”.

Imagine someone tells you they want to build a ramp to the moon. The plan is to build a big ramp and climb it to get to the moon. The plan uses proven technology and there is clear progress every day. The first day the ramp is 10 meters high and that makes us 10 meters closer to the moon. On they go, getting closer to the moon every day. Process improvements lead to progress of 30 meters in one day.

Presumably everyone sees the logical flaw in this approach, you cannot solve this problem with this solution, even though you can make apparent progress every day and report stunning figures for years. The nature of the security problem is similar to the nature of building a ramp to get to the moon. You will never reach the moon and you will never get “secure”.

A meaningful metric for an enterprise security program has to:

1. make sense in terms of some objective,

2. be relevant to the issues at hand to the enterprise,

3. be quantifiable in relative terms, and

4. be associated with cost in some way.

Based on the CISO Governance Guidebook, this book provides management measures of the enterprise protection program at the level of the CISO. It uses  standards and Governance Guidebook to help measure the effectiveness and progress of the protection process. It is broken into different perspectives to allow different approaches to be taken depending on the preference of the CISO and to allow portions of the overall book to be selectively applied to elements of a program or as top level views for further drill-downs. 

2.1  Using the metrics

The metrics are provided in two general forms. Either an item is Yes/No (YN), Low/Medium/High (LMH) or rated from 0 to 10. Everything item and issue is stated as a declarative statement, like “The book is red”.

· For YN entries a Yes indicates that the statement is always True.

· For LMH entries, look at the explanation in place.

· For 0 to 10 ratings the statement is rated in two parts:

· Part 1: What portion of the relevant examples is it true for?

· Part 2: How true is it for each example?

Example:

The declarative statement:

Organizational structures provide the CISO influence or control over all organizational and business process areas.

Rating from 0 to 10.

Part 1: Out of the list of major areas identified for the influence or control of the CISO, the CISO has no influence over Legal, HR, Audit, or Documentation. This is 4 out of 10 areas, so the portion of relevant examples would be 60% or 0.6.

Part 2: The level of influence of the CISO in the areas over which there is substantial influence is: (1) complete control over the awareness program (100%), (2) almost complete control over the change control program (90%), and (3) shared control over the rest of the areas (50%), or an average of (1+0.9+(0.5*4))/6 = 3.9/6 or about 65% or 0.65.

The rating is then 0.6*0.65=0.39/1 or 3.9 on a 0 to 10 scale.

At the end of each major area there is an additional chart that looks like this:

	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	6
	7
	9.5


This comparison chart is designed to put results in context. There are 5 different values provided:

1. Startup: indicates how typical protection programs rate when the program is evaluated just as the CISO is put in place.

2. Diligence: indicates what would be expected to meet due diligence requirements, indicating what is reasonable and prudent as a minimal level of achievement.

3. Typical: indicates what a typical program rates after operating for something like 3 to 5 years under steady funding and reasonably good management.

4. Excellent: indicates what a program with high expectations and strong management support operating over the long term achieves.

5. Best: indicates what the best programs achieve.

Taking our example, the rating is higher than the average information protection program at its inception but falls shy of due diligence by quite some way. Given the information about how this rating came to be, the quickest way to reach due diligence levels would be to gain some reasonable level of influence over the HR, Legal, and Audit processes, which would immediately bring the rating into the typical range.

A similar approach can be taken to the Yes/No and True/False areas which have scores that are composed of several answers. If there are 2 True/Yes answers out of 10 and due diligence requires a rating of 4 out of 10, reaching a level of due diligence can be achieved by finding a way to make two more of these items true. If one of the items is usually true but not always, it might be easier to make it always true than to try to get one that is almost never true to be always true.

As a rule of thumb, a sound approach to using this book for program tracking and improvement is to:

1. choose the desired objectives of the enterprise in terms of the comparison chart.

2. Based on existing ratings, determine what improvements are easiest, most desirable, or most cost effective.

3. Implement those improvements in the desired time frame, remeasure, and declare success in achieving your objectives. 

Reaching levels indicated in this book is no guarantee that other independent evaluators will agree with the results. Just because you have taken specific steps and made specific choices to try to reach an objective against the metrics provided here does not mean that every auditor will agree with the evaluation or the approach. But the book is useful in countering claims by independent evaluators and auditors with regard to your program. When they say that they think that elements of your program are inadequate, these metrics can be powerful tools in asking them what they have found other enterprises achieve and in identifying specific areas where they think emphasis should be put.

3  Program overview
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Program structure

Rate the extent to which the overall program encompasses each issue identified from 0 to 10. Indicate short and long-term objectives for the program.

	Area
	Current
	Short-term
	Long-term

	Business function
	
	
	

	Oversight defines duty to protect
	
	
	

	Business risk management
	
	
	

	Executive security management
	
	
	

	Organizational perspectives & feedback
	
	
	

	Control architecture
	
	
	

	Life cycle coverage
	
	
	

	Technical security architecture
	
	
	

	Process, context, and data state
	
	
	

	Protection mechanisms
	
	
	

	TOTAL: Add ratings and divide by 10
	
	
	


3.2  Program goals

First specify program goals for the current period under the “Goal” column on a scale of 0 to 10. Next rate each area on a scale of 0 to 10 based on roll-up information from more in-depth assessments performed using checklists from throughout this booklet. Add up the goal and rating, divide the goal by the rating, multiply by 10, and produce an overall program metric for the period. Redo this on an annual basis.

	Area
	Rate
	Goal

	The overall program covers all of the areas in the chart.
	
	

	Information risk management is based on business risk management.
	
	

	Business processes enforce risk management with increasing rigor for increasing consequence.
	
	

	The information protection program is well attuned to how the business works and what is most important.
	
	

	Organizational structures provide the CISO influence or control over all organizational and business process areas.
	
	

	Objectives are quantified for the purposes of implementation.
	
	

	Life cycles are considered throughout the program and full life cycle coverage is applied in proportion to the need.
	
	

	The defense process balances deter, prevent, detect, react, and adapt so that the program is proactive while reactions are effective.
	
	

	Context is used with increasing accuracy as consequences increase.
	
	

	Data state drives and informs technical implementation.
	
	

	Safeguards are measured in terms of cost and utility
	
	

	Safeguards are selected to sever higher consequence attack graphs rather than to increase the general level of protection.
	
	

	There is an overall program architecture that facilitates achievement of these goals.
	
	

	There is a titled position for the CISO that is at the proper level and has adequate budget and access to get the job done.
	
	

	There is adequate top management support and visibility for the CISO function to be effective.
	
	

	TOTAL (add up each column)
	
	

	Program rating against goals (10 * rating total / goal total)
	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	6
	7
	9
	10


3.3  Organizational structure

Organizational structure provides a basis for overall program reach and viability.
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3.3.1  People

List the CISO lead individual and the point of contact in other parts of the enterprise if the CISO team is not the lead on this particular issue. This is useful for assuring that the right people are informed and involved in appropriate meetings. If an area is missing or empty, the CISO should find an appropriate person to take the lead in this area, generate organizational mandate and budget to cover this area, and take charge of it.

	Area
	Lead
	POC

	Policy
	
	

	Standards
	
	

	Procedures
	
	

	HR
	
	

	Legal
	
	

	Risk management
	
	

	Change control & testing
	
	

	Technical safeguards
	
	

	Physical security
	
	

	Facilities
	
	

	Incident response
	
	

	Auditing
	
	

	Awareness and Knowledge
	
	

	Documentation
	
	

	Project manager
	
	

	
	
	

	Rating (number filled/1.5)
	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	10
	10
	10
	10


3.3.2  Coverage

Coverage rates the extent to which the area is properly and adequately managed. For each area provide a rating from 0 to 10 based on roll-up information from more in-depth checklists or based on expert estimates.

	Area
	Rate

	A policy, standards, and procedures group for information protection is in place and managed by the CISO function.
	

	HR and Legal departments interface effectively to the information protection function both at a technical level and at a management level.
	

	Risk management processes are effective and comprehensive.
	

	Change control & testing follow sound practices for applicable risk levels. 
	

	Technical safeguards including informational and physical controls are commensurate with the risks they mitigate.
	

	Facilities personnel are highly supportive of protection requirements.
	

	Incident response detects all otherwise uncovered event sequences with significant potentially negative consequences in time to allow adequate mitigation through response.
	

	Auditing covers all facets of the information protection program and acts as an effective feedback system for managing the overall program.
	

	Awareness and knowledge levels are measured and found to be adequate to provide risk mitigation in the areas they are designed to cover.
	

	Documentation in support of the information protection program covers all regulatory and statutory requirements, policy requirements, and is effective at providing information for the operation of the program.
	

	TOTAL (add ratings and divide by 10)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	6
	7
	9.5


3.3.3  Persuasion and organizational change

Rate the following areas from 0 to 10. Sum the ratings and divide by 3 for a total.

	Item
	Rate

	Power and influence are mapped to determine candidate techniques for affecting organizational change
	

	The persuasion model is either formally used or internalized to develop effective presentations of material
	

	A formal organizational change management process is used to plan and carry out changes
	

	Overall rating (total / 3)
	

	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	N/A
	2
	6
	10


3.4  CISO performance

Rate each item from 0 to 10, sum and divide by 15 to generate an overall rating.

	Item
	Rate

	People are trained, made aware, tracked, and managed
	

	Budgets are generated, justified, and used wisely.
	

	Effects by actuators allow the CISO to effectively influence events.
	

	Data generated by sensors including people and groups and reported to the CISO are adequate for control to be effective.
	

	Controls formed from feedback systems, technologies, procedures, processes, and a wide variety of other things within the power and direct or indirect influence of the CISO are effective at managing protection.
	

	Planning is done to cause the complex sequences of events involving people and systems to be properly coordinated.
	

	Strategy effectively translates the long-term vision of the enterprise and the CISO into plans that result in achieving the vision.
	

	Tactics effectively provide short-term event sequences that produce the functional behaviors desired in specific situations.
	

	Coordination effectively assures that the tactics as implemented remain within the desired set of future sequences.
	

	Politics successfully allow the CISO to control protection without creating unnecessary friction.
	

	Structure is effectively used and changed to provide direct and indirect control over behaviors and motivations.
	

	The enterprise rewards employees who show excellence in protection functions with raises and promotions.
	

	Punishments for poor security performance include poor performance reviews, sanctions, termination, and prosecution based on specifics. 
	

	Security is included as a normal part of employee reviews and these are  based on measurable performance metrics that are fed into the overall information protection program's measurement process.
	

	CISO communication is highly effective.
	

	Total / 15
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	8
	6
	9
	10


3.5  Risk management
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	Area
	Y/N

	There is an identified risk management process.
	

	There is an identified risk management team.
	

	Policy dictates when risk management must make decisions.
	

	A protection posture assessment is done at least bi-annually.
	

	A threat assessment is done at least annually for non low risk systems.
	

	The threat assessment is the proper type for the risk levels involved.
	

	Vulnerability assessment is only done based on consequences and threats.
	

	Penetration testing is NOT done directly against high-valued systems.
	

	Low consequence, high threat systems are avoided.
	

	Threats are reassessed for low threat, high consequence systems?
	

	TOTAL (add the number of Yes answers)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	7
	5
	7
	10


3.5.1  Surety and risk alignment

Rate each item from 0 to 10. Add ratings and divide by 6 to generate a total.

	Area
	Rate

	Policy mandates that protection is commensurate with risk.
	

	A defined process exists for aligning risk with protection.
	

	The risk management process efficiently identifies medium and high risk areas and uses these distinctions to determine where to drill down.
	

	Surety processes and requirements are adequate to meet the protection needs for risks associated with those surety levels.
	

	Medium risk applications use at least medium surety systems.
	

	High risk applications use at least high surety systems.
	

	Total (add ratings and divide by 6)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	4
	4
	8
	10


3.5.2  Consequences

Rate each item from 0 to 10. Add ratings and divide by 6 to generate a total.

	Area
	Rate

	Top management defines thresholds for low, medium, and high risk.
	

	Additional or alternative thresholds are used for finer granularity.
	

	For high risk projects, detailed consequence analysis is done.
	

	Risk aggregation thresholds are considered in consequence analysis.
	

	Common mode failures are considered in consequence analysis.
	

	Radius requirements for risk aggregations are defined by top management.
	

	TOTAL (add ratings and divide by 6)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	5
	3
	6
	9


3.5.3  Threats

Rate each item from 0 to 10. Add ratings and divide by 2 to generate a total.

	Area
	Rate

	Threats are only analyzed in depth for medium and high risk systems.
	

	The assessment method selection identified below is used in determining assessment method.
	

	TOTAL (sum the rows and divide by 2)
	


	Assessment method
	Consequence
	Time
	Threat
	Cost

	By type generic
	Medium
	Short
	Medium
	Low

	By type, classes within groups
	Medium-high
	Medium
	Medium-high
	Medium

	By type with classes and detailed high relevancy
	Medium-high
	Medium-long
	Medium-high
	High

	Known vulnerability indications and warnings
	Medium
	Short
	Low
	Low

	Detailed intelligence analysis
	High
	Long
	High
	High

	Investigation-based
	Medium-high
	Medium
	Medium-high
	Medium-high


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	5
	4
	6
	9


3.5.4  Vulnerabilities

Rate each item from 0 to 10. Add ratings and divide by 6 to generate a total.

	Area
	Rate

	Vulnerability assessment is done for high risk systems.
	

	Vulnerability assessment is done for medium risk systems.
	

	Vulnerability scanners are used for low risk systems when cost effective.
	

	Penetration testing is done selectively against medium risk systems.
	

	Penetration testing against high risk systems is only done on test systems.
	

	Penetration testing is not done against low risk systems.
	

	TOTAL  (sum the rows and divide by 6)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	5
	4
	8
	10


3.5.5  Balance

Rate each item from 0 to 10. Add ratings and divide by 8 to generate a total.

	Area
	Rate

	A systematic approach determines how much redundancy is needed.
	

	Integrity requirements are weighed against costs to determine what does not need to be maintained accurately.
	

	Availability requirements are identified by project management on a case by case basis and metrics are used to determine how to achieve them.
	

	The criticality of confidentiality is assessed in determining the extent to which it is to be protected.
	

	Use control requirements are based on needs and security architecture.
	

	Accountability requirements are based on business drivers and the limits of attainable surety for the cost.
	

	Fail safe positions for all identified issues are determined by management.
	

	Risk management follows the table below.
	

	TOTAL (sum the rows and divide by 8)
	

	Startup
	Diligence
	Typical
	Excellent
	Best

	0.5
	6
	4
	7.5
	9.5


	Acceptable
	Transferable
	Reducible
	Action

	No
	No
	No
	Do not engage in this—avoid the risk

	No
	No
	Yes 
	Propose reduction and re-evaluate

	No
	Yes
	No
	Insure or avoid the risk

	No
	Yes
	Yes
	Balance reduction with insurance cost

	Yes
	No
	No
	Accept or avoid the risk

	Yes
	No
	Yes
	Balance reduction vs. acceptance cost

	Yes
	Yes
	No
	Accept or avoid the risk

	Yes
	Yes
	Yes
	Balance all three and optimize


3.5.6  Process

Rate each item from 0 to 10. Add ratings and divide by 9 to generate a total.

	Area
	Rate

	A well-defined risk management process is in place.
	

	The process starts with consequences.
	

	Threats are assessed in increased detail for medium or high consequences.
	

	Vulnerabilities are viewed for paths from threats to non-low consequences.
	

	Approaches are used per the risk management figure above.
	

	Risk management is repeated at rates indicated by the table below.
	

	Risk management determines when risks are to be accepted, avoided, transferred, and mitigated.
	

	Policy elements are mapped into risk management processes.
	

	A schedule for risk management is used to assure program function.
	

	TOTAL (sum the rows and divide by 9)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	5
	7
	9.5


	
	Low Consequence
	Medium Consequence
	High  Consequence

	Low 

Threat
	Mid-level mgmt updates annually
	6-month review cycle, top mgmt update annually
	Should not occur – threats are higher

	Medium Threat
	Mid-level mgmt update 9-12 months
	3-9-month review cycle, top mgmt update quarterly
	Continuous top mgmt updates monthly

	High

Threat
	Should not occur—not worth operating
	3-6-month review cycle, top mgmt update quarterly
	Continuous top mgmt updates monthly


3.5.7  Roll-up

Enter summary totals from the previous tables. Sum and divide by 7 for an overall rating for risk management.

	Area
	Rate

	Initial overall rating
	

	Surety and risk alignment
	

	Consequences
	

	Threats
	

	Vulnerabilities
	

	Balance
	

	Process
	

	TOTAL (sum the rows and divide by 7)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0.5
	5.2
	4.2
	7.1
	9.6


3.5.8  Interdependencies

Rate the extent to which risk management analyzes dependencies on and of each item from 0 to 10. Sum all ratings and divide by 32 for the overall rating.

	Item
	Rate
	Item
	Rate

	Business utility
	
	Users
	

	Administrators
	
	Support personnel
	

	Application programs
	
	Data files
	

	Input and output systems
	
	Systems infrastructures
	

	Operating systems
	
	Code libraries
	

	Configurations
	
	Application infrastructures
	

	Domain name services
	
	Identity management systems
	

	Back-end processing facilities
	
	Protocols
	

	Physical infrastructures
	
	Computing platforms
	

	Networks
	
	Wires
	

	Routing protocols
	
	Accessibility
	

	Power
	
	Cooling
	

	Heat
	
	Air
	

	Communications
	
	Government & political stability
	

	Environment condition & control
	
	Supplies
	

	People in the society
	
	Safety and health of people
	

	
	
	TOTAL (sum all ratings / 32)
	


Rate each item from 0 to 10. Sum ratings and divide by 4. Add the previous rating and divide by 2 for an overall rating.

	Item
	Rate

	No single points of business failure exist.
	

	Single points of system failure are identified & mitigated appropriate to risk.
	

	Common mode failures are evaluated and limited in scope.
	

	Radius of effects are analyzed for threats and consequences to assure that adequate physical separation is applied for redundancy.
	

	TOTAL (sum ratings and divide by 4)
	

	OVERALL RATING (add this total to the previous total and divide by 2)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	5
	4
	7
	10


3.6  Interdependencies and technologies

Interdependencies are often ignored resulting in large-scale harm from seemingly small events. This notion of unintended consequences is understood this way.

3.6.1  Interdependencies

Rate from 0 to 10 the extent to which each area is checked for dependencies in the analysis of risk and the computation of ratings for consequence and surety.

	Area
	Rate

	Business utility
	

	People
	

	Applications
	

	System infrastructure
	

	Application infrastructure
	

	Physical infrastructure
	

	Critical infrastructure
	

	TOTAL (sum the ratings and divide by 7)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	6
	7
	9.5


3.6.2  Risk aggregation

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Management defined consequence thresholds are used for risk levels.
	

	Risk aggregation is analyzed in low risk environments.
	

	Risk aggregation is analyzed in medium risk environments.
	

	Risk aggregation is analyzed in high risk environments.
	

	Aggregated risk is mitigated by increasing surety levels.
	

	Aggregated risk is mitigated by partitioning the risk area.
	

	TOTAL (sum the ratings and divide by 6)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	6
	7
	9.5


3.6.3  Technologies

Under risk management (R) indicate which surety levels are associated with each of these requirements. For each of low (L), medium (M), and high (H) surety levels, rate from 0 to 10 the extent to which each statement is true. Add the “L”s, “M”s, and “H”s under R and write each of them down. Add the total of those and write them under the TOTAL for R. Sum the numbers under each of L, M, and H and write them down under as TOTAL. For ratings divide each of the sums for L, M, and H by their respective totals and multiply by 10. Sum them under R.

	Area
	R
	L
	M
	H

	Integrity is protected by source authentication
	
	
	
	

	Integrity is protected by change controls
	
	
	
	

	Integrity is protected by consistency checks
	
	
	
	

	Integrity is protected by independent validation
	
	
	
	

	Integrity is protected by cryptographic checksums
	
	
	
	

	Availability is protected by high quality systems designs
	
	
	
	

	Availability is protected by strong maintenance processes
	
	
	
	

	Availability is protected by strong change controls
	
	
	
	

	Availability is protected by redundancy
	
	
	
	

	Confidentiality is protected by access controls
	
	
	
	

	Confidentiality is protected by encryption
	
	
	
	

	Confidentiality is protected by network separation
	
	
	
	

	Use is controlled by strong authentication
	
	
	
	

	Use is controlled using identity management infrastructure
	
	
	
	

	Use is controlled by roles and rules
	
	
	
	

	Use is controlled by strong authorization limitations
	
	
	
	

	Use is controlled by redundant control mechanisms
	
	
	
	

	Accountability is facilitated by independent audits
	
	
	
	

	Accountability is enhanced by strong attributions to individuals
	
	
	
	

	Accountability is associated with all activities
	
	
	
	

	Accountability is assured by comprehensive audit trails
	
	
	
	

	TOTAL (For L=     For M=    For H=    ) 
	
	
	
	

	RATING (Total for each of L, M, H / total Rs for L, M, H)
	
	
	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	6
	7
	9.5


3.7  The CISO Budget Source and Cost Chart

This table is designed to provide a roll-up of overall protection-related costs for their enterprise.

	Area
	Budget source
	Annual Costs 
	Hidden costs

	Security management
	
	
	

	Policy
	
	
	

	Standards 
	
	
	

	Procedures 
	
	
	

	Documentation
	
	
	

	Security Auditing
	
	
	

	Protection Testing
	
	
	

	Technology
	
	
	

	Personnel (training)
	
	
	

	Incident handling
	
	
	

	Legal
	
	
	

	Physical
	
	
	

	Knowledge
	
	
	

	Awareness
	
	
	

	Organizational
	
	
	

	Business life cycles
	
	
	

	People life cycles
	
	
	

	System life cycles
	
	
	

	Data life cycles
	
	
	

	Deterrence
	
	
	

	Prevention
	
	
	

	Detection
	
	
	

	Reaction
	
	
	

	Adaptation
	
	
	

	Integrity
	
	
	

	Availability
	
	
	

	Confidentiality
	
	
	

	Use control
	
	
	

	Accountability
	
	
	

	Risk management
	
	
	

	Insurance (transfer)
	
	
	

	Losses
	
	
	

	Mitigation
	
	
	

	Public relations
	
	
	

	Brand
	
	
	

	TOTALS
	N/A
	
	


4  How the business works

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

4.1  General business modeling issues

	Item
	Rate

	Business modeling is used to understand the implications of information and information technology failures.
	

	Loss of integrity is considered in analysis of business models.
	

	Loss of availability is considered in analysis of business models.
	

	Loss of confidentiality is considered in analysis of business models.
	

	Loss of use control is considered in analysis of business models.
	

	Loss of accountability is considered in analysis of business models.
	

	Business models include models of people and their effects.
	

	Business models include models of financial implications of protection failures.
	

	Software in inventoried and tracked.
	

	Data is inventoried and tracked.
	

	Hardware is inventoried and tracked.
	

	Business models include models of theft, loss, and sale.
	

	Business models include models of financial transfers.
	

	Business models consider what is of value to the particular enterprise.
	

	Business models consider consequences including large-scale loss of life, liberty, health, and property.
	

	TOTAL (sum the ratings and divide by 15)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	10
	2
	10
	10


4.2  Sales, market, and brand

Rate the following areas from 0 to10.

	Item
	Rate

	Brand is considered in business models of losses. 
	

	The generation of leads, sales, and ease of success are considered in the business model.
	

	Marketing and the markets that a business operate in are considered in the business models. 
	

	Attacks that could cause loss of competitive advantage are considered in business models.
	

	Release or corruption of critical competitive information like pricing or customer details are considered in business models.
	

	Incorrect pricing to inability to process orders are considered in the business model.
	


4.3  Process, work flow, and results

Rate the following areas from 0 to10.

	Item
	Rate

	Business processes and their criticality to business survival are considered in the business model.
	

	Attacks on work flows are considered in the business model.
	

	The ability for unauthorized and authorized users to cause unauthorized changes to business processes is considered in the business model.
	

	The ability for unauthorized and authorized users to grant themselves access or monies through business process attacks is considered in the business model.
	

	The ability for unauthorized and authorized users to disrupt operations is considered in the business model.
	

	The ability for unauthorized and authorized users to destroy logistics, and otherwise disrupt business operations is considered in the business model.
	


4.4  Resources, transforms, value

Rate the following areas from 0 to10.

	Item
	Rate

	Computer controlled aspects of transforming resources  into value are considered in the business models.
	

	Loss of integrity, availability, confidentiality, use control, or accountability in the computer controls associated with transforming value are considered in the business models.
	


4.5  Supply, inventory, transport

Rate the following areas from 0 to10.

	Item
	Rate

	Disruption of supply is considered in business models.
	

	Inventory attacks including false inventory levels and theft by inventory manipulation are considered in the business model.
	

	Disruption of delivery is considered in business models. 
	

	Misdirection of shipments is considered in the business model.
	

	Corruption of inventory information and temporary loss of inventory is considered in the business model.
	


4.6  AR/AP, collections, write-offs

Rate the following areas from 0 to10.

	Item
	Rate

	Accounts payable and receivable, collection processes, and write-offs are considered in business models. 
	

	Cash flow attacks and impacts on business operations are considered in the business model.
	

	Profitability and customer relations associated with process disruption are considered in the business model.
	

	Loss of customers confidence is considered in the business model.
	

	Other elements of the financial systems are considered in the business model.
	

	The business model considered corruption, leakage, service denial, loss of control, and loss of accountability in these systems.
	


4.7  Infrastructures, services, users

Rate the following areas from 0 to10.

	Item
	Rate

	Infrastructure disruption is considered in the business model.
	

	Loss and corruption of services is considered in the business model.
	

	Loss of content that may have inherent value and loss of value with exposure or time are considered in the business model.
	

	User impacts of service or infrastructure attacks are considered in the business model.
	

	Interdependencies are considered in the business model.
	


4.8  Cost, shrinkage, collapse

Rate the following areas from 0 to10.

	Item
	Rate

	Costs and changes in costs and cost structure, shrinkage (loss and theft of inventory), and ultimately collapse of markets or businesses are considered in the business model.
	


4.9  Roll-up

	Item
	Rate

	TOTAL(sum all of the ratings and divide by 31)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	8
	2
	8
	10


5  Oversight

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Oversight defines, updates, and maintains a list of duties to protect.
	

	Laws and regulations are reviewed to help define the legally mandated duties to protect associated with jurisdictions. 
	

	All laws of all jurisdictions in which an enterprise operates have are considered in order to make prudent determinations as to duty to protect.
	

	The owners play an active role in defining the duties to protect.
	

	Owners assure their investment is not lost by electing proper boards of directors. 
	

	For public companies regulatory requirements are scrupulously met.
	

	The board of directors takes their legal and moral responsible to assure that the CEO and other officers are doing their jobs seriously.
	

	The board of directors define additional duties to protect things like employee privacy in keeping with their responsibilities.
	

	The board actively oversees information protection issues on behalf of the shareholders to assure that shareholder value is protected.
	

	Auditors effectively provide independent and objective feedback to the shareholders, board of directors, CEO, and others on the effectiveness of the protection program.
	

	Auditors effectively provide evidence to demonstrate the risk management decisions are effectively carried out.
	

	The CEO effectively defines and assures that duties to protect are in place and fulfilled.
	

	The CEO actively participates in risk management activities on a regular basis.
	

	The CEO helps to identity business consequences associated with the business model, understands that model, and makes reasonable and prudent risk management decisions by applying that model.
	

	The CEO measures the performance of the duties to protect and assures the the CISO has adequate power and influence to operate the protection program effectively.
	

	The CEO keeps costs as low as possible without undertaking inappropriate levels of risk.
	

	TOTAL (sum the ratings and divide by 16)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	3
	8
	5
	8
	10


5.1  Duty to protect

5.1.1  Externally imposed duties

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Legal and regulatory mandates are derived from laws, regulations, protective orders, judicial determinations, and ordinances at all jurisdictional levels. 
	

	Legal mandates associated with all businesses in jurisdictions are considered.
	

	Legal mandates involving special duties like public health and safety duties of drug or chemical manufacturers are considered.
	

	Legal mandates associated with fiduciary duties to shareholders by officers are considered.
	

	TOTAL (sum the ratings and divide by 4)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	5
	10
	5
	10
	10


5.1.2  Internally imposed duties

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	The enterprise has decided to protect private information.
	

	The enterprise has decided to protect safety of workers by protecting their information. 
	

	The enterprise has decided to protect against the release of information to third parties.
	

	The enterprise has decided to protect other similar information or assets beyond the levels imposed by government. 
	

	Self-defined duties are protected at the same level of diligence as externally mandated duties.
	

	TOTAL (sum the ratings and divide by 5)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	n/a
	2
	n/a
	n/a
	n/a


5.1.3  Contractual duties

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Contractual obligations are defined in duties to protect and contracts reflect the binding nature of these obligations.
	

	Safe harbor agreements are reflected in identified duties to protect.
	

	Confidentiality and non-disclosure agreements are reflected in identified duties to protect.
	

	Trade secret agreements are reflected in identified duties to protect.
	

	Licensing agreements for patented or copyrighted material are reflected in identified duties to protect.
	

	All legal agreements include terms and conditions that reflect the ability of the enterprise to meet duties to protect and are reflected in the identified duties to protect.
	

	TOTAL (sum the ratings and divide by 6)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	10
	5
	8
	10


6  Business risk management


Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Risk management is a formally defined business function within the enterprise with the CEO directly involved.
	

	Risk management transforms duty to protect into what to protect and how well to protect it.
	

	Risk management  selects between risk acceptance, transfer, avoidance, and mitigation.
	

	For risk mitigation, risk management attempts to match surety of mitigation with desired risk reduction.
	

	TOTAL (sum the ratings and divide by 4)
	


6.1  Risk evaluation

	Item
	Rate

	Risks are systematically identified and evaluated based on the business model.
	

	Risk evaluation identifies event sequences with potentially serious negative consequences based on the business model.
	

	TOTAL (sum the ratings and divide by 2)
	


6.1.1  Consequences

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Consequences are identified from the business model and rated, into low, medium, and high levels or into other levels based on a management-defined scheme.
	

	The scheme differentiates consequences typical of business risks like slip and fall accidents and similar readily insurable things from public relations problems, loss of substantial amounts of trust or money, inability to perform on select important contracts, and so forth from consequences that involve loss of life, great harm to the environment, collapse of the business, and/or jail time to executives.
	

	Consequences are identified in terms of brand or reputation.
	

	Consequences are identified in terms of value, which codifies a variety of financial implications ranging from loss of cash to destruction of stock to loss of information value for periods of time
	

	Consequences are identified in terms of time which is lost due to people not being as effective at their jobs or the business losing opportunities.
	

	Consequences are identified in terms of the direct costs associated with dealing with the incident and its aftermath.
	

	Consequences are identified and categorized based on the assumption that business processes fail regardless of any mitigating factors that may be in place.
	

	TOTAL (sum the ratings and divide by 7)
	


6.1.2  Threats

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	For event sequences involving medium or high consequences, threats are assessed with increasing attention and detail for higher consequences. 
	

	As threats are identified, their capabilities and intents are taken into consideration in assessing their ability to cause consequences. 
	

	Capabilities considered include but are not limited to funding, location, attack mechanisms available, group size, available resources, skill sets, training levels, allies, and access.
	

	Intents are assessed in light of group history, motives, group behaviors, group rewards, typical targets, leadership, and declared objectives.
	

	TOTAL (sum the ratings and divide by 4)
	


6.1.3  Vulnerabilities

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	For systems with identified high or medium consequences and whose threats have been assessed as having the capabilities and intents to induce those consequences, vulnerability analysis and mitigation is considered. 
	

	Vulnerability assessment includes technical vulnerabilities most commonly associated with computer security.
	

	Vulnerability assessment includes human vulnerabilities that are covered under a variety of topic areas in the psychological literature.
	

	Vulnerability assessment includes structural vulnerabilities that have to do with overall network and infrastructure architecture and dependencies.
	

	Vulnerability assessment includes organizational vulnerabilities that have to do with weaknesses in the way things are organized and how people interact with each other within the structure.
	

	Vulnerability assessment identifies event sequences that permit identified threats to invoke sequences of vulnerabilities that they have identified capabilities to invoke in order to induce identified medium or high consequences that they have intents to induce.
	

	TOTAL (sum the ratings and divide by 6)
	


6.1.4  Interdependencies and risk aggregation

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Interdependency analysis is undertaken for all identified medium and high consequences.
	

	Interdependency analysis considered the implementation of information systems over vast distances and the short time frames associated with the transfer of information over those distances.
	

	Interdependency analysis considers dependency on people.
	

	Interdependency analysis considers dependency on users.
	

	Interdependency analysis considers dependency on administrators.
	

	Interdependency analysis considers dependency on support personnel.
	

	Interdependency analysis considers dependency on the ability of these people to breath, perform their work, drink, eat, sleep, and live their lives.
	

	Interdependency analysis considers dependency on application programs.
	

	Interdependency analysis considers dependency on data files.
	

	Interdependency analysis considers dependency on input and output systems.
	

	Interdependency analysis considers dependency on operating systems. 
	

	Interdependency analysis considers dependency on libraries.
	

	Interdependency analysis considers dependency on configurations.
	

	Interdependency analysis considers dependency on domain name services.
	

	Interdependency analysis considers dependency on identity management systems. 
	

	Interdependency analysis considers dependency on back-end processing facilities.
	

	Interdependency analysis considers dependency on protocols that are used to communicate with external capabilities.
	

	Interdependency analysis considers dependency on computing platforms. 
	

	Interdependency analysis considers dependency on networks. 
	

	Interdependency analysis considers dependency on wires.
	

	Interdependency analysis considers dependency on routing protocols.
	

	Interdependency analysis considers dependency on accessibility.
	

	Interdependency analysis considers dependency on power.
	

	Interdependency analysis considers dependency on cooling. 
	

	Interdependency analysis considers dependency on heat.
	

	Interdependency analysis considers dependency on air.
	

	Interdependency analysis considers dependency on communications.
	

	Interdependency analysis considers dependency on political stability.
	

	Interdependency analysis considers dependency on environmental conditions and controls.
	

	Interdependency analysis considers dependency on supplies.
	

	Interdependency analysis considers dependency on the safety and health of workers, customers, vendors, partners, and their families.
	

	Risk aggregation through interdependencies is considered in risk management.
	

	Risk aggregation is revisited whenever changes are made to systems that interact with other systems.
	


TOTAL (sum the ratings and divide by 33)


6.1.4.1  Single points of failure

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	All single points of failure for medium or high consequence situations are identified as part of risk management.
	

	Except as approved on a case by case basis by the CEO, no single points of failure are permitted to exist for medium or high consequences situations.
	

	Except as approved on a case by case basis by the CEO, no key individual can be allowed to exist without whom medium or high consequences will occur.
	

	Except as approved on a case by case basis by the CEO, no single facility can be permitted to act as a single point of failure for medium or high consequences.
	

	High consequence single points of failure risk acceptance is reviewed by the CEO at least once every 6 months.
	

	Medium consequence single points of failure risk acceptance is reviewed by the CEO at least once every year.
	

	TOTAL (sum the ratings and divide by 4)
	


6.1.4.2  Radius-driven common mode failures

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Except as approved on a case by case basis by the CEO, within a radius of effect associated with the attack mechanisms within the capabilities of the threats identified in threat assessment, no single event is able to cause medium or high consequences.
	

	Natural effects within reasonably expected and historically supported radii are taken into account in risk management.
	

	Redundant data centers in the same Earthquake zone or flood zone are not used to support the claim to have no single point of failure.
	

	Redundancy within a single building or location is not used to claim no single point of failure for a medium or high consequence situation.
	

	High consequence radius-based risk acceptance is reviewed by the CEO at least once every 6 months.
	

	Medium consequence radius-based risk acceptance is reviewed by the CEO at least once every year.
	

	TOTAL (sum the ratings and divide by 4)
	


6.1.4.3  Other sorts of common mode failures

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Common mode failures, i.e., failures modes resulting from commonalities between systems or components, with medium or high consequences are identified in risk analysis efforts.
	

	The CEO determines whether the cost of reducing or eliminating common mode failures with medium or high consequences is justified on a case by case basis.
	

	Common hardware, software, or operating systems are considered common mode failure candidates.
	

	Common protocols, power, gas, or supply chain dependencies are considered common mode failure candidates.
	

	High consequence common mode failure risk acceptance is reviewed by the CEO at least once every 6 months.
	

	Medium consequence common mode failure risk acceptance is reviewed by the CEO at least once every year.
	

	TOTAL (sum the ratings and divide by 6)
	


6.1.4.4  Key individuals

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Any single individual who controls a substantial enough portion of information or infrastructure to produce a medium or high risk from their action is identified as a key individual as part of risk management.
	

	The CEO must approve any key individual who exist for whom there is no backup at least once every six months and must explicitly accept the risks associated with this individual on a case by case basis.
	

	But for any substantial enterprise a key individual without backup is not permitted to continue for more than one approval cycle by the CEO.
	

	All key individuals have had sufficient background checks to justify the high level of trust being placed in them.
	

	High consequence key individual risk acceptance is reviewed by the CEO at least once every 6 months.
	

	Medium consequence key individual risk acceptance is reviewed by the CEO at least once every year.
	

	Key individuals have privileges temporarily suspended on reasonable suspicion until such time as suspicion is settled and the issue resolved.
	

	Upon termination of key individuals special review is undertaken to assure that undue residual risks do not remain.
	

	Actions taken by key individuals are always audited and reviewed in detail at least twice per year.
	

	Relationships between key individuals are explicitly tracked to determine and mitigate potentials for defeating of dual controls and other collaborative attack potentials.
	

	TOTAL (sum the ratings and divide by 10)
	


6.2  Risk treatment

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Risks that are worthy of attention are managed and risks not worthy of consideration are accepted.
	

	A risk treatment plan is identified for all risks identified.
	

	TOTAL (sum the ratings and divide by 2)
	


6.2.1  Risk acceptance

	Item
	Rate

	For risks that are too low to bother protecting against or for which insurance and due diligence are adequate, risk is accepted. 
	

	For risks that are to be mitigated but where mitigation cannot be done instantaneously or for which rapid mitigation is too expensive to justify, risks are accepted for periods during which mitigation is undertaken.
	

	TOTAL (sum the ratings and divide by 2)
	


6.2.2  Risk avoidance

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Risk avoidance is used as a business strategy for risks too high to justify the return on investment.
	

	Other similar avoidance strategies such as not opening offices in war zones or not doing business in certain localities are used.
	

	TOTAL (sum the ratings and divide by 2)
	


6.2.3  Risk transfer

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Risk transfer for low consequences is done via insurance where feasible.
	

	Risk transfer for medium and high consequences is only used in cases where the worst case loss is not sustainable and an adequate outside insurance capacity is willing to take on the risk.
	

	Contractual risk transfer is used when feasible but only identified as meaningful in risk reduction when the external party has deep enough pockets to justify trusting it for risk reduction associated with identified consequences it is intended to mitigate.
	

	Contractual risk transfer is used for medium risk or low risk when feasible but is not trusted for high consequence mitigation.
	

	TOTAL (sum the ratings and divide by 4)
	


6.2.4  Risk mitigation

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Risk mitigation is used to reduce residual risk to management identified acceptable levels.
	

	The CISO oversees mitigation efforts at an enterprise management level.
	

	Risk mitigations is prioritized by consequence with higher consequences having higher priority.
	

	Risk mitigation is designed to mitigate event sequences that can cause serious negative consequences.
	

	Risk mitigation of lower risk systems is undertaken primarily to meet perceived due diligence and digital community health and safety needs.
	

	Top management is directly involved in decisions to apply techniques to reduce threats.
	

	Public relations and corporate communications are directly involved in threat reduction efforts.
	

	Operations security is used to reduce the linkage between threats and vulnerabilities.
	

	Computer security is directly involved in the reduction of vulnerabilities to information systems.
	

	Physical security is an active participant in vulnerability reduction.
	

	Design is used to reduce high and medium risks.
	

	Security architecture is used to reduce high and medium risks.
	

	Risk mitigation efforts are commensurate with risks.
	

	Higher surety mitigation methods are used for higher consequences.
	

	Residual risk remaining after mitigation is identified to top management and accepted, transfered, or further mitigated based on their guidance.
	

	Cost is considered in decisions to mitigate, transfer, or accept risk and residual risk and this information is provided to top management along with  residual risk information.
	

	TOTAL (sum the ratings and divide by 16)
	


6.3  What to protect and how well

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Risk management produces decisions of what to protect and to what extent it should be protected.
	

	Executive security management (the CISO) is tasked with carrying out the duty to protect the things that should be protected to the extent appropriate to the need.
	

	The CISO has access to all information necessary to get this task done.
	

	The CISO has adequate influence and power to cause the duties to protect to be carried out across the enterprise.
	

	The CISO reports on progress against risk management objectives to the CEO and other responsible parties at least once per quarter.
	

	TOTAL (sum the ratings and divide by 5)
	


6.3.1  The  XE "risk" risk management space

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	The  XE "risk" risk management process starts in the middle of the  XE "risk" risk picture with protection posture assessments to provide a medium-cost way to get a handle on the overall situation.
	

	The protection posture assessment process identifies low, medium, and high  XE "risk" risk situations and additional work is done for higher  XE "risk" risks. 
	

	 XE "Risk" Risk levels lead to different management rates and complexity, change management mechanisms, and  XE "risk" risk assessment techniques.
	

	For the low  XE "risk, " risk, due diligence approaches and vulnerability testing are considered adequate to the  XE "risk" risk assessment process.
	

	For medium  XE "risk" risk situations sound change control and accreditation processes are invoked.
	

	For medium  XE "risk" risk situations configurations are closely managed.
	

	For medium  XE "risk" risk situations probabilistic  XE "risk" risk analysis is not used except for natural threats.
	

	For medium  XE "risk" risk situations covering approaches, protection posture assessments, and expert facilitated analysis are used as threats increase.
	

	For medium  XE "risk" risk situations periodic oversight is acceptable at low threat levels, management must keep tighter reins and review at a higher rate for higher consequence systems.
	

	When  XE "risk" risks reach into the high end, systemic change management comes into play with system-wide testing associated with every significant change.
	

	Management rates increase with  XE "risks." risks.
	

	Scenario-based analysis and, at the highest  XE "risk" risk levels, systems analysis are used.
	

	Surety is matched to risk.
	

	TOTAL (sum the ratings and divide by 13)
	


6.4  Elements of the risk management process

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Processes to be used in the overall  XE "risk" risk management process are defined.
	

	Guidance on when to apply them is defined.
	

	There is a defined process for identifying the issues to be addressed in  XE "risk" risk management.
	

	There is a defined process for determining when to use more in-depth processes.
	

	There is a defined process for deciding when to accept  XE "risk" risks and not further pursue  XE "risk" risk management.
	

	There is a defined process for determining how to treat medium  XE "risk" risks and what to analyze.
	

	There is a defined process for determining how to identify consequences and how to differentiate them.
	

	There is a defined process for determining how and when to identify threats and how to analyze them.
	

	There is a defined process for determining how and when to do vulnerability assessments.
	

	 XE "There is a defined process for making risk" There is a defined process for making risk management choices and when to choose which of accept, avoid, transfer, and mitigate.
	

	 XE "There is a defined process for risk" There is a defined process for risk mitigation approaches for cases when mitigation is chosen.
	

	There is a defined process for mapping of policy elements into specific  XE "risk" risk management mandates.
	

	There is a schedule for  XE "risk" risk management.
	

	The schedule includes initial conditions required for  XE "risk" risk management.
	

	The schedule includes management actions required for operation.
	

	The schedule includes when to do what activity.
	

	TOTAL (sum the ratings and divide by 16)
	


	Acceptable
	Transferable
	Reducible
	Action

	No
	No
	No
	Do not engage in this—avoid the  XE "risk" risk

	No
	No
	Yes 
	Propose reduction and re-evaluate

	No
	Yes
	No
	Insure or avoid the  XE "risk" risk

	No
	Yes
	Yes
	Balance reduction with insurance cost

	Yes
	No
	No
	Accept or avoid the  XE "risk" risk

	Yes
	No
	Yes
	Balance reduction vs. acceptance cost

	Yes
	Yes
	No
	Accept or avoid the  XE "risk" risk

	Yes
	Yes
	Yes
	Balance all three and optimize


	
	Low Consequence
	Medium Consequence
	High  Consequence

	Low 

Threat
	Mid-level mgmt updates annually
	6-month review cycle, top mgmt update annually
	Should not occur – threats are higher

	Medium Threat
	Mid-level mgmt update 9-12 months
	3-9-month review cycle, top mgmt update quarterly
	Continuous top mgmt updates monthly

	High

Threat
	Should not occur—not worth operating
	3-6-month review cycle, top mgmt update quarterly
	Continuous top mgmt updates monthly


6.4.1  Threat assessment

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	Pre-employment checks are part of employee threat assessment. Additional investigation and review is used for positions of higher trust.
	

	Case investigation is used in response to incidents.
	

	Detailed intelligence is undertaken against specific threats that are known to exist and that are targeting the company for high valued consequence.
	

	Regional intelligence is used when moving into a region or when operating in a region under substantial regional threat.
	

	Local intelligence is used whenever making determinations about placement of facilities, offices, routes, or housing, and when ranking locations for determining where to go and what to do there.
	

	Investigative intelligence is used for clearances associated with government jobs, for investigations of employees for high-level-of-trust jobs, and for verification of lifestyle conditions such as rapid changes in wealth.
	

	The table below reflects use of threat assessment techniques.
	

	TOTAL (sum the ratings and divide by 7)
	


	Assessment method
	Consequence
	Time
	Threat
	Cost

	By type generic
	Medium
	Short
	Medium
	Low

	By type, classes within groups
	Medium-high
	Medium
	Medium-high
	Medium

	By type with classes and detailed high relevancy
	Medium-high
	Medium-long
	Medium-high
	High

	Known vulnerability indications and warnings
	Medium
	Short
	Low
	Low

	Detailed intelligence analysis
	High
	Long
	High
	High

	Investigation-based
	Medium-high
	Medium
	Medium-high
	Medium-high


6.5  Fulfilling the duties to protect

Rate the following areas from 0 to 10 in terms of the extent to which they are understood and assessed as part of the risk management process.

	Item
	Rate

	At an enterprise level, a systematic approach is used to identify, codify, and fulfill duties to protect.
	

	The CISO is tasked with fulfilling the duty to protect and has adequate access to information and power and influence to fulfill those duties.
	

	A protection architecture is used to implement the duties to protect.
	

	Information assets are inventoried and controlled per the duty to protect. 
	

	Inventory control is used to identify and associate duties to protect with information and information systems.
	

	Specific methods used to carry out duties to protect depend on the duties,  the situation and the notion of "best practice" is not used as a decision tool.
	

	TOTAL (sum the ratings and divide by 6)
	


6.6  Risk management roll-up

	Area
	Rate

	Risk management
	

	Risk evaluation
	

	Consequences
	

	Threats
	

	Vulnerabilities
	

	Interdependencies and risk aggregation
	

	Single points of failure
	

	Radius-driven common mode failures
	

	Other common mode failures
	

	Key individuals
	

	Risk treatment
	

	Risk assessment
	

	Risk avoidance
	

	Risk transfer
	

	Risk mitigation
	

	What to protect and how well
	

	The risk management space
	

	Elements of the risk management process
	

	Threat assessment
	

	Fulfilling the duties to protect
	

	Total (sum the ratings and divide by 20)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	7
	4
	8
	9


7  Executive security management

7.1  Responsibilities at organizational levels

Rate the following areas from 0 to10.

	Item
	Rate

	 XE "Risk" Risk management and surety levels are defined by top management. 
	

	If there is a separation between corporate and IT  XE "risk" risk management, they are closely coordinated.
	

	If IT risk management is separated from corporate  XE "risk" risk management it is operated by the CISO. 
	

	Business life cycles and deterrence are top management responsibilities. 
	

	For business life cycles, business acquisition teams include representation from the CISO function. 
	

	Top management also sets policy, structures protection program management, and defines the placement of information protection by positioning the CISO within the company and defining the linkage between the CISO and HR, legal, the CIO, and others.
	

	TOTAL (sum the ratings and divide by 6)
	


7.2  Enterprise security management architecture

Rate the following areas from 0 to 10.

	Item
	Rate

	The overall control system that operates information protection is managed by the CISO.
	

	Top executives and board of directors directly control the functions and management associated with the CISO.
	

	The CISO functional responsibilities include policies, standards, procedures, legal, HR, and  XE "risk" risk management activities.
	

	The CISO functional responsibilities include collaboration with or control of the policy team and the  XE "risk" risk management team.
	

	The CISO functional responsibilities include collaboration with users, some of the project team, and developers.
	

	The CISO functional responsibilities include collaboration with the legal department, the HR department,
	

	The CISO functional responsibilities include assuring that adequate testing and change control, physical and informational technical safeguards, and incident handling activities are undertaken and involve close collaboration with developers, systems administrators, change control teams, response teams, and project teams.
	

	The CISO functional responsibilities include assuring auditing processes, knowledge and awareness programs, and documentation functions and involve work with auditors, trainers, experts, project teams, and of course everyone that has to document what they do.
	

	The CISO functional responsibilities include project management activities that span the enterprise.
	

	The CISO must assure that the enterprise fulfills separation of duties requirements, has adequate skill sets, has organizational mandate, and that groups operating in different parts of the organization collaborate for information protection purposes.
	

	Feedback mechanisms lead to adaptations through the control efforts associated with the CISO function.
	

	The most critical function and the purpose for the CISO function as identified by top management is to exert the controls that influence all of the different protection-related functions and to listen to the feedback and make decisions that help to adapt the overall enterprise protection system based on the feedback.
	

	The CISO communicates directly and effectively with top management on a regular basis.
	

	TOTAL (sum the ratings and divide by 13)
	


7.2.1  Groups that the CISO meets with or creates and chairs

Rate the following areas from 0 to 10, sum the results and divide by 4.

	Item
	Rate

	The CISO is responsible for assuring the ongoing value of all of the non-physical and non-fiscal assets of the company. 
	

	The CISO manages the enterprise control system associated with information protection through groups.
	

	Functional groups in which the CISO participates perform the necessary functions for operating the protection program.
	

	Review board groups review and oversee the efforts of the functional groups and are led by or participated in by the CISO.
	

	TOTAL (sum the ratings and divide by 4)
	


7.2.1.1  Top-level  XE "governance" governance board

Rate the following areas from 0 to 10.

	Item
	Rate

	The top-level  XE "governance" governance board is an outward facing function of the CISO that interacts with oversight.
	

	This group has legal responsibility for the business and its operations and determines the placement and reach of the information protection function in the enterprise.
	

	This group meets periodically with the CISO to review overall program performance and inquire about specific issues they deem worthy of their attention.
	

	Meetings are scheduled with this group at least once per quarter and, for select functions of the CISO like business continuity planning, additional meetings with many of the same people are also held.
	

	TOTAL (sum the ratings and divide by 4)
	


7.2.1.2  Business unit  XE "governance" governance boards

Rate the following areas from 0 to 10.

	Item
	Rate

	Business units that are substantial enough to operate more like wholly owned subsidiaries than like departments typically have their own internal information protection functions that fulfill some or most of their needs. 
	

	Boards exist within the substantial business units for their internal operations and interface with the CISO in order to provide enterprise-level information and assure at the enterprise level that information protection is as it is supposed to be. 
	

	The exchanges are also used to save time and money by reducing unnecessary redundancy and improving process for all.
	

	TOTAL (sum the ratings and divide by 3)
	


7.2.1.3  Policy, standards and procedures group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	The policy, standards, and procedures group is responsible for initial policy development, reconciliation of existing policies, policy rewrites, adaptation of policy to changes in the environment, development and maintenance of control standards from policies in conjunction with the operating environment, and development of procedures associated with meeting control standards.
	

	The policy review board is responsible for review and approval of policies, and includes top management that makes them official within the enterprise.
	

	The review and acceptance of standards by individual groups affected by those standards, approval of those standards by the proper level of management in different enterprise areas, and verifying the consistency of those standards with policies before acceptance is also controlled by this board.
	

	Individual managers are responsible for verifying that procedures meet standards and are responsible for assuring that this is done.
	

	Reporting structures provide documentation and audit provides verification that policies are in place and operated at all levels.
	

	Documentation of all aspects of this process are kept. 
	

	Documentation facilitates review for new members of teams, for assurance processes to work properly, and for demonstration of regulatory compliance and other legal mandates. 
	

	Documentation includes meeting minutes, periodic plans, deliverables, progress reports, and other related documentation of the process. 
	

	Documentation includes original data collected in the process, such as copies of emails associated with policy reviews, schedules for processes in whatever form the projects are tracked, ultimate dispositions of all activities, funding and costs associated with the effort, and resulting formal outputs from the process.
	

	Project management is used for this process and is responsible for collecting, tracking, and reporting on all aspects of project progress, convening and scheduling meetings, and providing the CISO function with ongoing information on the overall effort.
	

	The audit process verifies that these responsibilities are being properly carried out by selective testing of consistency by examination, verifying that the approval process is generating meaningful review prior to approval, that approval or rejection of changes is done in a timely fashion, and that policies, standards, and procedures are followed.
	

	Audit of policy includes reviewing the documentation associated with the effort, verification of proper approvals for policies, standards, and procedures in actual use, and verification of the actual operation of the overall system by selective, periodic, random, and blind review of operations against procedures, standards, and policies.
	

	TOTAL (sum the ratings and divide by 6)
	


7.2.1.4  Legal group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	Legal review of all policies is mandatory and top management sign-off is required for all policies.
	

	Standards are reviewed to assure that no laws are being violated.
	

	Personnel procedures are reviewed for issues associated with potential law suits and statutory violations. 
	

	Privacy laws relating to background investigations, laws related to the specific industry, and the range of related issues associated with legal positions are particularly important in international businesses are understood and applied by inside counsel or outside counsel is used for these matters.
	

	The legal group is involved in incident response whenever investigatory processes are undertaken.
	

	The legal group review board activities are limited in scope to reviewing information protection matters.
	

	TOTAL (sum the ratings and divide by 6)
	


7.2.1.5  Personnel security group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	Personnel security is coordinated by HR and carried out by a group within physical security that deals with personnel protection, facilities security, and other related issues. 
	

	Background checks are performed by an outside service. 
	

	The CISO coordinates efforts to assure that personnel security meets the needs of the information protection program.
	

	Personnel interact efficiently and effectively with all enterprise components and systems associated with the human life cycle that imply protection changes.
	

	Actions implied by the information protection program as well as issues related to assurance of employee rights and the proper operation of the appeals process for incidents and other matters related to employees is properly handled by the HR department and reviewed by the HR review board. 
	

	Tracking of personnel information is an HR function that is integrated with information protection issues in order for the coordination to take place.
	

	Clearance processes and status are HR department functions that integrate with other aspects of security as well.
	

	Documentation requirements are extensive for these processes, legal issues have to be considered, and review boards for processes as well as individual cases are required for personnel actions.
	

	Tracking of training and awareness programs is often handled by either the HR department or a separate training group, however, tracking of educational efforts as it relates to qualifications, benefits, salary, position, and other issues is within the HR function.
	

	The CISO has responsibility to assure that these processes are properly undertaken and that timely and accurate information is used.
	

	Audit is used to verify the process.
	

	The CISO coordinates with this HR activity and influences changes necessary so that it works effectively.
	

	TOTAL (sum the ratings and divide by 12)
	


7.2.1.6   XE "Risk" Risk management group

Rate the following areas from 0 to 10.

	Item
	Rate

	The  XE "risk" risk management group is responsible for evaluating  XE "risk" risks and making determinations about when  XE "risk" risk can be accepted, transferred, avoided, or mitigated.
	

	Top management is intimately involved in risk management decisions.
	

	The CEO is on the risk management review board.
	

	Members of oversight functions are on the risk management review board.
	

	Top management and members of the risk management review board understand the risk-related issues associated with information protection.
	

	The CISO heads the risk management review board for information protection.
	

	The CISO is responsible for making preliminary evaluations for all  XE "risk" risks in this area and sole responsibility for decisions about low  XE "risk" risk situations.
	

	 XE "Risk" Risk management is a well documented process.
	

	Risk management is consistently across the enterprise. 
	

	Risk management uses well qualified individuals who understand how to make good judgments and understand the technology that forms the basis for the evaluations undertaken.
	

	The  XE "risk" risk management group is tightly integrate with the CISO function.
	

	TOTAL (sum the ratings and divide by 11)
	


7.2.1.7  Protection testing and change control group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	The protection testing and change control group (or groups) are responsible for measuring the effectiveness of protection on systems that warrant such controls and assuring to the desired degree of certainty that those systems operate as they are supposed to.
	

	Results of protection testing and change controls are reviewed as a matter of course before results are accepted and systems are transitioned from testing into operational use.
	

	Changes to medium or high consequence systems have to be approved by   all of those responsible for those systems and all of those impacted by those systems or those changes before changes are permitted to take place.
	

	All affected owners are notified prior to significant changes that may affect their systems through the change control group.
	

	All significant changes to systems affecting other systems are tracked and approved by the change control group.
	

	The change control group records all tests performed as part of change control and verifies that changes meet the requirements of interdependent systems.
	

	The change control and protection testing group(s) are independent of other groups.
	

	The change control and protection testing group(s) have separate research and development from production.
	

	Protection testing is different from vulnerability scans and such scans are not considered adequate for protection testing purposes except for low risk systems within low risk zones where even aggregated risks are low.
	

	Generally speaking, systems under change control are medium of high surety systems in medium or high  XE "risk" risk applications.
	

	TOTAL (sum the ratings and divide by 10)
	


7.2.1.8  Technical safeguards group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	The technical safeguards group is responsible for the job of  XE "risk" risk mitigation.
	

	They oversee the application of technologies to systems in order to reduce the vulnerabilities of those systems and the consequences of failures in those systems.
	

	For low  XE "risk" risk systems, as determined by  XE "risk" risk management, the technical safeguards group is left largely on their own in terms of protection with the objective of maximizing effectiveness while minimizing costs.
	

	The CISO function oversees the protection of low surety systems and seeks to make certain that they are not able to unduly influence medium or high surety systems through architectural methods, like the network zoning policies, and similar high or medium surety methods.
	

	For medium and high  XE "risk" risk systems and content, the technical safeguards team has to gain approval from  XE "risk" risk management for mitigation approaches but takes on the primary lead for the design and implementation of technical safeguards. 
	

	They are subject to audit as well as oversight, including review by the zoning board for zone-related changes and oversight by the CISO function.
	

	Documentation is critical, legal approval has to be gained for certain potentially invasive surveillance technologies, and interface to the HR application environment is central to success of technical safeguards depending on identity management solutions. The CISO is responsible for liaison between the legal and HR departments for approvals of these actions and for making determinations about protective measures with these sorts of effects.
	

	The technical safeguards team implements policy, helps develop and follow standards, creates procedures and gets their approval, sends changes through change control for high and medium surety systems, acts as experts for some aspects of training and awareness, and receives education in order to continue to be effective in their tasks.
	

	The technical safeguards team documents all of its activities and is responsible for verifying documentation of activities undertaken by those who implement safeguards.
	

	TOTAL (sum the ratings and divide by 9)
	


7.2.1.9  Zoning boards and similar  XE "governance" governance entities

Rate the following areas from 0 to 10.

	Item
	Rate

	Network zoning is controlled either by a zoning board or by the CISO in conjunction with the technical safeguards team.
	

	Zoning boards typically include those impacted by a  change in zones or, during the creation of zones, those responsible for working within those zones.
	

	System owners, network owners,  XE "risk" risk management, audit, and incident response teams participate in zoning board meetings.
	

	Additional requirements for classified systems and other special purpose environments that have to meet additional regulatory or jurisdictional requirements are covered by appropriate subgroups of the zoning board.
	

	TOTAL (sum the ratings and divide by 4)
	


7.2.1.10  Physical security group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	Special requirements and collaboration associated with data centers, wiring, wire closets, conduits, perimeters for medium and high  XE "risk" risk systems, protection of paper and other media in storage, before input, and after output, physical aspects of information and equipment life cycles, and integration of physical and informational access controls are met by the physical security group.
	

	The CISO is responsible to report physical security inadequacies and, if mandate is given, to manage the mitigation process. 
	

	The CISO participates in the physical security review board or other similar process to assure that information protection needs are met.
	

	TOTAL (sum the ratings and divide by 3)
	


7.2.1.11  Incident handling group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	The incident handling group is responsible for information technology aspects of  business continuity planning, disaster recovery, and day-to-day incident detection and response within the information technology function.
	

	They are, necessarily, separate from the technical safeguards team because they are tasked, among other things, with detecting trusted insider abuse.
	

	The incident handling group is not permitted to control any systems, and act only through the systems administration group for low- XE "risk" risk systems and change control for medium and high  XE "risk" risk systems to carry out any changes.
	

	This separation of duties is key to proper operation and the incident handling team acts as part of the assurance process.
	

	The incident handling team is responsible for identifying event sequences that can cause potentially serious negative consequences.
	

	The incident handling team is responsible for devising the means to detect these sequences in a timely enough fashion to mitigate harm to within enterprise specified tolerances.
	

	The incident handling team is responsible for devising the warnings and response regimen that mitigates these consequences in the required time frames.
	

	The incident handling team is responsible for defining the conditions under which these response processes get invoked.
	

	The incident handling team is responsible for initiating, managing, and carrying out these responses when they are required.
	

	The incident handling team is responsible for devising the process used to determine when response processes can be terminated and normal operations continued.
	

	The incident handling team is responsible for carrying out those termination processes when necessary and appropriate.
	

	The incident handling team is responsible for after-action reports, documentation, and other related matters that produce an incident handling system that adapts properly with time.
	

	The incident handling team is responsible for 
	

	Incident handling is part of the review process for technology changes.
	

	For low consequence systems, intrusion detection and response processes may be embedded in the systems themselves and run by systems and network administrators, however, these systems provide feeds to the incident handling group so they can remain aware of situations in those environments that may eventually effect other systems.
	

	Incident handling includes documentation requirements for the collection and retention of forensic evidence associated with legal matters, and the documentation of event sequences that ultimately lead to employee sanctions and other related actions.
	

	The business continuity and disaster recovery plans are the responsibility of incident response and are documented by this group.
	

	The interface to the legal department runs through a manager or the CISO for incidents of significant import.
	

	HR records get generated as a result of these actions and the HR information associated with positions, roles, and other elements used in identity management are key to understanding and characterizing event sequences as incidents.
	

	Incident handling policies, standards, and procedures are part and parcel of the group's function.
	

	 XE "Risk" Risk management helps to decide how much incident handling effort is required for which systems.
	

	Change control provides information used in incident handling through test results that provide calibration information and configuration management that helps to determine criticality and severity of incidents.
	

	Incident handling feeds data to auditors for evaluation of the incident handling capability and its operation and as information for audit review of the operations area.
	

	Incidents drive awareness programs and the incident response team acts as a provider of critical information for the awareness and knowledge requirements.
	

	The incident handling review board is designed to provide management with information about incidents and to get feedback on the process so as to improve it over time.
	

	Quarterly reviews of incident handling and additional reviews when incidents cause substantial harm are undertaken.
	

	Reviews of individual incidents are created as part of the documentation process complete with after action reports indicative of suggested process improvements.
	

	The review board reviews after-action reports prior to quarterly meetings and summaries of these reports are included in the overall review of the program.
	

	TOTAL (sum the ratings and divide by 28)
	


7.2.1.12  Audit group and review board

Rate the following areas from 0 to 10.

	Item
	Rate

	The audit group is part of the corporate internal audit function.
	

	The audit group has a very broad range of responsibilities for reviewing and reporting on CISO functional responsibilities.
	

	The audits of each of the functions of the CISO should also go to the CISO so that the CISO can adapt the operation to meet the need.
	

	IT audit has the responsibility to review the performance of every aspect of the information protection program as well as responsibility to verify that no undetected incidents take place by acting as an independent incident detection group.
	

	TOTAL (sum the ratings and divide by 4)
	


7.2.1.13  Awareness and knowledge group and review

Rate the following areas from 0 to 10.

	Item
	Rate

	The awareness and knowledge group is tasked with providing a comprehensive information protection awareness program.
	

	This entails the collection, creation and dissemination of information appropriate to all of the individuals in the company, translated into proper language, written so as to meet social norms, and presented to convey the important information and specific instructions on how to behave with regard to information protection issues.
	

	Critical awareness issues are repeated twice a year, and employees who have not received the awareness training and demonstrated their understanding of it have to be decertified from performing tasks until they come into compliance.
	

	There is a system of tracking all users and their currency in security training and awareness for all tasks they are assigned to perform.
	

	As changes in responsibility occur, training and awareness are updated.
	

	The awareness program has to be updated on a regular basis so that it does not become stale.
	

	A variety of techniques are available and should be rotated and applied over time to keep interest levels high. 
	

	The program produces well-documented results that are reviewed on an annual basis to assure that the program is operating properly.
	

	This review is done by the CISO as part of their normal process.
	

	Legal review and long-term documentation are retained to mitigate any disputes for the duration of the applicability of the training material, including all applicable statutes of limitations.
	

	TOTAL (sum the ratings and divide by 10)
	


7.2.1.14  Documentation group

Rate the following areas from 0 to10.

	Item
	Rate

	There is a corporate documentation standard, an archival function and document repository, a tracking process that includes aging and life cycle management for destruction processes, and a set of retention policies, standards, and procedures that support this function.
	

	A library system is used to track all of this information, including the requirement to categorize and retrieve data, librarians, and off-site backup storage of important documents.
	

	This system tracks all of the documentation produced through the CISO function and provides easy retrieval and access for authorized individuals including the CISO and all of the review boards relative to the material they review.
	

	This group also provides the means for audit and other related functions to gain access to materials, and provide historical data and research capabilities.
	

	Documentation is systematically produced through the use of professional project managers as part of the project management process.
	

	The CISO maintains a project management process surrounding all efforts both to track everything and to provide clear documentation of processes and outcomes.
	

	Documentation has proper classification and applicability in order to assure that it is properly protected within the enterprise protection architecture.
	

	TOTAL (sum the ratings and divide by 7)
	


7.2.2  Separation of duties issues

Rate the following areas from 0 to10.

	Item
	Rate

	At the CISO level, management has to coordinate all aspects of the protection program for it to be effective.
	

	Separation of duties is accomplished by the role of audit and oversight in reviewing the CISO's performance.
	

	TOTAL (sum the ratings and divide by 2)
	


7.2.3  Understanding and applying power and influence

7.2.3.1  Physical power

Rate the following areas from 0 to10.

	Item
	Rate

	Because of physical security mechanisms and guard forces, physical security is a means of exerting CISO power. 
	

	Having physical access to information systems and infrastructure, being able to lock offices or lock people out of facilities, and the use of guards to escort individuals to meetings are all examples of how physical power can be used by the CISO. 
	

	Physical force is only used by the CISO as a last resort or when called for by standard policies and procedures.
	

	Physical escort is normally used when an employee is terminated, as disputes often arise in this context.
	

	Physical force is used when threats to health or safety or enterprise assets demand it.
	

	TOTAL (sum the ratings and divide by 5)
	


7.2.3.2  Resource power

Rate the following areas from 0 to10.

	Item
	Rate

	Money, facilities control (space), people (time), computing resources, network resources, control over the environment (ecology), and the threat of force are used by the CISO appropriately.
	

	Overt resource power is used by the CISO to produce compliance and, in some cases, identification.
	

	TOTAL (sum the ratings and divide by 2)
	


7.2.3.3  Positional power

Rate the following areas from 0 to10.

	Item
	Rate

	Positional power is used by the CISO to gain access to information.
	

	Positional power is used by the CISO to grant access to others as needed.
	

	Positional power is used by the CISO to organize groups. 
	

	Information is used for its exchange value or as a tool of persuasion.
	

	The ability to grant access is not used by the CISO for exchanges.
	

	Information and access rights are used to assure compliance.
	

	The right to organize is used to influence work roles, assignments, titles, and pay levels to reward those in the information protection program.
	

	Positional power in the information protection arena is exercised through the use of matrix management, project teams, reassignment of people to teams under the CISO, or other similar steps.
	

	TOTAL (sum the ratings and divide by 8)
	


7.2.3.4  Expertise, personal, and emotional power

Rate the following areas from 0 to10.

	Item
	Rate

	The CISO effectively uses expertise is used for persuasion.
	

	The threat of force through expertise is avoided by the CISO except when involving questioning of suspects in relationship to incidents.
	

	The CISO uses the trust relationship advanced by friendliness with other top management to persuade them to help meet the duties to protect.
	

	Personal relationships are used to provide access and information.
	

	TOTAL (sum the ratings and divide by 4)
	


7.2.3.5  Persuasion model

Rate the following areas from 0 to10.

	Item
	Rate

	A defined and documented model of persuasion is used to influence others.
	

	Persuasion achieves change through a combination of learning and acceptance of the goal viewpoints. 
	

	Learning is fostered by conveying the message effectively and having the target understanding it. 
	

	Acceptance is fostered by bringing comfort with the message through assuring it is relevant and that the person being persuaded likes the idea. 
	

	Target audience motives and value, information and language, perception and role, and attitudes and emotions are used to select persuasion techniques.
	

	In persuasive discussions both (or all) sides are presented with the favored viewpoint presented last.
	

	In persuasive discussions conclusions are clearly stated.
	

	In persuasive discussions repetition is used to make points, thus the formulaic approach of saying what you are going to say, saying it, and saying what you have said.
	

	In persuasive discussions a need is aroused and then satisfied.
	

	Threats are not used in persuasive discussions and fear uncertainty and doubt are avoided.
	

	Desirable messages are used wherever possible and put first when less desirable ones are also to be presented.
	

	In negotiations, everything desired is asked for and only backed off of slowly in exchange for large concessions.
	

	In negotiations, similar points of view are stressed to reduce disagreements without belittling other views.
	

	In negotiations, hard issues are tied to easy ones.
	

	Advice is sought on how to resolve problems without sacrificing enterprise needs to generates a cooperative environment. 
	

	Defensive situations are avoided to prevent hardening views. 
	

	Appeals to excellence, self worth, and fairness are used when feasible.
	

	An effort is made to make the audience feel worthwhile and to reinforce their opinions.
	

	Balance is presented without unnecessary lingering ambiguity.
	

	If a problem is created it can be readily resolved by agreeing with the presenter's view.  
	

	Social forces are considered and the audience point of view accounted for.
	

	Facts, methods, goals, and values are used to influence decisions.
	

	Power issues are always considered.
	

	Favorable presenters are always introduced as experts. 
	

	Media, presentation, clothing, degrees, experience, and references are used to increase credibility. 
	

	Opinions on issues you don't know much about are not opined on to retain credibility, particularly among experts in technical matters.
	

	Letters or emails are used when establishing justification or to get a letter back or when interruption is dangerous. 
	

	Face to face is used when presence brings regard or respect, when visual indicators help guide direction, or when more or less may be desired.
	

	TOTAL (sum the ratings and divide by 28)
	


7.2.3.6  Managing change

Rate the following areas from 0 to10.

	Item
	Rate

	Expectations are managed to facilitate change.
	

	Explicit plans are used for substantial changes.
	

	Planning for change includes understand what will be different.
	

	Planning for change includes who it will affect,   
	

	Planning for change includes how to prepare those affected.
	

	Planning for change includes determining how the change plan could fail.
	

	Planning for change includes determining how to treat the things that could cause it to fail before they cause it to fail.
	

	Change plans include a buy-in plan.
	

	Change plans include a communications plan.
	

	Change plans include a set of risk treatment plans.
	

	TOTAL (sum the ratings and divide by 10)
	


7.2.3.6.1  The buy-in plan

Rate the following areas from 0 to10.

	Item
	Rate

	The CISO has taken adequate steps to assure that executives and leaders know who is leading the efforts for change and have built up trust in the CISO and those individuals in order to assure that the executives and leaders will buy into the plan. 
	

	Plans which are largely within a given executive's purview are championed by that executive and not just by the CISO.
	

	The champion for each change plan adopts that plan as their own.
	

	The CISO has direct access to the CEO and uses it only as needed to support enterprise-wide change efforts.
	

	Managers and other facilitators are alerted to executive support in order to see benefits in helping to make change.
	

	Security changes initiated by workers and managers are passed to the CISO for consideration prior to implementation so that the CISO can facilitate change.
	

	Efforts to make changes and success in those efforts are reflected in the metrics used to measure job performance throughout the enterprise.
	

	Managers are supported by the CISO in security-related changes.
	

	Workers are informed of what they have to do next and how their performance in those tasks will be measured as part of the buy-in effort. 
	

	Rewards and punishments for workers and managers are clearly defined to facilitate their willful participation in making changes.
	

	TOTAL (sum the ratings and divide by 10)
	


7.2.3.6.2  The communications plan

Rate the following areas from 0 to10.

	Item
	Rate

	A well-defined plan is in place for announcing specific items for awareness to target audiences.
	

	A  well-defined plan is in place for discussing things with those audiences to develop mutual understanding, come to agreement so that people are aligned to the change, involve the targets to gain their willing participation, and prepare them so that they can successfully adopt the changes.
	

	The goal of the communications plan is for the targets of CISO change efforts to say “I know what is changing, why it is changing, and how it is happening.”
	

	Identified target audiences include executives, managers, staff members, casual employees, non-employee workers, and others as suited to the need and as affected directly or indirectly by the change.
	

	Individuals in each target audience are provided with the information they need to understand, from their point of view, what is changing, why it is changing, and how the change will happen. 
	

	The communications plan specifically codifies when and how often each target audience should be communicated with and by whom, what is to be communicated with them and toward what objective (what, why, or how of the change), and the form of the communication should be selected to meet the need per the previous descriptions provided for in the persuasion model.
	

	The communications plan seeks to avoid errors of omission, errors of commission, and errors of substitution by providing the right amount of information in understandable terms.
	

	TOTAL (sum the ratings and divide by 7)
	


7.2.3.6.3  The risk treatment plans

Rate the following areas from 0 to10.

	Item
	Rate

	Risks to change are addressed by explicit risk treatment plans.
	

	Natural resistance to change is mitigated through the communication plan.
	

	Vested interest risks to change are mitigated through use of influence techniques.
	

	Performance metrics risks and other similar reward and punishment risks for those who participate in change are mitigated by the participation of champions and by redefining performance metrics relative to the changes.
	

	Organizational risks are mitigated by alignment of human forces and creating smooth transitions in that they don't unduly disrupt the normal course of business or create unnecessary friction. 
	

	Organizational alignment is initiated by communication with stakeholders and aligning the leadership around vision, goals and metrics for success.
	

	Once the leaders agree on these factors, other stakeholders are fully engaged by the CISO and executive management.
	

	If stakeholders and executive management cannot be convinced, the change process will likely fail and the CISO then backs off of the plan and either adapts it or tries again with different persuasion methods.
	

	The plan includes ongoing processes involving stakeholders to keep them involved.
	

	Stakeholders who disagree with the change are influenced so as to not disrupt the process, perhaps by indirectly reducing the extent to which they care about the issue.
	

	Smooth transition is achieved whenever possible by minimizing friction through effective communications and preparations.
	

	To prepare for performance the specific information, skills,  and knowledge needed by each of the different sorts of individuals involved is identified.
	

	To manage the transition smoothly, information is provided to bridge the gap between the previous and subsequent states.
	

	TOTAL (sum the ratings and divide by 13)
	


7.2.4  Roll-up

Enter the ratings from each of the above areas.

	Item
	Rate

	Responsibilities at organizational levels
	

	Enterprise security management architecture
	

	Groups that the CISO meets with or creates and chairs
	

	Top-level governance board
	

	Business unit governance boards
	

	Policy, standards and procedures group and review board
	

	Legal group and review board
	

	Personnel security group and review board
	

	Risk management group
	

	Protection testing and change control group and review board
	

	Technical safeguards group and review board
	

	Zoning boards and similar governance entities
	

	Physical security group and review board
	

	Incident handling group and review board
	

	Audit group and review board
	

	Awareness and knowledge group and review
	

	Documentation group
	

	Separation of duties issues
	

	Physical power
	

	Resource power
	

	Positional power
	

	Expertise, personal, and emotional power
	

	Persuasion model
	

	Managing change
	

	The buy-in plan
	

	The communications plan
	

	The risk treatment plans
	

	TOTAL (sum the ratings and divide by 28)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	5
	4
	7
	8


7.3  Organizational perspectives and groups

7.3.1  Policy

Rate as Yes or No. Count Yes answers and divide by 2 for a total (out of 10).

	Area
	Issue
	Rate

	Governance
	Policy defines who is in charge of protection issues.
	

	
	Policy identifies other standard and procedure documents.
	

	
	Policy defines the structure of who is in charge of what.
	

	Align w/value
	Policy asserts protection as commensurate with value.
	

	
	Policy defines how risk thresholds are determined.
	

	
	Policy defines security architectural requirements
	

	Power
	Power issues are codified in policy by granting individuals and groups control over resources and actions.
	

	
	Information protection has adequate power under policy.
	

	
	The CISO function has the right of covert inspection.
	

	
	The CISO reports on protection to the CEO or board.
	

	Feedback
	Feedback mechanisms are provided via policy.
	

	
	Audit provides feedback to the CISO function by policy.
	

	
	The CISO has the right of inspection for feedback.
	

	Budget
	Adequate budget is provided to the CISO for the function.
	

	
	The budget process assures ongoing adequate funding.
	

	Appeals
	Appeals processes are define under policy. 
	

	
	The CISO has a strong position in the appeals process.
	

	Acceptable use
	Acceptable use policy identifies what is and is not allowed in the use of enterprise resources.
	

	Obey laws
	Obeying laws is codified in policy.
	

	
	Adequate knowledge and awareness of laws is provided.
	

	TOTAL
	Add the number of Yes answers and divide by 2.
	

	Rating
	Multiply TOTAL by the likelihood that policies are followed. 
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	7
	8
	9
	9.5


7.3.2  Standards

7.3.2.1  ISO17799-2005 rating 

Rate each item as Poor, Fair, or Good indicating the extent to which compliance is observed under “Rate”. Ratings are usually done as part of an information protection posture assessment. Identify goals for the program under “Goal”. For areas with sub-areas (indicated in blue) rate them by adding 0 for poor, 1 for fair, and 2 for good for each sub-area they encompass. Do final calculations for your ISO17799-2005 rating as indicated at the end by summing areas and generating a final value.

7.3.2.1.1  Risk assessment and treatment

	Area 
	Rate
	Goal

	4 - Risk assessment and treatment 
	
	

	4.1 Assessing security risks
	
	

	4.2 Treating security risks
	
	

	Total (sum columns and divide by 2)
	
	


7.3.2.1.2  Security policy

	Area 
	Rate
	Goal

	5 Security policy
	
	

	5.1 Information security policy 
	
	

	5.1.1 Information security policy document
	
	

	5.1.2 Review of the information security policy
	
	

	Total (sum columns and divide by 2)
	
	


7.3.2.1.3  Organization of information security

	Area 
	Rate
	Goal

	6 - Organization of information security
	
	

	6.1 Internal organization
	
	

	6.1.1 Management commitment in information security
	
	

	6.1.2 Information security coordination
	
	

	6.1.3 Allocation of information security responsibilities
	
	

	6.1.4 Authorization process for information processing facilities
	
	

	6.1.5 Confidentiality agreements
	
	

	6.1.6 Contact with authorities
	
	

	6.1.7 Contact with special interest groups
	
	

	6.1.8 Independent review of information security
	
	

	6.2 External parties
	
	

	6.2.1 Identification of risks related to external parties
	
	

	6.2.2 Addressing security when dealing with customers
	
	

	6.2.3 Addressing security in third party agreements
	
	

	Total (sum columns and divide by 2)
	
	


7.3.2.1.4  Asset management

	Area 
	Rate
	Goal

	7 - Asset management
	
	

	7.1 Responsibility for assets
	
	

	7.1.1 Inventory of assets
	
	

	7.1.2 Ownership of assets
	
	

	7.1.3 Acceptable use of assets
	
	

	7.2 Information classification
	
	

	7.2.1 Classification guidelines
	
	

	7.2.2 Information labeling and handling
	
	

	Total (sum columns and divide by 2)
	
	


7.3.2.1.5  Human resources security

	Area 
	Rate
	Goal

	8 - Human resources security
	
	

	8.1 Prior to employment
	
	

	8.1.1 Roles and responsibilities
	
	

	8.1.2 Screening
	
	

	8.1.3 Terms and conditions of employment
	
	

	8.2 During employment
	
	

	8.2.1 Management 
	
	

	8.2.2 Information security education, awareness, and training
	
	

	8.2.3 Disciplinary process
	
	

	8.3 Termination or change of employment
	
	

	8.3.1 Termination responsibility
	
	

	8.3.2 Return of assets
	
	

	8.3.3 Removal of access rights
	
	

	Total (sum columns and divide by 3)
	
	


7.3.2.1.6  Physical and environmental security

	Area 
	Rate
	Goal

	9 - Physical and environmental security
	
	

	9.1 Secure areas
	
	

	9.1.1 Physical security perimeter
	
	

	9.1.2 Physical entry controls
	
	

	9.1.3 Securing offices, rooms, and facilities
	
	

	9.1.4 Protecting against external and environmental threats
	
	

	9.1.5 Working in secure areas
	
	

	9.1.6 Public access, delivery, and loading areas
	
	

	9.2 Equipment security
	
	

	9.2.1 Equipment siting and protection
	
	

	9.2.2 Supporting utilities
	
	

	9.2.3 Cabling security
	
	

	9.2.4 Equipment maintenance
	
	

	9.2.5 Security of equipment off-premises
	
	

	9.2.6 Secure disposal or reuse of equipment
	
	

	9.2.7 Removal of property
	
	

	Total (sum columns and divide by 2)
	
	


7.3.2.1.7  Communications and operations management

	Area 
	Rate
	Goal

	10 - Communications and operations management
	
	

	10.1 Operational procedures and responsibilities
	
	

	10.1.1 Documented operating procedures
	
	

	10.1.2 Change management
	
	

	10.1.3 Segregation of duties
	
	

	10.1.4 Separation of development, test, and operating facilities
	
	

	10.2 Third party service delivery management
	
	

	10.2.1 Service delivery
	
	

	10.2.2 Monitoring and review of third party services
	
	

	10.2.3 Managing changes to third party services
	
	

	10.3 System planning and acceptance
	
	

	10.3.1 Capacity management
	
	

	10.3.2 System acceptance
	
	

	10.4 Protection against malicious and mobile code
	
	

	10.4.1 Controls against malicious code
	
	

	10.4.2 Controls against mobile code
	
	

	10.5 Backup
	
	

	10.5.1 Information backup
	
	

	10.6 Network security management
	
	

	10.6.1 Network controls
	
	

	10.6.2 Security of network services
	
	

	10.7 Media handling
	
	

	10.7.1 Management of removable media
	
	

	10.7.2 Disposal of media
	
	

	10.7.3 Information handling procedures
	
	

	10.7.4 Security of system documentation
	
	

	10.8 Exchange of information
	
	

	10.8.1 Information exchange policies and procedures
	
	

	10.8.2 Exchange agreements
	
	

	10.8.3 Physical media in transit
	
	

	10.8.4 Electronic messaging 
	
	

	10.8.5 Business information systems
	
	

	10.9 Electronic commerce services
	
	

	10.9.1 Electronic commerce
	
	

	10.9.2 On-0line transactions
	
	

	10.9.3 Publicly available information
	
	

	10.10 Monitoring
	
	

	10.10.1 Audit logging
	
	

	10.10.2 Monitoring system use
	
	

	10.10.3 Protection of log information
	
	

	10.10.4 Administrator and operator logs
	
	

	10.10.5 Fault logging
	
	

	10.10.6 Clock synchronization
	
	

	Total (sum columns and divide by 10)
	
	


7.3.2.1.8  Access control

	Area 
	Rate
	Goal

	11 - Access control
	
	

	11.1 Business requirement for access control
	
	

	11.1.1 Access control policy 
	
	

	11.2 User access management
	
	

	11.2.1 User registration
	
	

	11.2.2 Privilege management
	
	

	11.2.3 User password management
	
	

	11.2.4 Review of user access rights
	
	

	11.3 User responsibilities
	
	

	11.3.1 Password use
	
	

	11.3.2 Unattended user equipment
	
	

	11.3.3 Clear desk and clear screen policy
	
	

	11.4 Network access control
	
	

	11.4.1 Policy on use of network services
	
	

	11.4.2 User authentication for external connections
	
	

	11.4.3 Equipment identification in networks
	
	

	11.4.4 Remote diagnostic and configuration port protection
	
	

	11.4.5 Segregation in networks
	
	

	11.4.6 Network connection control
	
	

	11.4.7 Network routing control
	
	

	11.5 Operating system access control
	
	

	11.5.1 Server login control
	
	

	11.5.2 User identification and authenticaiton
	
	

	11.5.3 Password management system
	
	

	11.5.4 Use of system utilities
	
	

	11.5.5 Session time-out
	
	

	11.5.6 Limitation of connection time
	
	

	11.6 Application and information access control
	
	

	11.6.1 Information access restriction
	
	

	11.6.2 Sensitive system isolation
	
	

	11.7 Mobile computing and teleworking
	
	

	11.7.1 Mobile computing and communications
	
	

	11.7.2 Teleworking
	
	

	Total (sum columns and divide by 11)
	
	


7.3.2.1.9  Information system acquisition, development, and maintenance

	Area 
	Rate
	Goal

	12 Information system acquisition, development, and maintenance
	
	

	12.1 Security requirements of information systems
	
	

	12.1.1 Security requirements analysis and specification
	
	

	12.2 Correct processing in applications
	
	

	12.2.1 Input data validation
	
	

	12.2.2 Control of internal processing
	
	

	12.2.3 Message integrity
	
	

	12.2.4 Output data validation
	
	

	12.3 Cryptographic controls
	
	

	12.3.1 Policy on the use of cryptographic controls
	
	

	12.3.2 Key management
	
	

	12.4 Security of system files
	
	

	12.4.1 Control of operational software
	
	

	12.4.2 Protection of system test data
	
	

	12.4.3 Access control to program source code
	
	

	12.5 Security in development and support processes
	
	

	12.5.1 Change control procedures
	
	

	12.5.2 Technical review of application after system changes
	
	

	12.5.3 Restrictions on changes to software packages
	
	

	12.5.4 Information leakage
	
	

	12.5.5 Outsourced software development
	
	

	12.6 Technical vulnerability management
	
	

	12.6.1 Control of technical vulnerabilities
	
	

	Total (sum columns and divide by 6)
	
	


7.3.2.1.10  Information security incident management 

	Area 
	Rate
	Goal

	13 Information security incident management
	
	

	13.1 Reporting information security events and weaknesses
	
	

	13.1.1 Reporting information security events
	
	

	13.1.2 Reporting information security weaknesses
	
	

	13.2 Management of security incidents and improvements
	
	

	12.2.1 Responsibilities and procedures
	
	

	13.2.2 Learning from information security incidents
	
	

	13.2.3 Collection of evidence
	
	

	Total (sum columns and divide by 2)
	
	


7.3.2.1.11  Business continuity management

	Area 
	Rate
	Goal

	14 Business continuity management (BCM)
	
	

	14.1 Information security aspects of BCM
	
	

	14.1.1 Including information security in the BCM process
	
	

	14.1.2 Business continuity and risk management
	
	

	14.1.3 Developing and implementing BCPs with information security 
	
	

	14.1.4 Business continuity planning framework 
	
	

	14.1.5 Testing, maintaining & re-assessing business continuity plans 
	
	

	Total (sum columns)
	
	


7.3.2.1.12  Compliance

	Area 
	Rate
	Goal

	15 Compliance 
	
	

	15.1 Compliance with legal requirements
	
	

	15.1.1 Identification of applicable legislation 
	
	

	15.1.2 Intellectual property rights (IPR) 
	
	

	15.1.3 Protection of organizational records 
	
	

	15.1.4 Data protection and privacy of personal information
	
	

	15.1.5 Prevention of misuse of information processing facilities
	
	

	15.1.6 Regulation of cryptographic controls
	
	

	15.2 Compliance with policies, standards, and technical compliance
	
	

	15.2.1 Compliance with security policy
	
	

	15.2.2 Technical compliance checking
	
	

	15.3 Information security audit controls
	
	

	15.3.1 Information system audit controls
	
	

	15.3.2 Protection of system audit tools
	
	

	Total (sum columns and divide by 3)
	
	


7.3.2.1.13  ISO 17799-2005 roll-up

	Area 
	Rate
	Goal

	TOTAL for 4: Risk assessment and treatment
	
	

	TOTAL for 5: Security Policy
	
	

	TOTAL for 6: Organization of information security
	
	

	TOTAL for 7: Asset management
	
	

	TOTAL for 8: Human resources security
	
	

	TOTAL for 9: Physical and environmental security
	
	

	TOTAL for 10: Communications and operations management
	
	

	TOTAL for 11: Access control
	
	

	TOTAL for 12: System acquisition, development, and maintenance
	
	

	TOTAL for 13: Incident management
	
	

	TOTAL for 14: Business continuity management
	
	

	TOTAL for 15: Compliance
	
	

	Grand total (sum the totals and divide by 12)
	
	


Due diligence, startup programs with no historical program, common ratings for programs that have been underway for a few years, and mature program levels for each of the areas of ISO 17799 are provided here. They are reasonable as a guide to understanding your ratings and working toward reasonable and attainable goals over time.

	Area
	Diligent
	Startup
	Typical
	Excel
	Best

	4 - Risk assessment and treatment
	5
	1
	3
	7
	10

	5 - Security Policy
	5
	3
	7.5
	9
	10

	6 - Organization of information security
	5
	0
	7.5
	8
	10

	7 - Asset management 
	5
	1
	5
	7
	10

	8 - Human resources security
	5
	3
	6.5
	8
	9

	9 - Physical and environmental
	5
	1
	6.2
	8
	9

	10 - Communications and operations
	5
	2
	6.4
	7
	9

	11 - Access control
	5
	2
	6.9
	8
	9

	12 - System acquisition, develop, maintain
	5
	2
	6
	8
	9

	13 - Incident management
	5
	2
	4
	6
	9

	14 - Business continuity management
	5
	2
	9
	10
	10

	15 - Compliance
	5
	2
	6.4
	8
	9

	Total / 12
	5
	1.75
	6.2
	7.83
	9.4


Due diligence levels indicate at least a Fair in every area. Startup ratings are really not acceptable in the areas covered by ISO 17799. Startup ratings are often low because many elements of the protection process were never considered and the areas where they are considered are out of business necessity in response to events or based on general sensibilities of owners and managers, not as a result of some sort of a plan. From startup to diligent level typically takes 18 months of concerted effort. Programs reach the typical level in 3-5 years by selectively going beyond the diligent level in areas they consider important. Programs that reach the excellent level typically get there as a result of systemic programs over periods of 5 or more years.

ISO 17799-2005 is a new standard, however, it is closely related to its previous version - ISO17799 and as such the ratings provided are reasonably reflective of the standard as it exists today.

7.3.2.2  GAISP rating 

Ratings are given as Poor, Fair, or Good indicating the extent to which compliance was observed. Rate each area in terms of goals and do an assessment to determine current ratings. Add up ratings giving 0 for poor, 1 for fair, and 2 for good and divide by 4.6 to get summary ratings.

	Area of the GAISP
	Rate
	Goal

	2.1.1 Accountability Principle: Information security accountability and responsibility are clearly defined and acknowledged. 
	
	

	2.1.2 Awareness Principle: All parties, including but not limited to information owners and information security practitioners, with a need to know have access to applied or available principles, standards, conventions, or mechanisms for the security of information and information systems, and are informed of applicable threats to the security of information. 
	
	

	2.1.3 Ethics Principle: Information is used, and the administration of information security is executed, in an ethical manner.
	
	

	2.1.4 Multidisciplinary Principle: Principles, standards, conventions, and mechanisms for the security of information and information systems address the considerations and viewpoints of all interested parties.
	
	

	2.1.5 Proportionality Principle: Information security controls are proportionate to the risks of modification, denial of use, or disclosure of the information.
	
	

	2.1.6 Integration Principle: Principles, standards, conventions, and mechanisms for the security of information are coordinated and integrated with each other and with the organization's policies and procedures to create and maintain security throughout an information system.
	
	

	2.1.7 Timeliness Principle: All accountable parties act in a timely, coordinated manner to prevent or respond to breaches of and threats to the security of information and information systems.
	
	

	2.1.8 Assessment Principle: The risks to information and information systems is assessed periodically.
	
	

	2.1.9 Equity Principle: Management respects the rights and dignity of individuals when setting policy and when selecting, implementing, and enforcing security measures.
	
	

	2.2.1 Information Security Policy: Management ensures that policy and supporting standards, baselines, procedures, and guidelines are developed and maintained to address all aspects of information security. Such guidance assigns responsibility, the level of discretion, and how much risk each individual or organizational entity is authorized to assume.
	
	

	2.2.2 Education and Awareness: Management communicates information security policy to all personnel and ensure that all are appropriately aware. Education includes standards, baselines, procedures, guidelines, responsibilities, related enforcement measures, and consequences.
	
	

	2.2.3 Accountability: Management holds all parties accountable for their access to and use of information, e.g., additions, modifications, copying and deletions, and supporting Information Technology resources. It is possible to affix the date, time, and responsibility, to the level of an individual, for all significant events.
	
	

	2.2.4 Information Management: Management routinely catalogs and values information assets, and assigns levels of sensitivity and criticality. Information, as an asset, is uniquely identified and responsibility for it assigned. 
	
	

	2.2.5 Environmental Management: Management is considered and compensates for the risks inherent to the internal and external physical environment where information assets and supporting Information Technology resources and assets are stored, transmitted, or used.
	
	

	2.2.6 Personnel Qualifications: Management establishes and verifies the qualifications related to integrity, need-to-know, and technical competence of all parties provided access to information assets or supporting Information Technology resources.
	
	

	2.2.7 System Integrity: Management ensures that all properties of systems and applications that are essential to or relied upon to support the organization's mission are established, preserved, and safeguarded.
	
	

	2.2.8 Information Systems Life Cycle: Management ensures that security is addressed at all stages of the system life cycle.
	
	

	2.2.9 Access Control: Management establishes appropriate controls to balance access to information assets and supporting Information Technology resources against the risk.
	
	

	2.2.10 Operational Continuity and Contingency Planning: Management plans for and operates Information Technology in such a way as to preserve the continuity of organizational operations.
	
	

	2.2.11 Information Risk Management: Management ensures that information security measures are appropriate to the value of the assets and the threats to which they are vulnerable.
	
	

	2.2.12 Network and Infrastructure Security: Management  considers the potential impact on the shared global infrastructure, e.g., the Internet, public switched networks, and other connected systems when establishing network security measures.
	
	

	2.2.13 Legal, Regulatory, and Contractual Requirements of Information Security: Management takes steps to be aware of and address all legal, regulatory, and contractual requirements pertaining to information assets.
	
	

	2.2.14 Ethical Practices: Management respects the rights and dignity of individuals when setting policy and when selecting, implementing, and enforcing security measures.
	
	

	TOTAL (Add ratings (1 for fair, 2 for good) and divide by 4.6)
	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	7
	9
	10


The total goal for GAISP compliance should be 10 for all enterprises. There is nothing in the GAISP that is not desirable for efficient and effective operations of information protection. Due diligence level is a 5 with nothing below a rating of Fair. The excellent level is rarely reached because it is hard to be good at everything. Ratings of fair are acceptable, and many of the more detailed issues take priority over the strategic level efforts associated with GAISP. As information protection programs mature they tend to get closer to the 10 level.

7.3.2.3  CMM-SEC rating 

Ratings are given as None (0), Initial (1),  Repeatable (2), Defined (3),  Managed (4), or Optimizing (5) for both current state and goal state. Add up values  and divide current state by the goal state then multiply by 10 to get the overall rating.

	Area of CMM - Security Engineering 
	Rate 
	Goal

	- Process areas 
	
	

	- Base practices 
	
	

	Administer security controls: 
	
	

	- Establish responsibilities 
	
	

	- Manage configuration 
	
	

	- Manage awareness, training, and educational programs 
	
	

	- Manage services & control mechanisms 
	
	

	Assess impact: 
	
	

	- Prioritize capabilities 
	
	

	- Identify system assets 
	
	

	- Select metrics 
	
	

	- Identify metric relationship 
	
	

	- Identify and characterize consequences 
	
	

	- Monitor consequences 
	
	

	Assess security risk: 
	
	

	- Select risk analysis method 
	
	

	- Identify exposures 
	
	

	- Assess exposure risks 
	
	

	- Assess total uncertainty 
	
	

	- Prioritize risks 
	
	

	- Monitor risks and characteristics 
	
	

	Assess threat: 
	
	

	- Identify natural and human threats 
	
	

	- Identify units of measure for threats 
	
	

	- Assess threat capabilities and intents 
	
	

	- Assess likelihood 
	
	

	- Monitor threats and characteristics 
	
	

	Assess vulnerability: 
	
	

	- Select vulnerability analysis method 
	
	

	- Identify vulnerabilities 
	
	

	- Gather vulnerability data 
	
	

	- Synthesize system vulnerabilities 
	
	

	- Monitor vulnerabilities and characteristics 
	
	

	Build assurance argument: 
	
	

	- Identify assurance objectives 
	
	

	- Diffuse assurance strategy 
	
	

	- Control assurance evidence 
	
	

	- Analyze evidence 
	
	

	- Provide assurance argument 
	
	

	Coordinate security: 
	
	

	- Define coordination objectives 
	
	

	- Identify coordination mechanisms 
	
	

	- Facilitate coordination 
	
	

	- Coordinate decisions and recommendations 
	
	

	- Facilitate coordination 
	
	

	- Coordinate decisions and recommendations 
	
	

	Monitor system security posture:
	
	

	- Analyze event records 
	
	

	- Monitor changes 
	
	

	- Identify incidents 
	
	

	- Monitor safeguards 
	
	

	- Review security posture 
	
	

	- Manage incident response 
	
	

	- Protect monitoring artifacts 
	
	

	Provide security input:
	
	

	- Understand security input needs 
	
	

	- Determine constraints and considerations 
	
	

	- Identify alternatives 
	
	

	- Analyze engineering alternatives 
	
	

	- Provide engineering guidance 
	
	

	- Provide operational guidance 
	
	

	Specify security needs:
	
	

	- Gain understanding of protection needs 
	
	

	- Identify applicable laws and regulations 
	
	

	- Identify system security context 
	
	

	- Capture view of system operation 
	
	

	- Define requirements 
	
	

	- Obtain agreement on protection 
	
	

	Verify and validate security:
	
	

	- Identify V&V targets 
	
	

	- Define V&V approach 
	
	

	- Perform validation 
	
	

	- Perform verification 
	
	

	- Provide V&V results 
	
	

	Organization:
	
	

	- Institutionalization of process areas 
	
	

	- Implementation of process areas 
	
	

	- Define organizational security engineering process 
	
	

	- Improve organizational security engineering process 
	
	

	- Manage product evolution 
	
	

	- Manage engineering support environment 
	
	

	- Provide ongoing skills and knowledge 
	
	

	- Coordinate with suppliers 
	
	

	Project:
	
	

	- Ensure Quality 
	
	

	- Manage configurations 
	
	

	- Manage program risk 
	
	

	- Monitor and control technical effort 
	
	

	- Plan technical effort 
	
	

	TOTAL
	
	

	Rating (divide current into goal and multiply by 10)
	
	450


(Total ratings / maximum goal (450) * 10 is the basis for comparison here)

	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	3
	5
	7
	9


7.3.2.3.1  CMM-SEC detailed ratings

CMM-SEC ratings are given by identifying all of the items within the level under consideration that are fulfilled under the risk management (R), Engineering (E), Assurance (A), and Coordination (C) efforts, and giving each of those fulfilled the value indicated by the value column (V). Stop as soon as an item is not fulfilled or a total is not a whole number. The rating column (Rate) gets the sum of those other ratings divided by 4 and the total rows get totals from their section.

	Level
	Item within level 
	V
	Rate
	R
	E
	A
	C

	0 None
	
	0
	
	
	
	
	

	1 Initial
	Few processes defined. Success depends on individual talent and heroic effort 
	
	
	
	
	
	

	
	1.1 base practices performed 
	1
	
	
	
	
	

	TOTAL
	
	
	
	
	
	
	

	1 Repeatable
	Necessary process discipline is in place to repeat earlier successes on similar projects
	
	
	
	
	
	

	
	Requirements management is in place
	0.1
	
	
	
	
	

	
	Project planning is done
	0.1
	
	
	
	
	

	
	Project tracking and oversight is done 
	0.1
	
	
	
	
	

	
	Subcontract management is done
	0.1
	
	
	
	
	

	
	Quality assurance is done
	0.1
	
	
	
	
	

	
	Configuration management is done 
	0.1
	
	
	
	
	

	
	Performance is planned
	0.1
	
	
	
	
	

	
	Performance is disciplined
	0.1
	
	
	
	
	

	
	Performance is verified
	0.1
	
	
	
	
	

	
	Performance is tracked 
	0.1
	
	
	
	
	

	TOTAL
	
	
	
	
	
	
	

	2 Defined
	The process for both management and engineering activities is documented, standardized, and used on all projects organization-wide. 
	2
	
	
	
	
	

	
	Process focus is documented
	0.1
	
	
	
	
	

	
	Process definition is documented
	0.1
	
	
	
	
	

	
	Training programs are provided
	0.1
	
	
	
	
	

	
	Integrated management is in place
	0.1
	
	
	
	
	

	
	Product engineering is universally
	0.1
	
	
	
	
	

	
	Intergroup coordination is universal
	0.1
	
	
	
	
	

	
	Peer reviews are universal
	0.1
	
	
	
	
	

	
	Standard processes are defined 
	0.1
	
	
	
	
	

	
	Defined processes are perform 
	0.1
	
	
	
	
	

	
	Practices are coordinated 
	0.1
	
	
	
	
	

	TOTAL
	
	
	
	
	
	
	

	4 Managed
	Both the process and end-products are quantitatively understood and controlled using detailed measures 
	4
	
	
	
	
	

	
	Quality management is universal
	0.25
	
	
	
	
	

	
	Quantitative process management exists
	0.25
	
	
	
	
	

	
	Measurable performance goals are used 
	0.25
	
	
	
	
	

	
	Performance is objectively managed 
	0.25
	
	
	
	
	

	TOTAL
	
	
	
	
	
	
	

	5 Optimizing
	Continuous process improvement is enabled by quantitative feedback from the process and from testing innovative ideas and technologies
	
	
	
	
	
	

	
	Defect prevention is systematic
	0.2
	
	
	
	
	

	
	Technology change management is systematically applied
	0.2
	
	
	
	
	

	
	Process change management is systematically applied
	0.2
	
	
	
	
	

	
	Organizational capability is systematically measured and improved
	0.2
	
	
	
	
	

	
	Process effectiveness is systematically measured and improved
	0.2
	
	
	
	
	

	TOTAL
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	RATING
	Add up TOTAL ratings in each column
	
	
	
	
	
	


The rating value comes from adding up the totals of each of the previous total rows. This value provides a CMM-SEC rating in each of the 4 areas and an aggregate rating.

7.3.2.3.2  Key process areas

1. Security Risk Management - processes dealing with estimating risk at each of the maturity levels

2. Engineering - processes involved with architecting a system and managing security requirements; 

3. Assurance Management - processes dealing with generating, managing, presenting assurance evidence; 

4. Coordination - processes that coordinate security engineering activities with other engineering disciplines.

Ratings are based on commitment to perform, ability to perform, actual performance, measurement of performance, and verification of performance.

7.3.2.4  CoBit rating

	PO1 Define a Strategic IT Plan
	PO2 Define the Information Architecture

	PO3 Determine the Technological Direction
	PO4 Define IT Organization and Relationships

	PO5  Manage the IT Investment
	PO6 Communicate Aims Direction

	PO7  Manage Human Resources
	PO8 Ensure Comply w/Extern Requirements

	PO9  Assess Risks
	PO10  Manage Projects

	PO11  Manage Quality
	

	AI1   Identify Solutions
	AI2   Acquire and Maintain Application Software

	AI3 Acquire & Maintain Tech Architecture
	AI4   Develop and Maintain IT Procedures

	AI5   Install and Accredit Systems
	AI6   Manage Changes

	DS1  Define Service Levels
	DS2  Manage Third-Party Services

	DS3 Manage Performance and Capacity
	DS4  Ensure Continuous Service

	DS5  Ensure Systems Security
	DS6  Identify and Attribute Costs

	DS7  Educate and Train Users
	DS8  Assist and Advise IT Customers

	DS9  Manage the Configuration
	DS10 Manage Problems and Incidents

	DS11 Manage Data
	DS12 Manage Facilities

	DS13 Manage Operations 
	

	M1 Monitor the Processes
	M2 Assess Internal Control Adequacy

	M3 Obtain Independent Assurance
	M4 Provide for Independent Audit


Rate each aspect of each area from 0 to 10. Sum each row and divide by 11 for PO, 6 for AI, DS by 13, and M by 4 to get ratings.

	Area
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	13
	R

	Plan and organize (PO)
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Acquire and implement (AI)
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Deliver and support (DS)
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Monitor and evaluate (M)
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Total (add Rs and divide by 
	4)
	
	
	
	
	
	
	
	
	
	
	
	
	


7.3.2.4.1  The CoBit Cube

For each entry mix, rate the mix from 0 to 10. For example, for {quality x processes x people} rate the quality of the people carrying out processes. In the R column, enter the sum of each row divided by 5. Generate totals for each column by summing the entries and dividing by 9. Under each Area, enter the sum of all entries within that area / 15 to get area ratings. Enter the area ratings next to the “Areas” label and add the R column for each item, divide by 3, and enter them after the Items label. Then add all of the entries in the last 2 rows and divide by 11 for the overall rating.

	Area
	Item
	People
	Applications
	Technology
	Facilities
	Data
	R

	Quality
	Domains
	
	
	
	
	
	

	Q=
	Processes
	
	
	
	
	
	

	
	Activities
	
	
	
	
	
	

	Redundancy
	Domains
	
	
	
	
	
	

	R=
	Processes
	
	
	
	
	
	

	
	Activities
	
	
	
	
	
	

	Security
	Domains
	
	
	
	
	
	

	S=
	Processes
	
	
	
	
	
	

	
	Activities
	
	
	
	
	
	

	Total
	(sum / 9)
	
	
	
	
	
	

	Areas
	
	
	
	Items
	
	
	


Overall rating = 

7.3.2.4.2  Other aspects

Rate each item on efficiency (E), effectiveness (F) confidentiality (C), Integrity (I), availability (A), compliance (M), and reliability (B).  Sum rows / 7 to get R.

	Item
	E
	F
	C
	I
	A
	M
	B
	R

	Incident management
	
	
	
	
	
	
	
	

	Problem management
	
	
	
	
	
	
	
	

	Configuration management
	
	
	
	
	
	
	
	

	Change management
	
	
	
	
	
	
	
	

	Release management
	
	
	
	
	
	
	
	

	Service level management
	
	
	
	
	
	
	
	

	Financial management and IT services
	
	
	
	
	
	
	
	

	Capacity management
	
	
	
	
	
	
	
	

	IT Service continuity management
	
	
	
	
	
	
	
	

	Availability management
	
	
	
	
	
	
	
	

	Total (sum each column / 10)
	
	
	
	
	
	
	
	


Sum final ratings from each chart and divide by 3 for this final CoBit rating =

This CoBit table maps applicability of aspects to efficiency (E), effectiveness (F) confidentiality (C), Integrity (I), availability (A), compliance (M), and reliability (B) as it applies to People, Applications, Technology, Facilities, and Data. White areas are primary, gray areas are secondary, red areas are to be ignored and green areas are to be considered. For each green area within each white or gray area, rate the extent to which the aspect of that area is accomplished.

	Aspect
	E
	F
	C
	I
	A
	M
	B
	People
	Applic
	Tech
	Facility
	Data

	PO1
	
	
	
	
	
	
	
	
	
	
	
	

	PO2
	
	
	
	
	
	
	
	
	
	
	
	

	PO3
	
	
	
	
	
	
	
	
	
	
	
	

	PO4
	
	
	
	
	
	
	
	
	
	
	
	

	PO5
	
	
	
	
	
	
	
	
	
	
	
	

	PO6
	
	
	
	
	
	
	
	
	
	
	
	

	PO7
	
	
	
	
	
	
	
	
	
	
	
	

	PO8
	
	
	
	
	
	
	
	
	
	
	
	

	PO9
	
	
	
	
	
	
	
	
	
	
	
	

	PO10
	
	
	
	
	
	
	
	
	
	
	
	

	PO11
	
	
	
	
	
	
	
	
	
	
	
	

	AI1
	
	
	
	
	
	
	
	
	
	
	
	

	AI2
	
	
	
	
	
	
	
	
	
	
	
	

	AI3
	
	
	
	
	
	
	
	
	
	
	
	

	AI4
	
	
	
	
	
	
	
	
	
	
	
	

	AI5
	
	
	
	
	
	
	
	
	
	
	
	

	AI6
	
	
	
	
	
	
	
	
	
	
	
	

	DS1
	
	
	
	
	
	
	
	
	
	
	
	

	DS2
	
	
	
	
	
	
	
	
	
	
	
	

	DS3
	
	
	
	
	
	
	
	
	
	
	
	

	DS4
	
	
	
	
	
	
	
	
	
	
	
	

	DS5
	
	
	
	
	
	
	
	
	
	
	
	

	DS6
	
	
	
	
	
	
	
	
	
	
	
	

	DS7
	
	
	
	
	
	
	
	
	
	
	
	

	DS8
	
	
	
	
	
	
	
	
	
	
	
	

	DS9
	
	
	
	
	
	
	
	
	
	
	
	

	DS10
	
	
	
	
	
	
	
	
	
	
	
	

	DS11
	
	
	
	
	
	
	
	
	
	
	
	

	DS12
	
	
	
	
	
	
	
	
	
	
	
	

	DS13
	
	
	
	
	
	
	
	
	
	
	
	

	M1
	
	
	
	
	
	
	
	
	
	
	
	

	M2
	
	
	
	
	
	
	
	
	
	
	
	

	M3
	
	
	
	
	
	
	
	
	
	
	
	

	M4
	
	
	
	
	
	
	
	
	
	
	
	

	Primary
	Secondary
	P * 0.1056
	S * 0.00423
	Total S+P

	[710]
	[590]
	
	
	


Total the white (primary) areas and gray (secondary) areas. Multiply the total of the primaries by 0.1056 and enter it. Multiply the total of the secondaries by 0.00423 and enter it. Sum the results of these lat two calculations and put it in the total area. This gives the aggregate CoBit rating. This rating should roughly correspond to the final rating above.

7.3.2.5  COSO rating

COSO is the regulatory mandated risk management framework for Sarbanes-Oxley review. The COSO cube provides an overview of COSO requirements.

7.3.2.6  The COSO Cube

For each white area, rate the mix from 0 to 10 (e.g., {Strategic x Entity x Monitor} rates how well the strategic entity security vision is realized in program monitoring). Under R (blue), sum each row and divide by 7. Sum columns and divide by 16 in the yellow areas. Sum category entries / 28 in the green areas. Add the blue areas / 4 plus the green areas plus the yellow areas, divide by 15, and enter the overall rating.

	Category
	Level
	Set

objectives
	Identify events
	Assess

Risks
	Respond

to risks
	Control activities
	Comm-unicate
	Monitor
	R

	Strategic
	Entity
	
	
	
	
	
	
	
	

	S=sum/28
	Division
	
	
	
	
	
	
	
	

	
	Bus-Unit
	
	
	
	
	
	
	
	

	
	Subsidiary
	
	
	
	
	
	
	
	

	Operations
	Entity
	
	
	
	
	
	
	
	

	O=sum/28
	Division
	
	
	
	
	
	
	
	

	
	Bus-Unit
	
	
	
	
	
	
	
	

	
	Subsidiary
	
	
	
	
	
	
	
	

	Reporting
	Entity
	
	
	
	
	
	
	
	

	R=sum/28
	Division
	
	
	
	
	
	
	
	

	
	Bus-Unit
	
	
	
	
	
	
	
	

	
	Subsidiary
	
	
	
	
	
	
	
	

	Compliance
	Entity
	
	
	
	
	
	
	
	

	C=sum/28
	Division
	
	
	
	
	
	
	
	

	
	Bus-Unit
	
	
	
	
	
	
	
	

	
	Subsidiary
	
	
	
	
	
	
	
	

	Total
	(sum / 16)
	
	
	
	
	
	
	
	


Overall rating = 

	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	7.5
	5
	8
	9


7.3.2.7  CISWG ratings

In February of 2005, the Corporate Information Security Working Group (CISWG) provided a collection of what they call “Best Practices” and metrics for measuring them. These metrics are in terms of percentages (0-100) and cover duties of governance (boards of directors and trustees), management, and technology. Rate each item in percentages from 0 to 100. Sum the ratings and divide by 97 for an overall rating. B indicates a base practice, while S indicates small and medium enterprise requirements. 

7.3.2.7.1  Governance

G1: Oversee risk management and compliance programs 

	Metrics
	0-100

	B Percentage of key information assets with  comprehensive strategy implemented to mitigate risks to within acceptable thresholds
	

	Percentage of key organizational functions with a comprehensive strategy  implemented to mitigate risks within acceptable thresholds 
	

	B Percentage of key external requirements for which the organization has been deemed by objective audit or other means to be in compliance
	


G2. Approve and adopt broad information security program principles and assignment of key managers responsible for information security

	Metrics
	0-100

	Percentage of Information Security Program Principles for which approved policies and controls have been implemented by management
	

	BS Percentage of key information security management roles for which responsibilities, accountabilities, and authority are assigned and required skills identified
	


G3. Strive to protect the interests of all stakeholders dependent on information security 

	Metrics
	0-100

	Percentage of board meetings and/or designated committee meetings for which information security is on the agenda
	

	B Percentage of security incidents did not that cause damage, compromise, or loss beyond established thresholds to the organization’s assets, functions, or stakeholders
	

	Estimated damage or loss in dollars resulting from all security incidents 
	


G4. Review information security policies regarding strategic partners and other third-parties

	Metrics
	0-100

	B Percentage of strategic partner and other third-party relationships for which information security requirements have been implemented in the agreements with these parties
	


G5. Strive to ensure business continuity

	Metrics
	0-100

	B Percentage of organizational units with an established business continuity plan
	


G6. Review provisions for internal and external audits of the Information security program

	Metrics
	0-100

	B Percentage of required internal and external audits completed and reviewed by the Board
	

	B Percentage of audit findings that have been resolved
	


G7. Collaborate with management to specify the information security metrics to be reported to the board

No metrics are yet associated with this area.

7.3.2.7.2  Management

M8. Establish information security management policies and controls and monitor compliance

	Metrics
	0-100

	B Percentage of Information Security Program Elements for which approved policies and controls are currently operational
	

	BS Percentage of staff assigned responsibilities for information security policies and controls  who have acknowledged accountability for their responsibilities in connection with those policies and controls
	

	B Percentage of information security policy compliance reviews with no violations noted
	

	Percentage of business unit heads and senior managers who have implemented operational procedures to ensure compliance with approved information security policies and controls
	


M9. Assign information security roles, responsibilities, required skills, and enforce role-based information access privileges

	Metrics
	0-100

	BS Percentage of new employees hired this reporting period who satisfactorily completed security awareness training before being granted network access
	

	BS Percentage of employees who have satisfactorily completed periodic security awareness refresher training as required by policy
	

	Percentage of position descriptions that define the information security roles, responsibilities, skills, and certifications for Security Managers and Administrators
	

	Percentage of position descriptions that define the information security roles, responsibilities, skills, and certifications for IT personnel
	

	Percentage of position descriptions that define the information security roles, responsibilities, skills, and certifications for general staff system users
	

	Percentage of job performance reviews that include evaluation of information security responsibilities and information security policy compliance
	

	BS Percentage of user roles, systems, and applications that comply with the separation of duties principle
	

	B Percentage of individuals with access to security software who are trained and authorized security administrators
	

	B Percentage of individuals who are able to assign security privileges for systems and applications who are trained and authorized security administrators
	

	B Percentage of employees with high level system and application privileges whose access privileges have been reviewed this reporting period
	

	BS Percentage of terminated employees whose access privileges have been reviewed this reporting period
	

	Percentage of users who have undergone background checks
	


M10. Assess information risks, establish risk thresholds and actively manage risk mitigation

	Metrics
	0-100

	BS Percentage of critical information assets and information-dependent functions for which some form of risk assessment has been performed and documented as required by policy
	

	Percentage of critical assets and functions for which the cost of compromise (loss, damage, disclosure, disruption in access to) has been quantified
	

	BS Percentage of identified risks that have a defined risk mitigation plan against which status is reported in accordance with policy
	


M11. Ensure implementation of information security requirements for strategic partners and other third-parties

	Metrics
	0-100

	Percentage of known information security risks that are related to third-party relationships
	

	BS Percentage of critical information assets or functions for which access by third-party personnel is not allowed
	

	BS Percentage of third-party personnel with current information access privileges who have been reviewed by designated authority to have continued need for access in accordance with policy
	

	BS Percentage of systems with critical information assets or functions for which electronic connection by third-party systems is not allowed
	

	Percentage of security incidents that involved third-party personnel
	

	Percentage of third-party agreements that include/demonstrate external verification of policies and procedures
	

	BS Percentage of third-party relationships that have been reviewed for compliance with information security requirements
	

	Percentage of out-of-compliance review findings that have been corrected since the last review
	


M12. Identify and classify information assets

	Metrics
	0-100

	BS Percentage of information assets that have been reviewed and classified by the designated owner in accordance with the classification scheme established by policy
	

	Percentage of information assets with defined access privileges that have been assigned based on role and in accordance with policy
	

	Percentage of scheduled asset inventories that occurred on time according to policy
	


M13. Implement and test business continuity plans

	Metrics
	0-100

	B Percentage of organizational units with a documented business continuity plan for which specific responsibilities have been assigned


	

	B Percentage of business continuity plans that have been reviewed, exercised/tested, and updated in accordance with policy
	


M14. Approve information systems architecture during acquisition, development, operations, and maintenance

	Metrics
	0-100

	Percentage of information security risks related to systems architecture identified in the most recent risk assessment that have been adequately mitigated.
	

	B Percentage of system architecture changes (additions, modifications, or deletions) that were reviewed for security impacts, approved by appropriate authority, and documented via change request forms
	

	Percentage of critical information assets or functions residing on systems that are currently in compliance with the approved systems architecture
	


M15. Protect the physical environment

	Metrics
	0-100

	BS Percentage of critical organizational information assets and functions that have been reviewed from the perspective of physical risks such as controlling physical access and physical protection of backup media
	

	Percentage of critical organizational information assets and functions exposed to physical risks for which risk mitigation actions have been implemented
	

	BS Percentage of critical assets that have been reviewed from the perspective of environmental risks such as temperature, fire, flooding, etc.
	

	Percentage of servers in locations with controlled physical access
	


M16. Ensure internal and external audits of the information security program with timely follow-up

	Metrics
	0-100

	B Percentage of information security requirements from applicable laws and regulations that are included in the internal/external audit program and schedule
	

	B Percentage of information security audits conducted in compliance with the approved internal/external audit program and schedule
	

	B Percentage of management actions in response to audit findings / recommendations that were implemented as agreed as to timeliness and completeness
	


M17. Collaborate with security staff to specify the information security metrics to be reported to management

No metrics are provided for this area.

7.3.2.7.3  Technical

T18. User identification and authentication

	Metrics
	0-100

	BS Number of active user IDs assigned to only one person
	

	BS Percentage of systems and applications that perform password policy verification
	

	BS Percentage of active user passwords that are set to expire in accordance with policy
	

	Percentage of systems with critical information assets that use stronger authentication than IDs and passwords in accordance with policy
	


T19. Account management

	Metrics
	0-100

	BS Percentage of systems where vendor-supplied accounts and passwords have been disabled or reset
	

	BS Percentage of  computer user accounts assigned to personnel who have left the organization or no longer have need for access that have been closed
	

	B Percentage of systems with account lockout parameters set in accordance with policy
	

	Percentage of inactive user accounts that have been disabled in accordance with policy
	

	BS Percentage of workstations with session time-out/automatic logout controls set in accordance with policy
	


T20. User privileges

	Metrics
	0-100

	B Percentage of active computer accounts that have been reviewed for justification of current access privileges in accordance with policy
	

	BS Percentage of systems where permission to install non-standard software is limited in accordance with policy
	

	Percentage of systems and applications where assignment of user privileges is in compliance with the policy that specifies role-based information access privileges
	


T21. Configuration management

	Metrics
	0-100

	Percentage of systems for which approved configuration settings have been implemented as required by policy
	

	BS Percentage of systems with configurations that do not deviate from approved standards
	

	BS Percentage of systems that are continuously monitored for configuration policy compliance with out-of-compliance alarms or reports
	

	Percentage of systems whose configuration is compared with a previously established trusted baseline in accordance with policy
	

	B Percentage of systems where the authority to make configuration changes is limited in accordance with policy
	


T22. Event and activity logging and monitoring

	Metrics
	0-100

	B Percentage of systems for which event and activity logging has been implemented in accordance with policy


	

	BS Percentage of systems for which event and activity logs are monitored and reviewed in accordance with policy
	

	Percentage of systems for which log size and retention duration have been implemented in accordance with policy
	

	B Percentage of systems that generate warnings about anomalous or potentially unauthorized activity
	


T23. Communications, email, and remote access security

	Metrics
	0-100

	BS Percentage of notebooks and mobile devices that are required to verify compliance with approved configuration policy prior to being granted network access
	

	Percentage of communications channels controlled by the organization that have been secured in accordance with policy
	

	Percentage of host servers that are protected from becoming relay hosts
	

	Percentage of mobile users who access enterprise facilities using secure communications methods
	


T24. Malicious code protection, including viruses, worms, and Trojans

	Metrics
	0-100

	BS Percentage of workstations (including notebooks) with automatic protection in accordance with policy
	

	BS Percentage of servers with automatic protection in accordance with policy
	

	BS Percentage of mobile devices with automatic protection in accordance with policy
	


T25. Software change management, including patching

	Metrics
	0-100

	BS Percentage of systems with the latest approved patches installed
	

	Mean time from vendor patch availability to patch installation by type of technology environment

Note:  A lower value is desirable.
	

	B Percentage of software changes that were reviewed for security impacts in advance of installation
	


T26. Firewalls

	Metrics
	0-100

	BS Percentage of workstation firewalls, host firewalls, sub-network firewalls, and perimeter firewalls configured in accordance with policy
	


T27. Data encryption

	Metrics
	0-100

	B Percentage of critical information assets stored on network accessible devices that are encrypted with widely tested and published cryptographic algorithms
	

	BS Percentage of mobile computing devices using encryption for critical information assets in accordance with policy
	

	Percentage of passwords and PINS that are encrypted (cryptographically one-way hashed) in accordance with policy
	


T28. Backup and recovery

	Metrics
	0-100

	BS Percentage of systems with critical information assets or functions that have been backed up in accordance with policy
	

	BS Percentage of systems with critical information assets or functions where restoration from a stored backup has been successfully demonstrated
	

	BS Percentage of backup media stored off-site in secure storage
	

	Percentage of used backup media sanitized prior to reuse or disposal
	


T29. Incident and vulnerability detection and response

	Metrics
	0-100

	B Percentage of operational time that critical services were unavailable (as seen by users and customers) due to security incidents.  A lower value is desirable.
	

	BS Percentage of security incidents that exploited existing vulnerabilities with known solutions, patches, or workarounds.  A lower value is desirable.
	

	Percentage of systems affected by security incidents that exploited existing vulnerabilities with known solutions, patches, or workarounds. A lower value is desirable.
	

	BS Percentage of security incidents that were managed in accordance with established policies, procedures, and processes
	

	BS Percentage of systems with critical information assets or functions that have been assessed for vulnerabilities in accordance with policy
	

	BS Percentage of vulnerability assessment findings that have been addressed since the last reporting period
	


T30. Collaborate with management to specify the technical metrics to be reported to management

No metrics are specified for this area.

There are no baselines for this metric because it was only just created.

7.3.2.8  Standards roll-up

Determine which standards are desirable for the enterprise and then use the standard-specific rating system, determine ratings. Fill in the rating and goal for each applicable standard and identify the desired standards by entering Yes in the applicable boxes. Add up the ratings, divide the rating by the goal state and generate an overall rating for standards.

	Standard
	Issue
	Rate
	Goal

	GAISP
	GAISP and/or GASSP are followed as defined enterprise information protection control standards.
	
	

	
	Enter the GAISP roll-up ratings for current and desired.
	
	

	ISO17799
	ISO17799 is used for policy development.
	
	

	
	Enter the ISO 17799 ratings for current and desired.
	
	

	CMM-SEC
	CMM-SEC is used as a key measurement of program performance and goal are set for achieving and maintaining a suitable level for the enterprise as part of the program.
	
	

	
	Enter the CMM-SEC ratings for current and desired.
	
	

	COBIT
	COBIT is followed as a control standard.
	
	

	
	Enter the CoBit ratings for current and desired.
	
	

	COSO
	COSO is followed as a control standard.
	
	

	
	Enter the COSO ratings for current and desired.
	
	

	CISWG
	CISWG is followed as a control standard.
	
	

	
	Enter the CISWG ratings for current and desired.
	
	

	Technical
	Technical standards for information protection are used when applicable.
	
	

	TOTAL
	Add ratings/(10 *number of standards applied).
	
	

	Rating
	Divide the rating by the goal and multiply by 10
	
	70


Expressed as total /7:

	Startup
	Diligence
	Typical
	Excellent
	Best

	1.9
	5
	7
	8.5
	9.75


A reasonable goal for the metric would be 40 for a top flight enterprise, choosing between CoBit and ISO 17799 as the preferred standard. Goals below 20 are likely less than would be mandated by minimums of due diligence. 

7.3.3  Procedures

Rate each item from 0 to 10 for both current rating and goal state. Add up the columns and divide rating into goal state for overall procedures rating.

7.3.3.1  Situation

	Issue
	Rate
	Goal

	All procedures have explicit invocation conditions.
	
	

	Preconditions are explicitly codified and documented.
	
	

	Ticketing or tickler systems lead to procedures. 
	
	


7.3.3.2  Process

	Issue
	Rate
	Goal

	Processes for situations are specific and explicit. 
	
	

	Procedural actions are always logged as they occur.
	
	

	Escalation conditions are codified and logged.
	
	

	Process flow controls are used for all procedures.
	
	

	Process flows are logged and tracked.
	
	

	All processes reach closure by notifying management.
	
	

	Metrics are used to measure process effectiveness.
	
	

	Metrics are used to measure process efficiency.
	
	

	Metrics are used to evaluate process performance.
	
	

	Metrics are used for process improvement.
	
	


7.3.3.3  Actions

	Issue
	Rate
	Goal

	All actions associated with procedures are designed to result in some set of specific outcomes.
	
	

	All actions are codified and documented.
	
	

	Audit indicates that documented actions are done.
	
	


7.3.3.4  Logging

	Issue
	Rate
	Goal

	Logging is ubiquitous in procedures.
	
	

	Logs are used in after-action analysis for evaluation.
	
	

	Logs are used in process reporting.
	
	

	Logs are used in diagnostic design and operation.
	
	

	Logs are retained for policy-defined retention periods.
	
	


7.3.3.5  Escalation

	Issue
	Rate
	Goal

	Escalation is always the result of a codified exception. 
	
	

	Escalation goes to identified positions or individuals.
	
	

	Escalations are logged and tracked.
	
	

	Escalations are resolved at lowest levels appropriate.
	
	

	Escalation results get codified to reduce escalations.
	
	


7.3.3.6  Flow control

	Issue
	Rate
	Goal

	Flow control mechanisms are used for all processes.
	
	

	Flow control enforces approval processes.
	
	

	Flow control assures work is done in the proper order.
	
	

	Flow controls force documentation and tracking.
	
	

	Ticketing or similar systems enforce flow control.
	
	

	Flow control includes overall process feedback.
	
	


7.3.3.7  Closure

	Issue
	Rate
	Goal

	Closure results from processes reaching conclusions. 
	
	

	Ticketing or similar systems track closures.
	
	

	All processes must be closed in identified times.
	
	

	Closure includes gathering and analyzing feedback.
	
	


7.3.3.8  Feedback

	Issue
	Rate
	Goal

	Feedback occurs at the customer satisfaction level.
	
	

	Feedback is used to measure process efficiency.
	
	

	Feedback is used to measure process cost.
	
	

	Feedback is used to review and adapt processes.
	
	

	After-action reports are generated from feedback.
	
	

	Roll-ups of after action reports are used for tactical adaptation of individual processes.
	
	


7.3.3.9  Roll-up

	Process
	Issue
	Rate
	Goal

	TOTAL
	Add the rating and goal columns.
	
	

	Rating
	Divide total rating into total goal and multiply by 10
	
	430


Comparison based on total rating / 43

	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	4.8
	6
	8
	9


For the most ambitious organizations, 430 is a reasonable goal for totals, and 90% of that is top quality. Due diligence levels for total goals run around 200 and a total rating below 100 is probably inadequate for any substantial business. Most CISOs set short, medium, and long-term goals.  A good long-term goal is to reach and maintain 90% of the 430 maximum value. A reasonable strategic goal for a quality organization is 300 based on setting reasonable goals in each area. It takes about 18 months of sustained effort to move from below 100 to 200, about another 18-24 months to get to 300, and a good 5-year plan is to reach 90% of 430.

7.3.4  Personnel (human resources)

Human resources and legal issues are usually only indirectly under the control of the CISO function, and yet they are critically important to that function. These measures mix the ability to control process with the functional performance of the mechanisms.

Rate each issue from 0 to 10 in terms of current situation and goal. Then total the columns and divide rating by goal and multiply by 10 to generate a measure.

7.3.4.1  People life cycles

	Issue
	Rate
	Goal

	Use the life cycles rating here.
	
	


7.3.4.2  Knowledge

	Issue
	Rate
	Goal

	Qualifications for specific jobs include security  related degrees and certificates.
	
	

	Knowledge of the individuals act as prerequisites for certain tasks and jobs. 
	
	

	Job history is a basis for security-related jobs.
	
	

	Defined areas of specialty for security are included in HR job descriptions.
	
	

	Educational benefits include provisions for computer security related education.
	
	

	Preference for information security positions are given based on degrees in related fields.
	
	


7.3.4.3  Awareness

	Issue
	Rate
	Goal

	Awareness levels in defined areas are tracked. 
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


7.3.4.4  Background

	Issue
	Rate
	Goal

	Background checks are done on all workers prior to hiring.
	
	

	All workers have criminal background checks.
	
	

	All workers have all references checked.
	
	

	All workers have job history verified.
	
	

	More in-depth checks are used for workers in more highly sensitive or trusted positions.
	
	

	Detailed clearance processes are used for select high consequence jobs.
	
	

	Workers are rechecked periodically.
	
	


7.3.4.5  Trustworthiness

	Issue
	Rate
	Goal

	A systematic approach to evaluation of trust, including time in position and life-related characteristics is used.
	
	

	Trustworthiness is a key issue in employee evaluations.
	
	


7.3.4.6  History

	Issue
	Rate
	Goal

	Security-related employee history is retained during employment.
	
	

	Security-related history includes all incidents involving the individual and detailed audit records attributed to the individual.
	
	

	Personnel records are examined for missing history at least yearly.
	
	

	Missing history in personnel records requires immediate remediation and investigation.
	
	

	History is provided to potential managers prior to transfer.
	
	


7.3.4.7  Capabilities

	Issue
	Rate
	Goal

	Capabilities associated with individuals are tracked and used in evaluating suitability for positions and tasks.
	
	

	Information protection skills are specifically collected and used in assessing potential for positions in this area.
	
	


7.3.4.8  Intents

	Issue
	Rate
	Goal

	Intents as expressed in written material are retained as part of the personnel record of individuals.
	
	


7.3.4.9  Modus operandi

	Issue
	Rate
	Goal

	Personnel policy dictates the extent to which personal characteristics may be kept and used for different purposes.
	
	

	Personnel policy is enforced effectively.
	
	

	Workers are notified of any and all collection, dissemination, and use of this information
	
	


7.3.4.10  Roles

	Issue
	Rate
	Goal

	Roles are associated with groups of individuals by the HR department as part of identity management. 
	
	

	Rules on sets of roles for individuals over time are maintained and enforced by HR.
	
	

	Roles and rules for those roles assure that separation of duties requirements are met.
	
	

	Roles are granted based on qualifications and management request and approval.
	
	

	Roles are translated into authorizations and revocations associated with access devices including keys, accounts, and authenticators.
	
	

	Operational continuity is enforced by HR assuring that adequate qualified workers are in and trained for work in each identified role.
	
	


7.3.4.11  Changes

	Issue
	Rate
	Goal

	Changes of employment status, job title, responsibilities, and roles are tracked by HR.
	
	

	Changes are instantiated so that information and system access is immediately changed to meet the new situation.
	
	

	Changes impacting access are verified as received and acted upon by HR.
	
	

	Revocation processes are particularly critical and HR tracks these to assure performance.
	
	


7.3.4.12  Clearances

	Issue
	Rate
	Goal

	Every worker has at least one clearance associated with them.
	
	

	Clearances are associated only with individual human persons.
	
	

	Clearances are generated through defined and formal processes.
	
	

	Clearances are only granted after authorized approvals.
	
	

	Clearances are tracked and maintained by HR systems.
	
	

	Clearances reflect trust levels according to applicable standards.
	
	

	Clearances limit roles that may be associated with individuals.
	
	

	Clearances may be suspended by suspicion.
	
	

	Clearances may only be revoked for cause.
	
	

	A formal process for evaluating and reviewing clearances and appealing revocations is used.
	
	


7.3.4.13  Need to know

	Issue
	Rate
	Goal

	Need-to-know (NTK) relates people to projects. 
	
	

	NTK is tracked by HR as associated with roles.
	
	

	NTK is tracked to personnel records for history.
	
	

	HR data on NTK is confidential and protected against exploitation in entry, storage, use, and transit.
	
	

	NTK does not override clearances for access.
	
	


7.3.4.14  IdM interface

	Issue
	Rate
	Goal

	HR uses IdM interfaces to input and track information on individuals. 
	
	

	IdM tracks clearances, NTK, and histories.
	
	

	HR records track accurately to IdM in audits.
	
	

	IdM is protected to the highest level of any access it can be used to control.
	
	

	HR is authoritative with respect to IdM data.
	
	


7.3.4.15  Roll-up

	Area
	Issue
	Rate
	Goal

	TOTAL
	Add up ratings and goals and enter the sums.
	
	

	Rating
	Divide rating into goal and multiply by 10.
	
	640


Based on total rating / 64

	Startup
	Diligence
	Typical
	Excellent
	Best

	1.5
	4.5
	6
	8
	9.5


7.3.5  Legal

The legal department (Legal) is involved in many areas of information protection. Rank each area from 0 to 10 then sum up the grouped ratings, sum them in the grand total line and divide by 11 for a rating.

7.3.5.1  Regulatory

	Issue
	Rate

	Legal staff have expertise in information protection laws and regulations for all jurisdictions affecting the enterprise.
	

	Outside legal experts are engaged to assist in regulatory issues.
	

	Policy requires that all legal regulations be followed unless a written exception is given by top management.
	

	All regulations not excepted by top management in writing are followed at all times.
	

	Regulations regarding encryption are followed even if the costs of alternative protection is high.
	

	A list of specific regulations is provided to the CISO by Legal and matches the CISO expectations.
	

	Legal provides written guidance to the CISO on how these regulations are to be followed.
	

	When there is a dispute about regulatory compliance, Legal gets a written ruling from regulators.
	

	Add the ratings and divide by 8
	


7.3.5.2  Civil

	Issue
	Rate

	All published policies are scrupulously followed to avoid punitive damages associated with failure to follow policies.
	

	Legal review of protection issues is ubiquitous.
	

	Legal informs the CISO of civil issues associated with all aspects of the protection program.
	

	Legal is contacted as a matter of course when any information protection incident occurs.
	

	Add the ratings and divide by 4
	


7.3.5.3  Criminal

	Issue
	Rate

	Criminal statutes are well understood by management responsible for making information protection decisions.
	

	Potentially serious negative consequences of information technology failures are accurate in annual reports.
	

	Financial records are adequately protected to assure that no serious negative consequences can occur as a result of  reasonably anticipatable event sequences.
	

	Due diligence requirements are met or rapidly mitigated  with respect to the information protection program.
	

	Add the ratings and divide by 4
	


7.3.5.4  Notice

	Issue
	Rate

	Legal defines notice requirements associated with all aspects of information protection.
	

	Notice requirements are met in all information systems.
	

	Notice of trade secrets, copyrights, and patents is given.
	

	Users are notified appropriately on first access to systems.
	

	Add the ratings and divide by 4
	


7.3.5.5  Intellectual property

	Issue
	Rate

	Legal specifies requirements for all intellectual property protection.
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


7.3.5.6  Contracts

	Issue
	Rate

	All contract terms pass through Legal before signatures may be affixed and contracts closed.
	

	Contracts and enforcement requirements relating to customer information is specified by Legal.
	

	Contracts and enforcement requirements relating to vendor information is specified by Legal.
	

	Peering agreements associated with financial and health-related information meet regulatory requirements.
	

	Legal specified protections associated with peering agreements are carried out properly.
	

	Safe harbor agreements are in place for international contracts.
	

	Safe harbor agreements are operated as specified by Legal.
	

	Contracts for all external connections are specified and approved by Legal.
	

	Contract terms for external connections provide adequate protection for internal systems.
	

	Contracts prohibit override of control requirements by anyone unless approved in writing by top management.
	

	All existing contracts have been reviewed for information protection requirements and updated to meet them.
	

	Legal does periodic reassessments of regulatory requirements for all contracts to reflect changes.
	

	Add the ratings and divide by 12
	


7.3.5.7  Liability

	Issue
	Rate

	Liability issues associated with holding information of all types have been examined by Legal.
	

	Liability issues associated with systems that interact with third parties have been reviewed by Legal.
	

	Liability issues associated with actions of employees with access to third party information have been reviewed by Legal.
	

	Liability issues associated with harm caused to other systems by faulty or insecure systems of the enterprise have been examined by Legal.
	

	Legal has provided guidance on reasonable, prudent,  necessary, and appropriate protection to meet due diligence standards with respect to these liabilities.
	

	Liability issues associated with all other aspects of the information protection program have been examined and approved in writing by Legal.
	

	Liability requirements are regularly reviewed by the legal department and written approvals or mitigation requirements are given each period.
	

	Add the ratings and divide by 7
	


7.3.5.8  Jurisdiction

	Issue
	Rate

	Legal tracks laws related to the information protection function in all relevant jurisdictions.
	

	Specific jurisdictional requirements are provided by Legal to the CISO for implementation.
	

	Adequate funding is available to meet these requirements.
	

	Legal coordinates all issues that cross jurisdictional boundaries and involve legal matters.
	

	Add the ratings and divide by 5
	


7.3.5.9  Investigations

	Issue
	Rate

	Investigations are always controlled by Legal.
	

	Worker sanction processes follow Legal requirements.
	

	Legal approves all worker sanctions.
	

	Employee rights are protected by Legal in investigations.
	

	Legal determines when to call in outside investigators.
	

	Legal determines when authorities are to be called in.
	

	Legal is responsible for external liaison in all investigative matters.
	

	Add the ratings and divide by 7
	


7.3.5.10  Chain of Custody

	Issue
	Rate

	Chain of custody issues are addressed in processes that could ultimately lead to court cases.
	

	Legal identifies those cases that require chain of custody coverage as part of their investigative decision process.
	

	Legal provides guidance on chain of custody issues for all relevant jurisdictions.
	

	Legal notifies those responsible for retention of data of all retention requirements associated with legal proceedings so that data can be retained per judicial orders.
	

	Legal notifies those with custody when information no longer must be retained for legal purposes.
	

	Legal mandates data retention times via policy.
	

	Legal mandates data destruction times via policy.
	

	Add the ratings and divide by 7
	


7.3.5.11  Evidential

	Issue
	Rate

	Legal mandates integrity and accuracy requirements for business records used in legal matters.
	

	Legal determines expert witness selection from within the enterprise and prepares expert witnesses for testimony
	

	To meet business records exceptions, legal reviews and approves what records must be generated or not generated in the normal course of business.
	

	Legal receives and processes preservation orders for evidence and secures that evidence for legal purposes.
	

	Legal is responsible for assuring that destruction meets all legal requirements including retention requirements.
	

	Add the ratings and divide by 5
	


7.3.5.12  Forensics

	Issue
	Rate

	Legal supervises all forensics efforts.
	

	Legal is responsible for seeking outside forensics experts when required.
	

	Legal is responsible for setting internal standards for forensic data processing including identification, collection, preservation, analysis, and presentation of digital forensic evidence.
	

	Add the ratings and divide by 3
	


7.3.5.13  Roll-up

	Area
	Issue
	Rate

	TOTAL
	Add all the total lines and divide by 11
	


Ratings here are based on pre-compliance reviews. Compliance efforts typically put companies into the excellent range.

	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	6
	5
	7
	9.5


7.3.6  Technical safeguards - Informational

Rate each issue from 0 to 10 then add up the results in each area then add the totals and divide by 15 for an overall rating.

7.3.6.1  General

	Issue
	Rate

	Specific defenses are applied to reduce threats.
	

	Specific defenses are applied to reduce the link between threats and vulnerabilities.
	

	Specific defenses are applied to reduce vulnerabilities.
	

	Specific defenses are used to reduce the link between vulnerabilities and consequences.
	

	Specific defenses are applied to reduce consequences.
	

	Defenses are used to sever specific attack sequences.
	

	Defenses are selected based on the event sequences they are intended to mitigate.
	

	Defense redundancy is used to protect higher risk systems with redundancy dictated by risk management.
	

	Defense-in-depth is practiced throughout the enterprise.
	

	Power and disk redundancy is used for high availability.
	

	Integrity protection is used in almost all systems.
	

	Availability protection is used when risk management justifies it.
	

	Confidentiality protection is used when risk management justifies it.
	

	Use control is applied in all cases based on protection architecture.
	

	Audit is used in all cases.
	

	Control is separated from data.
	

	Audit is separated from data and control.
	

	Interdependency analysis is used in non-low risk systems.
	

	Risk aggregation is analyzed and applied for all systems.
	

	Fail safes are used for non-low risk situations.
	

	TOTAL THIS AREA  / 20
	


7.3.6.2  Mainframes

	Issue
	Rate

	Access controls based on user identity are used.
	

	Subject/object models are used to codify protection.
	

	Sound change control is used.
	

	Standardized audit is used.
	

	Limited function user interfaces are used.
	

	Query limits are used in databases.
	

	Redundant system capabilities are used.
	

	Separation of duties is used.
	

	System security levels match risk levels.
	

	RACF, ACF2, Top Secret or a similar secure operating system is in use.
	

	TOTAL THIS AREA  / 10
	


7.3.6.3  Midrange

	Issue
	Rate

	Access controls based on user identity are used.
	

	Subject/object models are used to codify protection.
	

	Sound change control is used.
	

	Standardized audit is used.
	

	Limited function user interfaces are used.
	

	Query limits are used in databases.
	

	Redundant system capabilities are used.
	

	Separation of duties is used.
	

	System security levels match risk levels.
	

	TOTAL THIS AREA / 9
	


7.3.6.4  Servers

	Issue
	Rate

	Power and disk redundancy is used.
	

	Access controls based on user identity are used.
	

	Subject/object models are used to codify protection.
	

	Sound change control is used.
	

	Standardized audit is used.
	

	Limited function user interfaces are used.
	

	Query limits are used in databases.
	

	Redundant system capabilities are used.
	

	Separation of duties is used.
	

	System security levels match risk levels.
	

	TOTAL THIS AREA / 10
	


7.3.6.5  Clients

	Issue
	Rate

	Low surety platforms are used only for clients in low risk situations.
	

	Medium surety clients are used in medium risk situations.
	

	High surety clients are used in high surety situations.
	

	Separation is used to increase surety associated with low surety clients in non-low risk areas.
	

	Thin clients are used when feasible for high surety systems.
	

	TOTAL THIS AREA / 5
	


7.3.6.6  Firewalls

	Issue
	Rate

	Firewalls or digital diodes separate areas in the perimeter architecture.
	

	Firewalls are used as separation devices between enclaves.
	

	Firewalls are used as perimeters for individual computers. 
	

	Firewalls limit addresses, protocols, and content.
	

	TOTAL THIS AREA / 4
	


7.3.6.7  Networks

	Issue
	Rate

	Networks use virtual LANs to separate services.
	

	Networks use quality of service (QoS) controls to guarantee separation.
	

	QoS is used to guarantee control is separated from data.
	

	QoS is used to guarantee audit is separated from data.
	

	QoS is used to guarantee adequate bandwidth for non-low surety traffic.
	

	Network control is operated at high assurance levels.
	

	Networks are operated by highly trusted individuals.
	

	Network controls implement security architecture.
	

	TOTAL THIS AREA / 8
	


7.3.6.8  Telephony

	Issue
	Rate

	Voice over IP (VoIP) is used for reduced cost in low surety applications.
	

	Voice over IP is in separate VLANs from other IP traffic.
	

	VoIP is protected by QoS controls to assure bandwidth.
	

	VoIP is encrypted for medium and high surety networks.
	

	Control is separated from data in voice communications.
	

	TOTAL THIS AREA / 5
	


7.3.6.9  Backbone

	Issue
	Rate

	Risk aggregation for backbones is analyzed.
	

	Physical security protects all backbones.
	

	Backbone protection is dictated by risk management.
	

	Encryption is used to protect backbone communications.
	

	TOTAL THIS AREA / 4
	


7.3.6.10  Cabling

	Issue
	Rate

	Cables are protected commensurate with the levels of data flowing through them.
	

	Cable rooms are protected commensurate with the highest consequences associated with data flowing through them.
	

	Cables are separated based on surety requirements.
	

	Data cabling is separated from electrical cabling.
	

	Redundant cabling between sites through separate routes is provided for availability.
	

	Infrastructure analysis is used to assure redundancy in cables.
	

	People working on cables are cleared to the level of the data running through those cables.
	

	TOTAL THIS AREA / 7
	


7.3.6.11  Hosts

	Issue
	Rate

	Host protection is based on risk management associated with the risk level of the system.
	

	Mobile hosts are prevented from containing unencrypted data of more than low consequence.
	

	Hosts in medium and high surety levels are physically secured and inventoried.
	

	Networked hosts are protected with host-based firewalls.
	

	Surety of hosts matches risks of their content and use.
	

	TOTAL THIS AREA / 5
	


7.3.6.12  External links

	Issue
	Rate

	All external links are protected by firewalls.
	

	
	
	All external links to medium or high risk systems have risk management approval for technical protections.
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


7.3.6.13  OS's

	Issue
	Rate

	Operating systems protection is used where available.
	

	Operating system protection is preferred over application-level protection.
	

	Risk management approves operating systems for non-low risk systems.
	

	Operating system encryption is used on non low risk mobile systems.
	

	Standards for operating system protection are approved by risk management.
	

	Operating systems are updated when they require services with known exploitable faults and risk management determines a need.
	

	TOTAL THIS AREA / 6
	


7.3.6.14  Configuration

	Issue
	Rate

	Configurations are controlled for all systems.
	

	Configurations for non-low surety systems must pass change control.
	

	Configuration management systems must be at least medium surety.
	

	Separation of duties is maintained for configuration management.
	

	TOTAL THIS AREA / 4
	


7.3.6.15  Applications

	Issue
	Rate

	Applications that require interaction across surety levels have protections for crossing surety boundaries.
	

	Risk management dictates protection requirements for applications crossing surety boundaries.
	

	Input and output controls enforce encryption requirements.
	

	Input and output controls enforce authentication requirements when appropriate.
	

	Input controls enforce length, syntax, and consistency requirements.
	

	State machine modeling and intrusion detection are used to validate input when risk management deems appropriate.
	

	Redundant sourcing is used when additional verification is appropriate to the integrity need.
	

	Access controls per the security architecture are implemented at the application layer as well as the OS level.
	

	TOTAL THIS AREA / 8
	


7.3.6.16  Databases

	Issue
	Rate

	Query limits are used on databases.
	

	Database access controls are used on databases.
	

	Databases provide audit records of all transactions.
	

	Transaction integrity is enabled in database systems.
	

	Redundancy is maintained for databases with non-low consequence.
	

	Separation of duties is enforced for non-low consequence databases.
	

	Data aggregation controls are used if risk management dictates it.
	

	Replay and rollback is available for non-low consequence databases.
	

	High consequence databases are maintained at redundant locations with all necessary components for disaster recovery.
	

	Access controls per the security architecture are implemented at the database layer.
	

	TOTAL THIS AREA / 10
	


7.3.6.17  Storage Area Networks

	Issue
	Rate

	Geographic and local redundancy are used for storage area networks (SANs) associated with medium or high valued information.
	

	Separation of duties for SAN operation and operation of systems accessing SANs is maintained for medium and high surety systems.
	

	Backup of SAN content is stored at geographically distant locations as specified by radius requirements of risk management.
	

	Risk management dictates the use of RAID for SAN storage.
	

	Communication to non-local SANs is encrypted and authenticated.
	

	TOTAL THIS AREA / 5
	


7.3.6.18  Roll-up

Enter Rating from above. Rate business criticality and value from 1 to 10.

	Issue
	Business Criticality 
	 Business Value
	C*V
	Rating
	C*V*R/10

	General
	
	
	
	
	

	Mainframes
	
	
	
	
	

	Midrange
	
	
	
	
	

	Servers
	
	
	
	
	

	Clients
	
	
	
	
	

	Firewalls
	
	
	
	
	

	Networks
	
	
	
	
	

	Telephony
	
	
	
	
	

	Backbone
	
	
	
	
	

	Cabling
	
	
	
	
	

	Hosts
	
	
	
	
	

	External links
	
	
	
	
	

	OS's
	
	
	
	
	

	Configuration
	
	
	
	
	

	Applications
	
	
	
	
	

	Databases
	
	
	
	
	

	SANs
	
	
	
	
	

	Totals
	
	
	
	
	


Overall weighted rating = sum of (C*V*R/10) / sum of (C*V) =

	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	5
	6
	7
	9.5


7.3.7  Technical safeguards - Physical

Provide ratings from 0 to 10 for each item, add up the rates and divide by 15 for the overall rating.

7.3.7.1  Time

	Item
	Rate

	Time to breach is used to define physical defense requirements.
	

	Risk management dictates time to breach requirements.
	

	Detection time for physical attack is determined based on time to breach and time to respond with adequate force.
	

	Response time is determined by detection time and time to breach.
	

	Time is measured against attack graphs to determine force levels.
	

	Adequate forces at distances are available for effective response against identified threats.
	

	Total for this area / 6
	


7.3.7.2  Location

	Item
	Rate

	Location is used to determine force levels, response times, and threats for physical defense design.
	

	Proximity to natural hazards is considered in physical defense planning.
	

	Earthquakes, tsunamis, volcanoes, hurricanes, tornados, floods, lightning, dust, temperature, wind, and other factors are all considered in location-based defenses. 
	

	Perimeters are designed to withstand natural forces at the maximum levels seen over long periods at the location.
	

	Distances for redundancy are determined by the nature of natural disasters associated with location.
	

	Physical defenses are designed to protect against levels of crime, civil unrest, government services, and other location-based situations.
	

	Profile level of space is limited so that high valued systems are placed in low profile locations.
	

	Risk management uses location in determining defensive requirements.
	

	Total for this area / 8
	


7.3.7.3  Paths

	Item
	Rate

	Paths from threats to targets are used in analysis of attack and defense strategies.
	

	Attack graphs are generated and analyzed over time for individual threats to understand and design defenses.
	

	Topological restrictions are considered based on threat capabilities to bypass topological barriers.
	

	Detection times associated with different attack paths are considered in the analysis of defenses.
	

	Response times based on resulting paths including defended paths are considered in defense design and analysis.
	

	Force levels take path restrictions into account.
	

	Total for this area / 6
	


7.3.7.4  Properties

	Item
	Rate

	Properties associated with materials used are considered in the design of physical defenses.
	

	Properties of barriers are considered in the design and analysis of defenses.
	

	Entry and exit processes are designed based on desired properties associated with the barriers they bypass.
	

	Time to penetrate, noise levels, detectability, and other properties are considered in defense design and analysis.
	

	Risk management considers properties in their analysis.
	

	Total for this area / 4
	


7.3.7.5  Attack graphs

	Item
	Rate

	Attack graphs are used to express and analyze the set of sequences of steps in physical attacks.
	

	Step by step analysis of successive barriers between attacker and target and target and escape (if planned) are analyzed for time and capability requirements to plan attack and defense for medium and high risk systems.
	

	Attack graphs are validated and analyzed for time and equipment requirements in order to properly stage and time processes for medium and high risk systems.
	

	Risk management reviews attack graphs to evaluate strategies for high risk systems.
	

	Total for this area / 4
	


7.3.7.6  Entry

	Item
	Rate

	Normal entry points are analyzed for all physical defenses.
	

	Emergency entry points are analyzed for all physical defenses.
	

	Forced entry is analyzed in all physical defense.
	

	Surreptitious entry is analyzed in all physical defense.
	

	Entry defenses consider who goes in, what they bring with them, if they are allowed, and whether they should be where they are.
	

	Increased surety defenses against entry are used for higher risk systems and facilities.
	

	All entries into medium and high surety areas are logged and verified.
	

	No unauthorized devices may enter high surety areas.
	

	Total for this area / 8
	


7.3.7.7  Egress

	Item
	Rate

	On exit from medium and high surety areas personnel must check out of the area. 
	

	Exists are tracked for medium and high surety areas.
	

	Upon exit, verification is done that the individual previously entered the facility and that the corresponding entry is logged.
	

	Only authorized individuals with written records of removal may remove any device from medium or high surety areas.
	

	Total for this area / 4
	


7.3.7.8  Emergencies

	Item
	Rate

	Emergency entrances into medium and high surety areas are controlled by special emergency procedures.
	

	Emergency exits from medium and high surety areas go to medium and high surety holding areas for verified facility exit.
	

	Comprehensive emergency plans are in place and practiced to assure that security doesn't break down.
	

	Situations that induce emergencies have adequate audit trails to determine causes and sequences for later analysis.
	

	Surveillance of emergency situations is kept for subsequent analysis.
	

	Total for this area / 5
	


7.3.7.9  Hardening

	Item
	Rate

	Hardening of physical structures is used to make attacks harder.
	

	Threat assessments are used to determine proper hardening in medium and high risk systems.
	

	Hardening is taken into account in analysis of attack times.
	

	Total for this area / 3
	


7.3.7.10  Locks

	Item
	Rate

	Keyed, digital, or analog controls of electrical, mechanical, fluid, or gaseous mechanisms that are controlled based on time, location, sequence, and situation are selected based on risk management decisions.
	

	Failsafe features are considered in lock selection.
	

	Default settings are considered in lock selection.
	

	Tamper evident locks are used for high surety areas.
	

	Redundant locking mechanisms are used in medium and high surety areas.
	

	Total for this area / 5
	


7.3.7.11  Mantraps

	Item
	Rate

	Mantraps are used to protect entry to medium and high risk facilities.
	

	Mantraps are used to protect exit from medium and high risk facilities.
	

	Legal issues are addressed in mantrap design and implementation.
	

	Legal approval is required for all mantraps.
	

	Mantraps have emergency communications and surveillance systems and rapid response capabilities for release.
	

	Total for this area / 5
	


7.3.7.12  Surveillance

	Item
	Rate

	Surveillance systems include coverage of a range of physical phenomena including but not limited to audio, visual, temperature, humidity, proximity, dew point, pressure, air flow, door and window state, heat, motion, smoke, and chemical presence, absence, and level. 
	

	Surveillance systems are monitored 24x7.
	

	Surveillance systems are recorded with recording times set by available capacity and typical review time.
	

	Surveillance recordings are preserved whenever an incident occurs in a nearby or related facility or system.
	

	Surveillance systems are connected to alarm systems.
	

	Surveillance systems generate alarms on out of normal conditions. 
	

	Surveillance systems generate alarms on known hazard conditions. 
	

	Workers are notified of the presence of surveillance systems.
	

	Surveillance is covered in employee contracts.
	

	Surveillance systems are used in response conditions and record all responses within their viewing range for permanent records.
	

	Networked surveillance systems are protected to a level of surety appropriate to the risk levels they cover.
	

	Surveillance systems are used in coordination with badging and computer-related identification and authorization systems.
	

	Surveillance is used in all non-low risk areas, are regularly tested, and have protection against replay attacks.
	

	Total for this area / 13
	


7.3.7.13  Response time

	Item
	Rate

	Response time is tuned to mitigation of consequences as defined by risk management requirements.
	

	Location of forces are determined based on response time.
	

	Resourcing for resource forces is based on multiple engagements at a level defined by risk management.
	

	Diversions are considered in response times.
	

	Subversions are considered in response times.
	

	Total for this area / 5
	


7.3.7.14  Force

	Item
	Rate

	Force levels are based on risk management requirements.
	

	Force levels take into account multiple simultaneous events.
	

	Force levels take into account response times to events.
	

	Force levels take into account threats.
	

	Forces are properly trained, maintained, and led.
	

	Total for this area / 5
	


7.3.7.15  OODA loops

	Item
	Rate

	OODA loops are used to analyze physical security systems for response times.
	

	Training is used to reduce OODA loop times.
	

	OODA loops are reduced by reducing time to detect.
	

	OODA loops are reduced by rapid triage using real-time remote sensors.
	

	OODA loop times are analyzed for improvement during testing.
	

	Total for this area / 5
	


7.3.7.16  Summary

Using ratings from the sections above, enter results in each area identified. Sum the results and divide by 15 for an overall rating.

	Area
	Rate

	Time
	

	Location
	

	Paths
	

	Properties
	

	Attack graphs
	

	Entry
	

	Egress
	

	Emergencies
	

	Hardening
	

	Locks
	

	Mantraps
	

	Surveillance
	

	Response time
	

	Force
	

	OODA loops
	

	Total of other totals / 15
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	5
	7
	9.5


7.3.8  Incidents

7.3.8.1  Detection

	Item
	Rate

	Detection is considered central to incident handling. 
	

	Detection detects all event sequences with potentially serious negative consequences not covered by a prevention mechanism.
	

	Detection detects prevented event sequences then risk levels warrant it.
	

	Detection thresholds are set based on consequences and not based on levels of personnel available to handle alarms.
	

	Alarms give higher priority to higher potential consequences.
	

	False alarms are controlled by using high quality detection and triage.
	

	Adequate investigative capability is available to handle investigation of normal levels of alarms.
	

	Emergency response includes enough capacity to handle increased alarms associated with malicious attack against alarm systems.
	

	Detection teams are trained in triage of alarm system attacks and practice exceptional situations.
	

	Total for this area / 8
	


7.3.8.2  Response

	Item
	Rate

	Response systems are analyzed for reflexive control attacks.
	

	Analysis detects and reacts to  threshold shifts for non-low risk systems.
	

	The response system mitigates serious negative event sequences by blocking them before the consequences become significant.
	

	Thresholds for response are dictated by risk management.
	

	Well defined circumstances are specified for disaster recovery or business continuity plan invocation.
	

	All responses are practiced in advance and only practiced and defined responses are used.
	

	Response regimens are designed to cover all event sequences at a reasonable level of granularity.
	

	Total for this area / 7
	


7.3.8.3  Adaption

	Item
	Rate

	Adaption is oriented toward changing the way classes of incidents are mitigated and is not used to mitigate specific attacks.
	

	Adaptation is done on 6-month time frames or longer.
	

	Adaptations involve risk analysis processes that justify the alternative and the cost associated with the changes.
	

	Adaptation is coordinated across the entire CISO function.
	

	Total for this area / 4
	


7.3.8.4  OODA loops

	Item
	Rate

	OODA loop times are computed based on risk management analysis of losses over time.
	

	For continuity of services a combination of fast OODA loops and redundant infrastructure is used.
	

	OODA loops are considered at all levels of the incident handling process and guide approval processes, automation selection, and autonomic responses.
	

	Timing, sensor placement and design, analytical power and technique, communication infrastructure, and actuator placement and design are jointly analyzed in design.
	

	Sensitivity analysis for timing deviations is applied to the Boyd cycle to assure resilience under deviations.
	

	Fail safes are used to break enemy Boyd cycles and passive defenses are preferred to active defenses.
	

	Total for this area / 6
	


Total all totals and divide by 4

	Prevention
	Detection
	Response
	OODA Loop
	Rate

	
	
	
	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0.5
	3
	3
	5
	8


7.3.9  Auditing

7.3.9.1  Internal

	Item
	Rate

	Internal audit processes are used to assure that operations meet internal requirements on a day-to-day basis.
	

	Audit staff are sufficient and knowledgeable enough to carry out their audit duties with respect to security.
	

	High valued systems are audited more thoroughly and more often than medium valued systems.
	

	Medium valued systems are audited more often and more thoroughly than low valued systems.
	

	High valued systems are audited at least twice per year.
	

	Audit covers all aspects of the information protection program.
	

	Audit reports results to the CISO.
	

	Internal audit is treated as a collaborative process rather than an oppositional process.
	

	Audit cannot modify anything in any system they audit.
	

	Audit results are acted on promptly.
	

	Total this area / 10
	


7.3.9.2  External

	Item
	Rate

	External audit verifies that internal audit is doing its job properly.
	

	External audit verifies compliance with regulatory and other mandatory requirements.
	

	External audit reports results to the CISO along with others as appropriate.
	

	External audit cannot alter anything in systems they audit.
	

	External audit results are acted on promptly.
	

	Total this area / 5
	


7.3.9.3  Period

	Item
	Rate

	Periods for audits is determined by risks, costs, resources, time required.
	

	All high-risk systems are audited at least twice per year.
	

	All medium-risk systems are audited at least yearly.
	

	Random and surprise audits are undertaken against select systems.
	

	All CISO functions are audited at least once per year.
	

	Total this area / 5
	


7.3.9.4  Standard

	Item
	Rate

	Internal audit standards are agreed to by risk management, and CISO. 
	

	Internal auditors rate against the identified standards.
	

	Standards change slowly so measurements over time are comparable.
	

	Internal audit attempts to model external audit.
	

	External and internal auditors must provide details of what standards they are auditing to long enough prior to the commencement of audits for the CISO to properly prepare for those audits.
	

	Total this area / 5
	


7.3.9.5  Coverage

	Item
	Rate

	Coverage levels for audits are defined by risk management.
	

	Coverage for high risk systems is no lower than for medium risk systems.
	

	Coverage for medium risk systems is no lower than for low risk systems.
	

	Coverage at the program level for the CISO function is 100%.
	

	Audits provide higher coverage for higher risk program components.
	

	Total this area / 5
	


Sum these areas and divide by 5 for an overall rating

	Internal
	External
	Period
	Standard
	Coverage
	Rate

	
	
	
	
	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	6
	7
	9.5


7.3.10  Knowledge

Rate each item in the range of 0 to 10. Sum the items in each area and divide by the identified number to generate a total. Sum totals / 4 to get an overall rating.

7.3.10.1  Education

	Item
	Rate

	Graduate education in information protection or related fields from accredited universities is preferred for decision makers.
	

	Education is supported by corporate policies and practices and is supported in employee benefits to encourage it.
	

	Education in information protection is not mandatory because such programs are fairly recent and inadequate capacity exists.
	

	Total for this area / 3
	


7.3.10.2  Experience

	Item
	Rate

	Experience levels required for information protection work include proper background and 1-2 years of experience per specialty area.
	

	The CISO has at least 25 years of relevant work experience.
	

	Technical experts have recent relevant experience in their work area.
	

	Team leaders have at least 5 years of information protection experience and specialized experience in the area they lead.
	

	Information protection workers need in situ experience for advancement.
	

	Total for this area / 5
	


7.3.10.3  Training

	Item
	Rate

	Training levels are verified at least every 6 months.
	

	Training in specialty areas is supported at least once per year with external training courses.
	

	Certificate programs are favored in training.
	

	Certificate holders in specialty areas are given preference over non -holders.
	

	Total for this area / 4
	


7.3.10.4  Degrees

	Item
	Rate

	Degree granting institutions are favored over others in education.
	

	Degrees in fields related to work are considered beneficial and supported by the organization.
	

	People with law degrees are preferred for legal positions.
	

	People with technical field degrees are preferred for technical positions.
	

	People with management degrees are preferred for management positions.
	

	People with human resource degrees are preferred for HR positions.
	

	People with auditing or computer-related degrees are preferred for IT-auditing positions.
	

	People with security degrees are preferred for security positions.
	

	More advanced degrees are more desirable than less advanced degrees.
	

	Accredited university degrees are preferred.
	

	Total for this area / 10
	


7.3.10.5  Summary

	Item
	Rate

	Education
	

	Experience
	

	Training
	

	Degrees
	

	Total all area totals and divide by 4
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	6
	7
	9.5


7.3.11  Awareness

Rate each item in the range of 0 to 10. Sum the items in each area and divide by the identified number to generate a total. Sum the totals /16 for overall rating.

7.3.11.1  Document review

	Item
	Rate

	Workers review all documents they are required to sign for the information protection program.
	

	Understanding of documents is verified and documented through the feedback elements of the awareness program.
	

	Copies of signed documents are kept as part of the program.
	

	Audit verifies that all documents are signed and kept and that workers demonstrate understanding of their contents.
	

	Total for this area / 4
	


7.3.11.2  Initial briefings

	Item
	Rate

	Initial security briefings are required for those who access information within an enterprise setting. 
	

	These briefings lay out the specific things the user has to know in terms that they can act on.
	

	No worker may access information systems until they have received initial security briefings, agreed to terms of use, and demonstrated practical understanding of the material.
	

	Initial briefings are updated to reflect current awareness programs.
	

	Total for this area / 4
	


7.3.11.3  Day-to-day

	Item
	Rate

	Day-to-day awareness is fostered by worker behavior every day.
	

	
	

	
	

	
	

	
	


7.3.11.4  Department meetings

	Item
	Rate

	Department meetings are used to promote security and bring out protection-related issues.
	

	Meetings include a review of the security failures of the last month and are supported by the CISO.
	

	Support includes news stories from the media that relate to employees directly, such as a story about someone losing their home after an identity theft causes bad credit.
	

	Support includes briefings on current or recent situations within the enterprise involving a security problem found and fixed or that impacted a large number of employees.
	

	Any changes to the protection program that have wide-ranging effect in the enterprise are announced in meetings.
	

	The introduction of any new awareness program or other item of interest is included in department meetings.
	

	Any awards or reward programs associated with the security awareness program are announced in department meetings.
	

	Total for this area / 7
	


7.3.11.5  Computer-based

	Item
	Rate

	Computer-based awareness programs, when used, provide testing and tracking of awareness of specific issues in specific audiences. 
	

	Computer-based awareness programs are only used as part of a systematic effort associated with specific enterprise needs that cannot be fulfilled otherwise or as a verification of awareness given via other programs.
	

	Total for this area / 2
	


7.3.11.6  Video-based

	Item
	Rate

	Video-based awareness programs are used to cover broad areas.
	

	These programs are rotated so that they don't become overly repetitious.
	

	Training attendance and comprehension is verified.
	

	Group or individual showings are used based on employee availability.
	

	Total for this area / 4
	


7.3.11.7  Groups

	Item
	Rate

	Group processes are used for security awareness.
	

	Group facilitators are trained for these processes.
	

	These processes provide awareness level measurements.
	

	These processes are used to generate new ideas and feedback on the protection program.
	

	Total for this area / 4
	


7.3.11.8  Lectures

	Item
	Rate

	Lectures are used for large technical group awareness.
	

	Feedback is generated by a verification process.
	

	Total for this area / 2
	


7.3.11.9  Games

	Item
	Rate

	Games couched as strategic scenarios and situation analysis are used to enhance awareness.
	

	The game process is used by top management and is played out for awareness programs by all levels.
	

	Games provide feedback on awareness levels through scoring.
	

	Individual scores are tracked to measure individual awareness.
	

	Total for this area / 4
	


7.3.11.10  Posters and Banners

	Item
	Rate

	Posters and banners are used to keep up awareness levels.
	

	Posters are rotated at least once per month.
	

	Total for this area / 2
	


7.3.11.11  Badging and carding

	Item
	Rate

	Badging & carding systems are part of the security awareness program.
	

	Badges are worn and readily visible by all workers whenever on site.
	

	Badges are required for entry and exit of facilities
	

	Workers are trained how to react to an un-badged individual.
	

	People without badges are identified by employees and escorted to a proper location for processing.
	

	Total for this area / 5
	


7.3.11.12  Stand-downs

	Item
	Rate

	Stand-downs have are used in extreme circumstances only.
	

	Total for this area
	


7.3.11.13  Memos and emails

	Item
	Rate

	Memos, emails, mass voice mails, internal FAXes, and similar corporate communications are used for awareness only in specially identified  circumstances.
	

	These techniques are part of the corporate emergency communications plan when critical time-sensitive issues require immediate notice.
	

	They are used in disaster recovery and business continuity processes for emergency communications.
	

	These techniques are not used in non-emergency situations to avoid them being treated lightly in real emergencies.
	

	Total for this area / 4
	


7.3.11.14  Award programs

	Item
	Rate

	Award programs are used to provide positive experiences and generate social benefits to those who do these aspects of their job well.
	

	Awards programs are supported by management.
	

	Award programs are funded at levels adequate to make them effective.
	

	Awards programs include plaques or paper certificates, public notice and notice at department meetings, and free dinners for two at local restaurants or other similar items.
	

	Total for this area / 4
	


7.3.11.15  Social pressure

	Item
	Rate

	Social pressure is used to create a culture encouraging secure behavior.
	

	Unrecognized people in workspaces are greeted and brought to management for introductions.
	

	Newcomers not forthcoming with useful information about who they are, or lacking a proper badge, are escorted to the proper location.
	

	Procedure violations are reported and treated seriously.
	

	Security procedures are taken seriously and workers tell each other to follow the rules rather than to break them.
	

	Workers are supportive of these behaviors.
	

	Total for this area / 6
	


7.3.11.16  Covert

	Item
	Rate

	Covert awareness programs are used.
	

	These programs include simulated violations detected and acted on.
	

	Total for this area / 2
	


7.3.11.17  Documented program and feedback

	Item
	Rate

	The awareness program is throughly documented.
	

	
	

	
	

	
	

	
	

	
	


7.3.11.18  Summary

	Area
	Rate

	Document review
	

	Initial briefings
	

	Department meetings
	

	Computer-based
	

	Video-based
	

	Groups
	

	Lectures
	

	Games
	

	Posters and banners
	

	Badging and carding
	

	Stand-downs
	

	Memos and emails
	

	Awards programs
	

	Social pressure
	

	Covert
	

	Documented program and feedback
	

	Total all area totals and divide by 16
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	3
	4
	6
	8


7.3.12  Documentation

Rate each item in the range of 0 to 10. Sum the items in each area and divide by the identified number to generate a total. Sum the totals/9 for overall rating.

7.3.12.1  Situations

	Issue
	Rate

	Documents are created for specific situations.
	

	Recurrent situations have standardized documents.
	

	Documentation is in a form that will allow it to function in the conditions it was intended to cover.
	

	Recovery documents for information systems do not require that computers operate in order to be useful.
	

	Documents are located where they will be needed for use.
	

	Documents are updated to reflect significant changes when they occur.
	

	Total for this area / 6
	


7.3.12.2  Requirements

	Issue
	Rate

	Requirements documents are used to describe what is required for systems when implemented.
	

	All medium and high risk systems have requirements documents that are accurate and up to date.
	

	There is a documentation requirements standard that specifies the content of requirements documents.
	

	All processes have required documents and the requirements for those documents are specified in their process requirements document.
	

	Total for this area / 4
	


7.3.12.3  Formats

	Issue
	Rate

	Formats associated with documents are standardized as the situations leading to them recur. 
	

	
	

	
	

	
	

	
	

	
	


7.3.12.4  Copies

	Issue
	Rate

	Adequate copies may be made of all documentation. 
	

	Copies of documents are tracked when the document is potentially sensitive.
	

	Copies of sensitive documents are limited and controlled.
	

	Legal and contractual restrictions on copies are enforced.
	

	Risk management determines minimum copies for availability needs.
	

	Total for this area / 5
	


7.3.12.5  Tracking

	Issue
	Rate

	Limited access documents, protected health information, financial records of certain sorts, trade secrets, and classified documents are tracked throughout their life cycle.
	

	Tracking of all who access limited access documents is retained for a period specified through record retention policies and standards.
	

	Tracking procedures assure that tracking operates as intended.
	

	Document tracking systems are used to retain and find records.
	

	Document tracking systems identify retention and destruction times and handle retention issues properly in all identified cases.
	

	Tracking systems are used to demonstrate that proper handling is done.
	

	Tracking processes are regularly audited.
	

	Tracking is used to aid in systematic analysis and process improvement. 
	

	Total for this area / 8
	


7.3.12.6  Marking

	Issue
	Rate

	Marking is used to facilitate inspection, identify document types, and identify control requirements.
	

	All enterprise documents are marked using an enterprise standard.
	

	Markings are required for documents with intellectual property value.
	

	Marking is used as the basis for document control processes.
	

	Marking is accurately maintained over the life cycle of documents.
	

	Marking is maintained for digital, paper, and other forms of documents.
	

	Audits of marking verify the proper operation of the marking system.
	

	Marking is clearly visible and used for ingress and egress inspections.
	

	Total for this area / 8
	


7.3.12.7  Storage

	Issue
	Rate

	Storage of mixed combinations of paper, fiche, and other physical media, and electronic documents is unified in a library system.
	

	The library system allows for rapid identification and retrieval of documents relevant to enterprise needs.
	

	Documents are stored with adequate redundancy to meet risk management requirements associated with record retention.
	

	Proper environmental controls are used in document storage facilities for the type of documents being stored.
	

	Audit verifies that storage and retrieval performance is adequate to the enterprise need.
	

	Total for this area / 5
	


7.3.12.8  Use

	Issue
	Rate

	Use controls cover physical and computer documents.
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


7.3.12.9  Disposal

	Issue
	Rate

	Document disposal is based on risk management for the documents.
	

	Marking and tracking is part of the process to assure proper disposal.
	

	Shredding uses cross cut shredders at the point of disposal.
	

	Documentation and proof of disposal of documents are tracked.
	

	Total for this area / 4
	


7.3.12.10  Roll-up

	Issue
	Rate

	Situations
	

	Requirements
	

	Formats
	

	Copies
	

	Tracking
	

	Marking
	

	Storage
	

	Use
	

	Disposal
	

	Total the totals from all areas and divide by 9
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	6
	7
	8
	9.5


7.3.13  Perspectives Roll-up

Enter ratings from each area in the ratings column. Determine the level achieved based on ratings by selecting the highest selection that is less than or equal to the rating number.

	Area
	Rating
	Level
	S
	D
	T
	E
	B

	Policy, standards, and procedures
	
	
	2.5
	4.8
	6
	8
	9

	HR
	
	
	1.5
	4.5
	6
	8
	9.5

	Legal
	
	
	1
	6
	5
	7
	9.5

	Risk management
	
	
	0.5
	5.2
	4.2
	7.1
	9.6

	Testing and change control
	
	
	2
	5
	6
	8
	10

	Informational safeguards
	
	
	2
	5
	6
	7
	9.5

	Physical safeguards
	
	
	2.5
	5
	5
	7
	9.5

	Incident handling
	
	
	0.5
	3
	3
	5
	8

	Auditing
	
	
	2.5
	5
	6
	7
	9.5

	Knowledge
	
	
	2.5
	5
	6
	7
	9.5

	Awareness
	
	
	1
	3
	4
	6
	8

	Documentation
	
	
	1
	6
	7
	8
	9.5

	Total / 12
	
	
	1.6
	4.7
	5.3
	7
	9.2


Failure to meet due diligence levels in any area means that the overall rating should not be considered diligent. 

8  Control architecture

8.1  Protection objectives

8.1.1  Integrity

Rate each item for low, medium, and high risk systems. Sum the ratings and divide by 20 for aggregate ratings.

	Area
	L
	M
	H

	In most cases, the integrity of information is most important to its utility.
	
	
	

	Source integrity is rated and required for access to medium and high valued systems.
	
	
	

	Cryptographic technologies are used to detect unauthorized change.
	
	
	

	Sound change control protects networks, systems, and applications.
	
	
	

	Redundancy is used to detect and, in some cases, correct faults.
	
	
	

	Validation and verification processes are used for code.
	
	
	

	Consistency checks use redundancy to validate data.
	
	
	

	Validation and verification processes are used for data.
	
	
	

	Multi-source verification is used.
	
	
	

	Multi-factor approaches are used to independently verify content.
	
	
	

	Trust models are created and applied to provide metrics on trust.
	
	
	

	Submit/commit cycles provide separate channel confirmation.
	
	
	

	Watermarking is used to provide a self-validation of media.
	
	
	

	Cryptographic checksums provide redundancy that allows validation of use of specific keys or confirmation of content against published coded values.
	
	
	

	Integrity shells are used to detect unauthorized program changes.
	
	
	

	Digital signatures are used to validate content.
	
	
	

	Certificates are used to provide validation of the authority to sign.
	
	
	

	TCSEC systems are used to assure flow control.
	
	
	

	TCG systems are used for integrity protection.
	
	
	

	Integrity of personnel is considered in background checks.
	
	
	

	TOTAL (sum ratings and divide by 20)
	
	
	


	
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low surety
	0.1
	1
	2
	3
	4

	Medium surety
	1
	2
	2
	4
	7

	High surety
	2
	5
	5
	7
	9


8.1.2  Availability

Rate each item for low, medium, and high surety systems from 0 to 10. Sum the items and divide by 10 for an overall rating.

	Item
	L
	M
	H

	Risk management defines availability consequences as a function of time.
	
	
	

	Availability is measured in terms of mathematical formulas.
	
	
	

	Interdependency analysis is used to determine availability of systems based on availability of other systems they depend on.
	
	
	

	Redundancy is used to increase availability by making independent resources available in case of failure.
	
	
	

	Redundancy is carefully implemented to avoid brittleness
	
	
	

	Redundancy is carefully implemented to avoid common mode failures.
	
	
	

	Higher quality components are used to increase availability.
	
	
	

	Availability is measured as part of the enterprise feedback system.
	
	
	

	Availability is rated as more or less critical for different systems.
	
	
	

	Disaster recovery and business continuity planning assure availability.
	
	
	

	TOTAL (sum ratings and divide by 10)
	
	
	


	
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low surety
	1
	2
	2
	4
	6

	Medium surety
	3
	6
	4
	7
	8

	High surety
	4
	8
	6
	8
	9


8.1.3  Confidentiality

Rate each item for low, medium, and high surety systems from 0 to 10. Sum the items and divide by 12 for an overall rating.

	Item
	L
	M
	H

	Confidentiality is controlled based on clearance of identity, certainty of authentication of identity, classification of content, and need for use.
	
	
	

	The means of creating and operating this basis is protected to the level of the information it protects.
	
	
	

	Information flow controls are used to limit the movement of information from place to place.
	
	
	

	Network and system separation are used to prevent mixing of data of different confidentiality.
	
	
	

	Separation controls are implemented at routers through network separation technologies (e.g., VLANs with quality of service controls)
	
	
	

	Separation controls are implemented within computer systems through access controls.
	
	
	

	Separation mechanisms are implemented between networks by distance and with shielding.
	
	
	

	Separation mechanisms are implemented in applications through application-level access controls.
	
	
	

	TCSEC systems are used for separation with risk management defining the TCSEC rating associated with information classification.
	
	
	

	Cryptography is used as a separation mechanism to prevent those who gain access to data from meaningfully using the content it represents.
	
	
	

	Abyss processors and similar containment devices are used for high surety processing.
	
	
	

	Digital diodes are used for one-directional information flow.
	
	
	

	TOTAL (sum rates and divide by 12)
	
	
	


	Risk level
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low surety
	1
	3
	3
	4
	4

	Medium surety
	2
	6
	6
	7
	9

	High surety
	4
	8
	6
	9
	9.5


8.1.4  Use control

	Area
	L
	M
	H

	Use control associates authentication requirements with identified parties for authorized uses.
	
	
	

	Only identified individuals or systems acting on their behalf are granted appropriate use based on their identity and the extent to which they have demonstrated that identity to be authentic.
	
	
	

	If the current level of authentication is inadequate to the need, additional authentication is required to meet the level required for the use.
	
	
	

	Biometrics are used to provide authentication based on physical characteristics typically associated with individuals out of a group.
	
	
	

	Other authentication technologies such as smart cards, tokens, universal serial bus (USB) authentication devices, proximity cards, radio frequency identification (RFID) tags, and so forth are used as proof of something the user possesses.
	
	
	

	Passwords, pass phrases, or similar methods based on user knowledge, skills, and capability indicate something the user knows or can do.
	
	
	

	Separation of duties is implemented as a use control
	
	
	

	Separation of duties is operated with consideration of time transitivity.
	
	
	

	Time transitivity controls and relationships are tracked in use controls.
	
	
	

	Life cycle tracking of individuals is employed in use control.
	
	
	

	Use control interacts with roles through HR-related limitations.
	
	
	

	Process controls limit how processes can proceed.
	
	
	

	Separation of duties is applied to systems administrators of systems that must be independently operated.
	
	
	

	Change control personnel are kept separate from developers and operators.
	
	
	

	Operators are kept separate from change control and developers.
	
	
	

	Developers are kept separate from change control and operators.
	
	
	

	Submit/commit systems are used as control devices to separate the preparation of a transaction from its approval process.
	
	
	

	Commit devices are separate, different, and independent of submit devices.
	
	
	

	Roles and rules implement use control at the management level.
	
	
	

	Identity management (IdM) infrastructure is used for administration.
	
	
	

	Risk aggregation associated with IdM is managed properly to the risk.
	
	
	

	TOTAL (sum the ratings and divide by 21)
	
	
	


	Risk level
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low surety
	1
	3
	3
	4
	4

	Medium surety
	2
	6
	6
	7
	9

	High surety
	4
	8
	6
	9
	10


8.1.5  Accountability

Rate each item from 0 to 10 for low, medium, and high surety systems. Sum items in each column and divide by 18 for a total.

	Item
	L
	M
	H

	Accountability tracks attribution of actions to actors.
	
	
	

	Accountability accurately identifies and records event sequences of interest.
	
	
	

	Accountability accurately associates activities with actors in situations.
	
	
	

	Identity and surety information associated with authentication processes is used to assert attribution.
	
	
	

	Individuals associated with identities are registered in a process with identified and tracked surety characteristics.
	
	
	

	Audit trails are generated by mechanisms with identified surety levels.
	
	
	

	Audit trails are transported by mechanisms with identified surety levels.
	
	
	

	Audit trails are stored in write-once read-many storage mechanisms.
	
	
	

	Audit retention is defined by legal and risk management requirements.
	
	
	

	Audit information is transferred only through authorized and properly protected means.
	
	
	

	Audit information cannot be altered when examined or analyzed.
	
	
	

	Audit systems are protected to the level appropriate to the information they collect, transport, and store.
	
	
	

	Analysis of audit system designs includes risk and data aggregation effects.
	
	
	

	Audit records are separated from data and control.
	
	
	

	Audit trail granularity is determined by risk management.
	
	
	

	Audit records are correlated across platforms for validity and consistency.
	
	
	

	Audit records are kept in time bases that are reconcilable for definitive timing information.
	
	
	

	Missing or excessive audit records are identified and investigated.
	
	
	

	 TOTAL (sum columns and divide by 18)
	
	
	


	Risk level
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low surety
	1
	5
	3
	6
	8

	Medium surety
	2
	6
	6
	7
	9

	High surety
	3
	8
	7
	9
	10


8.1.6  Roll-up

	Ares
	Risk Level
	Rate
	Level
	S
	D
	T
	E
	B

	Integrity
	Low
	
	
	0.1
	1
	2
	3
	4

	
	Medium
	
	
	1
	2
	2
	4
	7

	
	High
	
	
	2
	5
	5
	7
	9

	Availability
	Low
	
	
	1
	2
	2
	4
	6

	
	Medium
	
	
	3
	6
	4
	7
	8

	
	High
	
	
	4
	8
	6
	8
	9

	Confidentiality
	Low
	
	
	1
	3
	3
	4
	4

	
	Medium
	
	
	2
	6
	6
	7
	9

	
	High
	
	
	4
	8
	6
	9
	9.5

	Use Control
	Low
	
	
	1
	3
	3
	4
	4

	
	Medium
	
	
	2
	6
	6
	7
	9

	
	High
	
	
	4
	8
	6
	9
	10

	Accountability
	Low
	
	
	1
	5
	3
	6
	8

	
	Medium
	
	
	2
	6
	6
	7
	9

	
	High
	
	
	3
	8
	7
	9
	10

	TOTAL LOW / 5
	
	
	
	0.8
	2.8
	2.6
	4.2
	5.2

	TOTAL MEDIUM / 5
	
	
	
	2
	3.2
	4.8
	6.4
	8.4

	TOTAL HIGH / 5
	
	
	
	3.4
	7.4
	6
	8.4
	9.5


8.2  Access controls

Identify goal state rated from 0 to 10 then assess current ratings. Add up final ratings in charts below  (20 of them) and divide by 20 for overall rating:

	Total architecture rating (sum totals / 20)
	


8.2.1  Control structure

	Objective
	Rate
	Goal

	An enterprise information content control structure is defined.
	
	

	It includes clearances, classifications, uses, need to use, and controls
	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	5
	6
	7
	10


8.2.2  Clearances

Specify the situation for each issue as Yes/No (or True/False) then add results in the totals area.

	Issue
	Y/N

	Only human beings get clearances.
	

	There is a clearance associated with “not yet rated”.
	

	There is a clearance associated with “general purpose use”
	

	There a clearance associated with “external users from the Internet”.
	

	Every legitimate user has an identified clearance rating.
	

	There is a defined clearance process associated with each clearance type.
	

	The clearance process is adequate based on risk management.
	

	Clearances get reviewed periodically based on risk management periods.
	

	The clearance process is audited internally.
	

	The clearance process is reviewed or audited externally.
	

	TOTAL number of YES answers (out of 10)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	3
	4
	7
	10


8.2.3  Consequences

Rate each area from 0 to 10. Add up ratings and divide by 3.

	Area
	Rate

	Consequences form the basis for the classification system.
	

	Risk aggregation is used as a basis to limit use.
	

	Separation mechanisms are based on consequences.
	

	TOTAL (add up ratings and divide by 3)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	6
	6
	8
	10


8.2.4  Classifications

For each area in each of low (L), medium (M), and high (H) consequence columns, indicate yes/no (Y/N). Specify the risk management requirement as L, M, or H for each entry under R to indicate the level at which this area must be covered by policy. Add up the number of L, M, and H areas indicated by R in the “desired” row. Add up the number of Yes answers in each column and total in the “achieved” row. Add up the number of Yes answers achieved but not desired in the “excessive” row. Subtract twice the “excessive” number from the “achieved” number, divide by the “desired” number, and multiply by 10 to generate the rating for each column.

	Area
	R
	L
	M
	H

	Risk management requirements for classification of content exist.
	
	
	
	

	All content gets a classification at inception.
	
	
	
	

	Classification is tracked throughout content life cycles.
	
	
	
	

	All functional components have use types specified.
	
	
	
	

	All functional components have surety ratings.
	
	
	
	

	All functional components are rated for use by clearance
	
	
	
	

	All functional components have time of day limitations.
	
	
	
	

	All functional components have location limitations?
	
	
	
	

	All functional components have “need to use” limitations?
	
	
	
	

	Mechanism prevent access when classification exceeds clearance.
	
	
	
	

	Mechanisms prevent access when user use is not appropriate to content or system use category.
	
	
	
	

	Desired total for each risk level
	
	
	
	

	Achieved total for each risk level
	
	
	
	

	Excessive total for each risk level
	
	
	
	

	RATING: ((Achieved – (2*Excessive)) / Desired) * 10
	
	
	
	


	Risk
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low
	0
	5
	5
	7
	10

	Medium
	1
	5
	6
	8
	10

	High
	1
	5
	6
	8
	10


8.2.5  Separation mechanisms

8.2.5.1  Separation Basics

Rate each issue from 0-10, sum the ratings and divide by 3.

	Issue
	Rate

	Separation mechanisms between classifications prevent mixing of content except through controls.
	

	Separation mechanisms within classifications adequately limit mixing of content and control based on use to meet risk management requirements.
	

	Separation mechanisms adequately limit interaction of control and content flows to meet risk management requirements.
	

	TOTAL (total and divide by 3)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	5
	6
	9
	10


8.2.5.2  Separation in more detail

For each area, indicate yes/no (Y/N) for implementation in low (L), medium (M), and high (H) consequence and specify the risk management requirement (R). Add the number of areas compliance is desired for each consequence and enter into “desired” row. Count Yes answers in each column and total in “achieved”. Count Yes answers achieved but not desired with substantial cost in “excessive”. Subtract twice “excessive” from “achieved” and divide by “desired” in each column and multiply by 10 to generate the rating.

	Issue
	R
	L
	M
	H

	There is adequate separation between surety levels to eliminate interference between them.
	
	
	
	

	There are adequate protective barriers to increase the surety level between zones in the control scheme.
	
	
	
	

	Control, audit, and data flows are separated for medium and high surety levels.
	
	
	
	

	Audit is separated from control and data for all surety levels.
	
	
	
	

	Separation between protective zones meet the requirements of those zones.
	
	
	
	

	There segregation of duties between control, functions, and audit.
	
	
	
	

	Risk aggregation considered in the separation of systems at each surety level.
	
	
	
	

	Desired total for each risk level
	
	
	
	

	Achieved total for each risk level
	
	
	
	

	Excessive total for each risk level
	
	
	
	

	RATING: ((Achieved – (2*Excessive)) / Desired) * 10
	
	
	
	


	Risk
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low
	0
	5
	5
	7
	10

	Medium
	1
	5
	6
	8
	10

	High
	1
	5
	6
	8
	10


8.3  Functional units

8.3.1  Surety matches risk

For each area, indicate Y/N for  low (L), medium (M), and high (H) consequence implementation and specify the risk management requirement (R) for the level at which this area must be covered. Count areas in which compliance is desired for each consequence level and enter into “desired”. Count Yes answers and total in the “achieved” row. Count Yes answers achieved but not desired with substantial cost in “excessive”. Subtract twice “excessive” from “achieved”, divide by “desired” * 10 to generate the rating.

	Issue
	R
	L
	M
	H

	The risk management function identifies surety associated with all functional units.
	
	
	
	

	The surety level of every functional unit is high enough for the classification level of the content
	
	
	
	

	The risk level of the content linked to business criticality.
	
	
	
	

	There adequate separation between surety levels to eliminate interference between them.
	
	
	
	

	There are adequate protective barriers to increase the surety level between zones in the control scheme.
	
	
	
	

	The need-to-use scheme and its control are high enough surety for the aggregation of risks.
	
	
	
	

	All functional units have adequate separation of control, audit, and data for the surety level they serve.
	
	
	
	

	
	
	
	
	

	Desired total for each risk level
	
	
	
	

	Achieved total for each risk level
	
	
	
	

	Excessive total for each risk level
	
	
	
	

	RATING: ((Achieved – (2*Excessive)) / Desired) * 10
	
	
	
	


	Risk
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low
	0
	5
	5
	7
	10

	Medium
	1
	5
	6
	8
	10

	High
	1
	5
	6
	8
	10


8.4  Perimeters

Rate each issue from 0-10.

	Issue
	Rate

	Perimeters are implemented in both physical and logical senses.
	

	Logical perimeters are co-located with physical perimeters for the added surety associated with their co-location.
	

	The physical barrier prevents cross-connection between sides.
	

	Encryption is placed at the physical barrier to enhance separation.
	

	Perimeters are judged by the set of barriers present against illegitimate passage, the quality of implementation of those barriers, and the ease of passage for legitimate purposes.
	

	TOTAL (total and divide by 5)
	


8.4.1  Physical perimeter architecture


Rate each issue from 0-10.

	Issue
	Rate

	Physical controls are integrated into informational controls.
	

	For deterrence there are signs, terrain, location, and deceptions.
	

	For prevention, perimeters use a wide range of barricades including but not limited to steps, fences, cement separators, moats, mounds, walls, and mine fields as appropriate.
	

	Perimeter detection uses a wide range of sensor technologies including visual, infrared, ultrasonic, sonic, chemical, pressure, motion, and even animal mechanisms as appropriate to the specifics of the circumstance.
	

	Reaction involves the movement of forces or use of fires of various sorts.
	

	Adaptation is undertaken by structural redesigns, movement of facilities, increased or enhanced perimeters, and so forth.
	

	TOTAL (total and divide by 6)
	


8.4.1.1  World

Rate each issue from 0-10.

	Issue
	Rate

	Concealment of location by not advertising it or putting signs on doors or putting an address in the corporate directory are used to limit the number of people who know where a facility is for those who do not have legitimate access.
	

	Locations in remote areas are used as extensive distance barriers to approach without detection only in cases where the added cost is justified.
	

	Preventing the mapping of an area is not depended on for security purposes. 
	

	Deceptions ranging from false locations in directories to addresses that don't seem to be there to concealment of a facility within another business are used to limit the knowledge of attackers of a target only when justified by the situation. 
	

	Response forces and times associated with their responses are used analysis of location. For example, being located near emergency services provides increased security through decreased response times.
	

	TOTAL (total and divide by 5)
	


8.4.1.2  Property

Rate each issue from 0-10.

	Issue
	Rate

	Property location and characteristics such as grades, soil makeup, weather, and surrounding topology are considered for the protective function they play or the deficits they represent in the selection of the property on which a facility is placed and the protection used to augment the property.
	

	Properties in flood zones, at the end of airport runways, on known fault lines, next to active volcanoes, in tsunami areas, below large bodies of water, near hazardous chemical plants or explosives factories, and in other paths of natural or unnatural disasters are subject to the outrageous fortunes associated with those locations and are avoided when feasible.
	

	Such properties, when used despite their deficits, are provided with adequate additional protective measures in order to achieve the same level of protection that would commonly be afforded by a different location.
	

	Perimeters surrounding properties and property lines with natural barriers, barriers within properties such as rivers, lakes, arroyos, cliffs, and similar natural and unnatural barriers are characterized in the analysis of attack graphs into and out of properties.
	

	Perimeters and other similar features are considered in the selection and design of protective mechanisms both for their beneficial value and for their impacts on reactions of defensive forcees.
	

	Accessibility from the air, ground, water, and underground are all characterized and considered in analysis of attack and defense processes.
	

	TOTAL (total and divide by 5)
	


8.4.1.3  Perimeter

Rate each issue from 0-10.

	Issue
	Rate

	Perimeters surrounding properties and within properties provide distance and distance has advantages that are exploited for defense.
	

	Distance is used to reduce electromagnetic, sonic, and other emanation levels. 
	

	Distance is used to increase power levels required for exfiltration of data and it make it more obvious when someone tries to go from one side of the perimeter to the other.
	

	Distance is used to make it harder to tunnel under or fly above without being detected.
	

	Distance makes running wires take longer and cost more, and this is taken into account in trading off the benefits of distance with their costs.
	

	Barriers are used to provide added reduction in emanations of various sorts, blocking visual, sonic, electromagnetic, and other inspection from reaching easy to enter proximate locations.
	

	Barriers are used to prevent penetration by different sorts of mechanisms ranging from a simple fence that prevents walk-ins to a barrier capable of deflecting a high explosive blast.
	

	Barriers are selected and designed to defeat the capabilities and intents of the identified threats they are supposed to mitigate.
	

	Barriers also provide cover for attackers who may be able to hide behind or between barriers to defeat detection, and this is taken into consideration in the design of barriers and related defense mechanisms.
	

	For the vast majority of cases, barriers have to be permeable to be useful because some amount of legitimate use has to pass into and out of the protected area and this permeability is explicitly considered in their placement, design, and operation.
	

	Entry paths are provided to allow barriers to be bypassed in controlled ways and under proper identification and authentication processes that grant authorization to pass while still meeting the need to provide adequate protection against identified threats.
	

	Mantraps and similar technologies are employed to trap individuals who try to pass a barrier without authorization to do so only when the liability issues associated with this sort of restraint are considered and approval is given by executive management and the legal department.
	

	For volume entry and exit facilities, entry paths are made fairly direct, proximate to parking or entrances, and able to handle the volumes required while still meeting the security requirements of those barriers.
	

	Construction of barriers and emergency modes for bypassing barriers are critical to understanding behaviors under unusual circumstances as opposed to normal operational modes and these modes are taken into consideration as part of the construction of those barriers.
	

	Signs required to provide legal notice as to trespass, proper entry, authorized access and use, and safety and health hazards associated with the property are placed, verified, and maintained properly.
	

	Sensors around and within properties are used to allow smaller numbers of people to more rapidly detect and triage attempted entries and passage.
	

	A wide range of sensor technologies are used, ranging from unified heat, sound, light, motion, shape, humidity, temperature, and dew point sensor arrays to simple trip wires and touch sensitive devices that sound alarms, as appropriate to the need.
	

	Response forces are used in order for these methods to be effective with the time required for response at different force levels acting as a critical factor in the effectiveness against specific threats.
	

	TOTAL (total and divide by 18)
	


8.4.1.4  Facility

Rate each issue from 0-10.

	Issue
	Rate

	Facilities topologies that dictate how things and people go from place to place, internal barriers, sensors, zones, and similar protective mechanisms that are analogous to those on properties, but typically with better controls, are analyzed and considered in the design of facility security.
	

	Building sound, temperature, and humidity controls, motor generators, doors of different quality with locks of different quality, hinges on one side or the other, and other similar characteristics are reviewed and analyzed as part of facility design to limit event sequences to those that can be adequately handled by response forces.
	

	Construction materials and processes dictate the classes of threat capable of bypassing barriers such as walls and doors as a function of time with and without detection and those materials are selected in order to provide desired delays suited to the overall facility defense plan.
	

	Passage under floors, over ceilings, through air ducts, by picking or tricking locks, electrically or mechanically fooling sensors or tripping opening mechanisms, removing or cutting hinges from doors, and other methods that grant human, other creature, or machine access are considered in the design and implementation of facility protection against identified threats.
	

	Tailgating, introduction of noxious gases to invoke emergency modes, fires, floods, and any number of other reflexive control attacks that can be induced or occur by accident are considered in facility design. 
	

	Response forces and times are designed to limit the potential consequences associated with attacks from identified threats.
	

	TOTAL (total and divide by 6)
	


8.4.2  Logical perimeter architecture


Rate each issue from 0-10.

	Issue
	Rate

	Logical perimeters act in much the same way as physical perimeters, providing a series of barriers that slow or stop attackers and are analyzed using similar techniques and with similar rigor.
	

	Logical perimeters include transforms and separation mechanisms at the outer perimeters, access controls, transforms, enclaves, and filters at facilities perimeters, and a range of other technologies closer into the higher valued content.
	

	TOTAL (total and divide by 2)
	


8.4.2.1  World

Rate each issue from 0-10.

	Issue
	Rate

	From the outside world, perimeter mechanisms are oriented toward things that permit the perimeters to be permeated with relative safety. 
	

	Virtual private networks (VPNs) are used to provide encrypted tunnels between non-adjacent areas.
	

	Authentication technologies allow identity to be authenticated to the degree appropriate for the use.
	

	Submit-commit mechanisms are used for high valued transactions to provide physically secured devices to the user (to the desired level of surety) so that any mechanism desired can be used to submit a request but an adequately secured method is used to commit to that use. 
	

	Enterprise rights management is used to pack protective mechanisms with content for low surety levels for use at a distance. They are not trusted for medium or high surety needs and risk aggregation is considered in the risks associated with their use.
	

	Trusted computing bases (TCBs) are used to provide higher assurance at remote locations when appropriate to the situation and surety level.
	

	TOTAL (total and divide by 6)
	


8.4.2.2  Facility

Rate each issue from 0-10.

	Issue
	Rate

	Facility-level protection includes mandatory access controls at the network level.
	

	Facility-level protection includes low-level communications card or processor identification and authentication mechanisms for devices attaching to internal networks and systems.
	

	Facility-level protection includes VPN termination or internal VPN capabilities, 
	

	Facility-level protection includes physically secured logical network separation perimeters such as virtual local area networks (VLANs)
	

	Facility-level protection includes firewalls.
	

	Facility-level protection includes network intrusion and anomaly detection and response systems to detect event sequences with potentially serious negative consequences before they produce consequences exceeding management-defined thresholds.
	

	Facility-level protection includes gateway systems or proxy servers for situations in which protocol-level attacks are to be prevented.
	

	Facility-level protection includes audit mechanisms capable of adequately recording facility-level events to meet all legal, regulatory, and operational needs.
	

	TOTAL (total and divide by 8)
	


8.4.2.3  Data center

Rate each issue from 0-10.

	Issue
	Rate

	Data centers have additional protections both at the physical level in terms of internal areas within facilities, and at the network and logical level in terms of similar protections to those for the facility, but with tighter settings and more restrictions.
	

	Additional protective measures include query limits that limit the syntax and semantics of database queries.
	

	Additional protective measures include separation of duties protections to assure that risk aggregation is limited from a logical perspective within the data centers.
	

	Additional protective measures include redundancy for increased assurance levels against denial of services or single points of failure.
	

	Additional protective measures include identity management systems and interfaces to increase the surety of and specificity of access control decisions.
	

	Additional protective measures include change control mechanisms to increase the surety of software and configurations for systems with higher valued content for utilities or aggregations of lower valued content that form medium or high risks.
	

	Additional protective measures include more extensive testing processes.
	

	TOTAL (total and divide by 7)
	


8.4.2.4  Zones

Rate each issue from 0-10.

	Issue
	Rate

	Zones are used to further separate portions of networks at a logical level both from a standpoint of classification and need to know, as implied by the access control architecture, and from a standpoint of disaggregation of risks, separation of control from data, and other protective requirements associated with functional unit design and risk management requirements.
	

	Zones are implemented with firewalls and other perimeter mechanisms, audit mechanisms, control mechanisms, and separation of audit from control from content.
	

	Network anomaly and intrusion detection and response systems may be used along with filtering technologies such as virus detection and transform technologies such as those identified for content control to augment solutions in some areas but are not relied on as primary protection mechanisms for medium or high risk levels.
	

	Separation of duties are implemented so that different individuals have responsibilities in different zones, and this is considered in evaluating risk aggregation controls.
	

	Change control and testing processes are varied depending on the specific needs of the zones as defined with increased rigor in zones with increased risk.
	

	TOTAL (total and divide by 5)
	


8.4.3  Perimeter summary

Rate each issue from 0-10.

	Issue
	Rate

	Perimeter mechanisms are designed to operate at a boundary and not within that boundary.
	

	Perimeter architecture assumes that it can only limit what will pass the perimeter in what direction at what rate and how long the barrier will withstand what sorts of forces.
	

	Perimeters are designed to either sever attack graphs or increase the time to traverse links of the attack graph depending on the capabilities being used in order to defeat it. 
	

	Perimeters provide as little friction to normal operation as possible.
	

	For high volume perimeters like airport entrances or network perimeters, design facilitates low delay times under high load. 
	

	TOTAL (total and divide by 5)
	


8.4.4  Roll-up

Enter the summary ratings from each area.

	Issue
	Rate

	Perimeters
	

	Physical perimeter architecture
	

	World
	

	Property
	

	Perimeter
	

	Facility
	

	Logical perimeter architecture
	

	World
	

	Facility
	

	Data center
	

	Zones
	

	Perimeter summary
	

	TOTAL (total and divide by 12)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	5
	3
	7
	9.5


8.5  Access process


Rate each issue from 0-10.

	Issue
	Rate

	The access process is designed based on the notion that the utility of the overall information capability of the enterprise depends on the ability to legitimately access the information resources with minimal friction while still assuring the continuing value of the information in light of the hostilities of the environment in which it works.
	

	The access process architecture defines how identified subjects demonstrate their identities through authentication, and how the properly authenticated identified subjects can then use the content through an authorization mechanism.
	

	TOTAL (total and divide by 2)
	


8.5.1  Identification

Rate each issue from 0-10.

	Issue
	Rate

	Identity of people and things, including programs and processes are unique tags that allow individuals to be associated with other properties.
	

	An identification system is used to track identities and associate them with these other properties.
	

	Initialization of identification processes are designed to meet the needs of the clearances and classifications of the identified entities.
	

	For low surety situations, nominal background checks and standard government identities are considered adequate for initial identification.
	

	Clearance processes with background checks and detailed life reviews are invoked for situations in which people have to be identified with higher surety upon entry to a system of identification.
	

	For externally mandated clearance processes, the external mandates for initial identification are used in addition to internal requirements.
	

	Pedigrees for hardware and software are considered in determining suitability for trust in high risk situations.
	

	TOTAL (total and divide by 7)
	


8.5.2  Authentication

Rate each issue from 0-10.

	Issue
	Rate

	Authentication is used to verify the authenticity of identity to a level of surety based on testing that identity against its known properties in the identification system. 
	

	The surety of the authenticity of an identification is tied to the available properties in the identification system and the ability to present and verify those factors as present or absent in the individual in question. 
	

	For higher risk, higher surety is desired, and sequential authentications are used to increase the certainty with which authenticity of an identity is believed.
	

	Different properties have different defined surety levels based on their ability to  withstand different threats more or less successfully. 
	

	The surety of authentication is not trusted beyond the surety of the identification system used to authenticate the properties.
	

	Threat capabilities and intents are considered in evaluating the surety of authentication techniques.
	

	TOTAL (total and divide by 6)
	


8.5.3  Authorization

Rate each issue from 0-10.

	Issue
	Rate

	Subjects are only authorized to uses after the subject's identity has been authenticated to an adequate level for the access decision process to be completed.
	

	Based on a requested use, the identity, and the surety of authentication, use is treated in one or more of a set of pre-defined ways.
	

	TOTAL (total and divide by 2)
	


8.5.4  Use

Rate each issue from 0-10.

	Issue
	Rate

	The whole process as as transparent and automatic to the user relative to the utility associated with that use as feasible for the surety required and the applicable costs constraints.
	

	The effort and surety for simple low-risk operations is minimal.
	

	The effort required to perform the process never exceeds the business value granted by that use.
	

	Authentication allows use of a set of capabilities for a period of time so that a single authenticated identity is authorized for sets of activities which are performed without additional authentication at every step.
	

	The time and set of activities permitted are limited by risk management determined factors.
	

	For high valued transactions, like large financial transfers or setting off explosive devices, additional authentication is warranted and applied.
	

	Additional authentication associated with that high valued transaction is leveraged to allow uninhibited subsequent use for a period of time and to a set of functions where feasible.
	

	Where feasible, use in excess of least privilege is not granted.
	

	Where additional access is granted, risk management approval is required prior to implementation of the system and at periodic intervals over the life cycle of its use.
	

	When additional access is granted, audit mechanisms associated with use are used to provide additional checks on that use and to limit the effects of illicit use.
	

	In all cases, use is audited if the value of the operation exceeds the threshold of risk requiring audit or if there are regulatory or other drivers that mandate auditing of use.
	

	TOTAL (total and divide by 11)
	


8.5.5  Roll-up

	Issue
	Rate

	Access process
	

	Identification
	

	Authentication
	

	Authorization
	

	Use
	

	TOTAL (total and divide by 5)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	5
	3
	7
	9


8.6  Change control and testing

8.6.1  Change control

For each area, indicate Y/N for implementation in low (L), medium (M), and high (H) consequences, and specify the risk management requirement (R) for the level. Count the areas in which compliance is desired for each consequence level and enter into “desired”. Count Yes answers in each column and total in “achieved”. Count Yes answers achieved but not desired with substantial cost in “excessive”. Subtract twice “excessive” from “achieved” and divide by “desired” in each column and multiply by 10 to generate the rating.

	Issue
	R
	L
	M
	H

	Risk management dictates specific change control requirements.
	
	
	
	

	The production environment is only for applications, and is never used for programming tasks.
	
	
	
	

	The only path for program changes to the production environment goes through change control.
	
	
	
	

	Change control can not change anything sent to it from R&D
	
	
	
	

	Change control can only pass information to production that has entered from R&D and can only pass whole components and verification codes such as checksums, and not parts of components.
	
	
	
	

	Only source code is passed to change control.
	
	
	
	

	Binary files are generated from source in the production environment.
	
	
	
	

	Binaries in production are verified against R&D and CC checksums.
	
	
	
	

	Source codes are verified in production against those found in change control and R&D.
	
	
	
	

	Changes may only enter the change control area based on an approved change request with a specific goal.
	
	
	
	

	The actual change is verified by change control to be appropriate to the goal.
	
	
	
	

	No unnecessary program or data changes are permitted.
	
	
	
	

	The operation of the programs and changes and the effects of the change must be both clear and obvious.
	
	
	
	

	Changes must also pass tests on sample data in order to assure that they actually work.
	
	
	
	

	All information interpreted by Turing capable mechanisms goes through change control
	
	
	
	

	Emergency bypasses to change control are rare and audited in detail immediately after the change.
	
	
	
	

	Emergency bypasses to change control always involve a change that has been previously tested.
	
	
	
	

	Change control retains regression information to allow previous versions to be reasserted in case changes cause problems.
	
	
	
	

	The change mechanism operates through the control plane and is independent of the data stream
	
	
	
	

	All change control actions are audited and audits review these changes for correctness against all criteria.
	
	
	
	

	Regression testing is undertaken in R&D and all regression detected faults are fixed before sending code to change control.
	
	
	
	

	Regression testing is done in change control to verify regression testing in R&D.
	
	
	
	

	
	
	
	
	

	Desired total for each risk level
	
	
	
	

	Achieved total for each risk level
	
	
	
	

	Excessive total for each risk level
	
	
	
	

	RATING: ((Achieved – (2*Excessive)) / Desired) * 10
	
	
	
	


8.6.2  Change control overall

Rate each area from 0 to 10. Add the ratings and divide by 9 to generate a total.

	Area
	Rate

	Changes to production systems are throughly tested.
	

	Changes to production systems are verified to meet the need.
	

	Changes to production systems are verified to contain no unnecessary or inappropriate hardware or software.
	

	Changes to production systems are verified to work properly on test data.
	

	Changes to production systems can be reverted to previous states in a timely fashion.
	

	Changes to production systems are verified to operate properly under emergency conditions.
	

	Verification and testing processes involve administrative and technical approval.
	

	A tracking process is used to verify that change control operates correctly.
	

	Disaster recovery and business continuity planning programs use change control at the level of surety of the systems they cover.
	

	TOTAL (add ratings and divide by 9 for a total)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	5
	6
	8
	10


8.6.3  Testing

Rate each issue from 0 to 10 and sum the ratings and divide by 21 for a total.

	Area
	Issue
	Rate

	Fault models
	Basic phenomenological models of faults that occur and how they are manifested to the observer are used.
	

	
	These fault models are validated by empirical evidence.
	

	
	These fault models are used as a basis for measurements in the protection testing process.
	

	Coverage
	Coverage is used to measure protection testing efforts.
	

	
	Coverage levels are defined as objectives of protection testing.
	

	
	100% coverage is required for all fault models in high surety systems.
	

	
	100% coverage is required for non-accepted or transferred fault models in medium surety systems.
	

	Regression
	Testing against all known historical weaknesses is used before changes are sent to change control.
	

	
	Testing against all known historical weaknesses is verified as part of change control.
	

	
	Failure to pass regression tests in change control is reflected in personnel action against the author of the change.
	

	Periodic
	Periodic testing of all non-high risk systems is undertaken. 
	

	
	Periods between testing are based on risk levels.
	

	
	Risk management dictates testing periodicity.
	

	
	Test periods reflect change rates and system complexity.
	

	
	Periodic testing of high-risk test systems is undertaken.
	

	Change
	Testing is required for medium and high risk systems undergoing any hardware or software changes. 
	

	
	Testing integrates with the enterprise change management system.
	

	Blind
	Conditions for blind testing are defined and applied uniformly.
	

	
	Proper controls over blind testing and responses are in place.
	

	Planned
	Planned tests have well defined performance requirements and circumstances.
	

	
	Disaster recovery and business continuity planning programs are tested thoroughly at least yearly.
	

	TOTAL
	Add ratings and divide by 21 for a total
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.5
	5
	6
	8
	10


	Risk
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low
	0
	5
	5
	7
	10

	Medium
	1
	5
	6
	8
	10

	High
	1
	5
	6
	8
	10


9  Technical security architecture

9.1  Context

9.1.1  Time

Rate each item from 0 to 10, sum, and divide by 5 for an overall rating.

	Item
	Rate

	Time zones associated with actions are tracked and logged.
	

	The time within context, or universal coordinated time (UTC)  is used internally in system clocks, applications, and audit systems.
	

	Time relative to context is used when important to mission.
	

	Error types and magnitudes are tracked and where feasible accurate times are generated by atomic clocks, radio-based time synchronization, or network time protocol as appropriate.
	

	Differential time is used in synchronization and differential limits are tracked when critical to operations.
	

	Sum rates and divide by 5
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2.5
	5
	5
	7
	10


9.1.2  Location

Rate each item from 0 to 10. Add ratings and divide by 14 for an overall rating.

	Item
	Rate

	Network location determines large-scale controls. 
	

	Zoning policies are used to create the large-scale topology of protection architecture.
	

	Addresses combined with related controls are used to differentiate systems and uses.
	

	Lines associated with telephone systems, terminal connectors, and direct or switched communications systems are used to indicate location and this location is then used to determine controls.
	

	Special phone numbers are used for special functions such as access to maintenance functions, and are restricted to connections from select remote telephone numbers.
	

	Global Positioning System (GPS) locations are used to provide location information that can be correlated with other information to provide functions ranging from routing to assistance calls. 
	

	GPS is used to limit access and to provide location-based authentication. 
	

	Location is correlated with time for travel rates and to associate physical and logical access.
	

	Physical locations are associated with devices and protective barriers and are used as a basis for allowing or denying access. 
	

	Known physical locations have known protective conditions that allow extraordinary access based on facilities protection, personnel characteristics, and so forth.
	

	Local access to consoles is used to grant maintenance access.
	

	Logical location codifies a set of conditions associated with a device or operating environment that is used to associate a level of trust. 
	

	Proxy servers or similar mechanisms provide a local presence that is used to gain access associated with a location that may differ from the actual location of the individual performing the process.
	

	Location changes are used to detect exception conditions based on physical impossibility.
	

	Location information is retained in audit records.
	

	Add rates and divide by 15 to get the rating
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	3
	3
	5
	7


9.1.3  Purpose

Rate each item from 0 to 10. Add ratings and divide by 11 for an overall rating.

	Item
	Rate

	Authority is used as a basis for authorization through an ownership process.
	

	Context is used as a basis for use.
	

	Applicability of an action to a purpose is the basis for allowing use.
	

	Risk associated with access is used as a reason for denying use. 
	

	Utility is balanced with risk as a basis for use.
	

	Access is refused by default for medium and high risk systems.
	

	A rationale that makes sense to the owner of the content is used as the basis for use.
	

	Human judgments over classes of uses and applications authorized for those uses is used by owners.
	

	Rationale for use is a logical argument balancing risks against benefits.
	

	Explanation is used to provide additional details to the decision-maker. 
	

	Validity of explanations, rational, and basis are subject to external inspection and audit.
	

	Add ratings and divide by 11 for an overall rating.
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	3
	5
	6
	8
	10


9.1.4  Identity

	
	Issue
	Rate

	Name
	Names are uniquely associated with all of the identified items of interest, whether they be individuals or things.
	

	Type
	Types are associated with identity information. There are people, things, and subtypes associated with them.
	

	Properties
	Properties include linkage to roles and rules, locations, times, capabilities to authenticate, biometric properties, and other properties associated those identities.
	

	Basis
	Basis for identity is used as a surety metric.
	

	Surety
	The extent to which an identity has been authenticated is used as a basis to determine authorization.
	

	Rating
	Total (sum ratings / 5)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	7
	7
	9
	10


9.1.5  Behavior

	Item
	Rate

	Actions are tracked in behavioral modeling and analysis systems and are used to make protection decisions. 
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	1
	3
	7
	10


9.1.6  Method

	Item
	Rate

	Hardware is preferred to software for higher surety systems.
	

	Software is preferred for flexibility and cost in low surety systems.
	

	Route controls are designed to use the path from place to place to increase the level of certainty that content is what it is considered to be.
	

	Means are considered in determining assurance levels.
	

	Transforms seal information and are used to prove to those that can verify the seal or unseal the information that the creator had the transform.
	

	Protocols are used to differentiate request types.
	

	Packet or Line are used to differentiate how content arrives or is sent and these are controlled to limit paths.
	

	Physicality is used in certain interfaces, such as the console interfaces, to differentiate actions that are allowed. 
	

	Voice, Data, and Video paths are differentiated so that certain functions can only be performed over certain types of interfaces or with certain types of content.
	

	Total rates and divide by 8
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	4
	5
	7
	10


9.1.7  Roll-up

Enter ratings from each area in the ratings column. Determine the level achieved based on ratings by selecting the highest answer less than or equal to the rating.

	Area
	Rating
	Level
	S
	D
	T
	E
	B

	Time
	
	
	2.5
	5
	5
	7
	10

	Location
	
	
	2
	3
	3
	5
	7

	Purpose
	
	
	3
	5
	6
	8
	10

	Identity
	
	
	1
	7
	7
	9
	10

	Behavior
	
	
	0
	1
	3
	7
	10

	Method
	
	
	2
	4
	5
	7
	10

	Total / 6
	
	
	1.75
	4.1
	4.8
	7.1
	9.5


Failure to meet due diligence in any area means that overall rating is not diligent. 

9.2  Life cycles

9.2.1  Business

9.2.1.1  Formation

	Item
	Rate

	Business formation processes take into account information protection issues.
	

	Enter rating.
	


9.2.1.2  Funding

	Item
	Rate

	Financial information associated with funding processes is protected by confidentiality agreements.
	

	Information provided to funders is under non-disclosure and is limited to information that is appropriate to the need.
	

	Funding requirements include information protection issues and risks associated with information protection failures.
	

	Add ratings and divide by 3 for an overall rating.
	


9.2.1.3  Operation

	Item
	Rate

	Operations issues are covered elsewhere.
	


9.2.1.4  IPOs

	Item
	Rate

	Initial public offering (IPO) legal and regulatory requirements for information protection are met before IPOs are made.
	

	Enter rating
	


9.2.1.5  Joint ventures

	Item
	Rate

	Joint ventures and similar business arrangements use special protective measures for technical interconnects.
	

	Joint venture implementations prevent revelations that  might violate restraint of trade requirements.
	

	Joint venture implementations prevent leaks of competitive information.
	

	Joint venture implementations prevent corruption of one enterprise by the other through the joint venture.
	

	Joint venture implementations allow participants to reach back into their respective infrastructures to efficiently and effectively work together.
	

	Add ratings and divide by 5 for an overall rating.
	


9.2.1.6  Mergers and acquisitions

	Item
	Rate

	Merger or acquisition due diligence processes take into account the security issues in combined technology components, capabilities, and systems, mixing of staff, and exchanges of content previously controlled by different information protection programs.
	

	Firewalls are created between entities to allow cooperation while the protection infrastructures are reconciled. 
	

	Classification systems, clearances, and need-to-know are reconciled in order to regain proper controls.
	

	Interdependency analysis, risk aggregation, and business continuity and disaster recovery plans are reconciled.
	

	Disgruntled and laid off employees are adequately taken care of within this process.
	

	Add ratings and divide by 5 for an overall rating.
	


9.2.1.7  Divestiture

	Item
	Rate

	Divestiture role changes are analyzed for the split to assure appropriate levels of membership in necessary roles in both remaining entities.
	

	CISO organizations are still properly constituted after the split for each entity.
	

	Disgruntled and laid off employees are adequately taken care of within this process.
	

	Add ratings and divide by 3 for an overall rating.
	


9.2.1.8  Bankruptcy

	Item
	Rate

	Private information protected by law is properly stored or disposed of according to the legal requirements for that sort of data during a terminal bankruptcy.
	

	Proprietary materials from third parties like trade secrets and copyrights are protected.
	

	Classified or similarly controlled information is properly handled regardless of the business status of the entity.
	

	Life cycle issues are properly managed during bankruptcy.
	

	Add ratings and divide by 4 for an overall rating.
	


9.2.1.9  Dissolution

	Item
	Rate

	Data, system, and people life cycles are properly managed in dissolution.
	

	Enter rating.
	


9.2.1.10  Roll-up

	Area
	Rate

	Formation
	

	Funding
	

	Operation
	

	IPOs
	

	Joint ventures
	

	Mergers and acquisitions
	

	Divestiture
	

	Bankruptcy
	

	Dissolution
	

	Total all ratings and divide by 8
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	5
	5
	7
	9


9.2.2  People

9.2.2.1  Conception

	Item
	Rate

	Health care programs properly reflect status of the mother in order to assure that medical care and job assignments are proper for the status of the individual. 
	

	Information systems handling this information are protected from disclosure or corruption while still being reflected in the use control processes.
	

	Total all ratings and divide by 2
	


9.2.2.2  Pregnancy

	Item
	Rate

	Pregnancy-related use restrictions and changes in behavioral patterns of individuals are tracked in behavioral models. 
	

	
	

	
	

	
	


9.2.2.3  Birth

	Item
	Rate

	Birth creates new identities within enterprise systems, for example, associated with health care programs and in similar areas.
	

	These identities have different status than others within the enterprise records and are protected appropriately.
	

	Total all ratings and divide by 2
	


9.2.2.4  Education

	Item
	Rate

	Education qualifications of employees for different positions are tracked and protected from disclosure and corruption.  
	

	For children of employees, school, day care, health, and related records including emergency contact information is properly protected.
	

	Special protection requirements associated with information about minors are met.
	

	Total all ratings and divide by 3
	


9.2.2.5  Marriage

	Item
	Rate

	Marriage and related name and status changes are properly handled in identity records systems
	

	Historic association is maintained in order to assure separation of duties and other similar implications are taken care of properly.
	

	Marriage changes behaviors, and the protection system compensates for these changes.
	

	Marriage-related status and contact information is properly protected by information systems so as to protect the privacy of the spouse and family.
	

	Total all ratings and divide by 4
	


9.2.2.6  Divorce

	Item
	Rate

	Divorce-related name changes, tracking processes, status changes, benefits changes, and other information is properly tracked.
	

	Divorce produced behavioral changes are properly handled in detection and response systems. 
	

	Divorce triggers life stability review for people in select sensitive positions.
	

	Separation of duties is implemented across name changes.
	

	Protective orders and other related separation of information associated with divorce are properly undertaken.
	

	Total all ratings and divide by 5
	


9.2.2.7  Training

	Item
	Rate

	Training and training records are properly maintained and applied to protection program operations and qualifications.
	

	Individuals are decertified after inadequate training in time frames are met and use controls properly implement this.
	

	Total all ratings and divide by 2
	


9.2.2.8  Hiring

	Item
	Rate

	Hiring processes involve background checks, verification of resume facts, and checking of references. 
	

	For sensitive positions, more in-depth checks are required, and in the information protection program, such checks are made part of the personnel reliability program.
	

	Hiring process requirements for initial security awareness and training are fulfilled and documented.
	

	Creation of new enterprise identity information, association of roles with individuals, and other similar processes associated with granting access to enterprise systems are done at hiring.
	

	Initiation of behavior and life cycle tracking processes are done at hiring.
	

	Total all ratings and divide by 5
	


9.2.2.9  Promotion

	Item
	Rate

	The training and awareness program includes new security-related duties in the promotion process.
	

	Security-related performance is part and parcel of promotion processes.
	

	Promotion resulting in changes in authorized access is reflected in role changes and access to systems, facilities, and information.  
	

	Behavioral changes associated with the new position are reflected in detection profiles.
	

	Promotion processes properly handle (1) hand-off of content and capabilities to replacements and (2) data and audit retention.
	

	Total all ratings and divide by 5
	


9.2.2.10  Demotion

	Item
	Rate

	Demotion processes properly handle disgruntled employees.  
	

	Behavioral changes are watched and recalibration for new roles and responsibilities is done.
	

	Role and access changes happen during the meeting when the employee is notified of the change.
	

	Demotion processes properly handle hand-off of content and capabilities to replacements.
	

	Total all ratings and divide by 4
	


9.2.2.11  Suspension

	Item
	Rate

	Suspension processes properly handle suspension of many but not all information technology privileges for the period of the suspension.
	

	Suspension processes properly handle issues of disgruntled employees.
	

	Behavioral changes are watched and recalibration for suspension restrictions, roles, and responsibilities is done.
	

	The process for hand-off of content and capabilities to replacements operates properly.
	

	Total all ratings and divide by 3
	


9.2.2.12  Vacation

	Item
	Rate

	Vacation leads to temporary suspension of information technology privileges for the period of the vacation.
	

	Short-term changes in employee behavior upon return are properly calibrated in behavior detection systems.
	

	For long vacations, training and awareness levels are checked upon return.
	

	For long vacations, there is a process for hand-off of content and capabilities to replacements as appropriate.
	

	Total all ratings and divide by 3
	


9.2.2.13  Illness

	Item
	Rate

	Illnesses severe enough to produce days away generate changes in information system access for the period of the illness similar to changes for vacations or leaves.
	

	Total all ratings and divide by 3
	


9.2.2.14  Leaves

	Item
	Rate

	Leaves result in temporary suspension of some but not all information system access.
	

	Upon return from a leave, training and awareness is undertaken to catch the individual up to the current situation. 
	

	Extended leaves require a process for hand-off of content and capabilities to replacements as appropriate and return of the hand-offs upon return.
	

	Short-term changes in employee behavior upon return are properly calibrated in behavior detection systems.
	

	Total all ratings and divide by 3
	


9.2.2.15  Job changes

	Item
	Rate

	Job changes produce changed roles, account suspensions or terminations, and new account creations as appropriate.
	

	Changes in employee behavior are reflected in recalibration of detection systems.
	

	A process exists for hand-off of content and capabilities to replacements as appropriate.
	

	Total all ratings and divide by 3
	


9.2.2.16  Moves

	Item
	Rate

	Moves involving home address changes or changes in workplace or office number lead to changes in access controls associated with network connections, and other similar changes within systems and tracking. 
	

	Updates to historic records to reflect these changes are made to assure that mail gets redirected.
	

	Movement of content and systems from place to place includes proper physical protection during the move.
	

	Inventory processes are undertaken before and after moves to assure that lost items of value are identified and that loss is prevented where possible.
	

	Move-related end-of-life processes for stored data are properly handled.
	

	Total all ratings and divide by 5
	


9.2.2.17  Resignations

	Item
	Rate

	Resignation circumstances that dictate special precautions are properly handled.
	

	Theft of proprietary information between the notice and the termination of duties is tightly examined.
	

	As soon as resignation is notified, information protection actions are taken to protect against actions of the lame duck employee.
	

	Sensitive access is removed or closely watched for the duration of employment.
	

	Forensic imaging of the worker's systems is immediately undertaken as of notice of resignation.
	

	Transfer of content and knowledge is undertaken during the transition period with content immediately secured upon notice of resignation.
	

	Protections associated with disgruntled employees are undertaken immediately upon notice of resignation.
	

	Behavioral changes are calibrated for resignation behaviors.
	

	A standard resignation process is in place to manage this process properly.
	

	Total all ratings and divide by 9
	


9.2.2.18  Terminations

	Item
	Rate

	Termination involves a formal meeting in which the employee is first notified of the termination.
	

	During the termination meeting systems access is suspended or terminated, all equipment and access devices are gathered, and proper forms are signed to acknowledge termination requirements and reaffirm employee agreements.
	

	Information Technology preserves data associated with the individual at this time and verifies administrative access.
	

	The employee is escorted from the moment of the start of the termination meeting until they leave the premises.
	

	Cleaning out of their desk is supervised by an adequately knowledgeable person to assure that only authorized materials are removed.
	

	Home and remote access are terminated and any equipment or other materials in the workers home or elsewhere is gathered as part of the termination process.
	

	The last paycheck is withheld, where legally allowable, until extant material like badges and equipment are returned in good condition.
	

	Behavioral detection is tuned to identify any access attempts associated with the terminated employee.
	

	Disgruntled employee protection is applied.
	

	Behavioral detection is tuned to identify potential abuse by relatives and friends of the terminated worker related to the termination.
	

	This process is defined and consistently applied at all levels.
	

	Total all ratings and divide by 11
	


9.2.2.19  Retirement

	Item
	Rate

	Retirement is treated like a resignation from an information protection standpoint.
	

	Enter the rating
	


9.2.2.20  Death

	Item
	Rate

	Death of a worker is processed similar to a termination except that the employee is unavailable for participation in the process.
	

	A death in the worker's family triggers recalibration of  behavioral detection systems.
	

	Total all ratings and divide by 2
	


9.2.2.21  Legacy

	Item
	Rate

	Records are retained for time periods dictated by legal requirements.
	

	Where no other requirements are identified, records are retained for 7 years.
	

	Content is reassigned to those who take over the workload. 
	

	Identity information associated with the individual remains associated with their identity and data life cycle processes properly associate identity with legacy information. 
	

	Retirement funds and other similar financial or health-related information continue to be handled properly.
	

	Total all ratings and divide by 5
	


9.2.2.22  Disgruntled employees

	Item
	Rate

	Disgruntled employees are identified systematically
	

	Employees who complain about things openly are identified as less of a threat than those who keep silent about disgruntlement or show signs of festering resentment and those who are abusively disgruntled
	

	For cases of under performers, disgruntled employees are terminated
	

	For outstanding employees who openly complain about specific issues efforts are made to enhance job satisfaction and resolve those situations
	

	If enhanced job satisfaction is not achieved or performance does not justify additional effort, disgruntled employees are terminated
	

	Normal termination procedures are used for disgruntled employees
	

	Total all ratings and divide by 6
	


9.2.2.23  Roll-up

	Item
	Rate

	Conception
	

	Pregnancy
	

	Birth
	

	Education
	

	Marriage
	

	Divorce
	

	Training
	

	Hiring
	

	Promotion
	

	Demotion
	

	Suspension
	

	Vacation
	

	Illness
	

	Leaves
	

	Job changes
	

	Moves
	

	Resignations
	

	Terminations
	

	Retirement
	

	Death
	

	Legacy
	

	Disgruntled employees
	

	Total ratings divided by 22
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	7
	8
	9
	10


9.2.3  Systems

Rate each item from 0 to 10 then sum the ratings to generate an overall rating.

9.2.3.1  Conception

	Item
	Rate

	The protection concepts associated with systems are an integral part of their conception.
	

	Enter rating here
	


9.2.3.2  Design

	Item
	Rate

	Design integrates information protection issues as basic design goals and requirements. 
	

	Designers consider all of the life cycle areas and requirements for integrity, availability, confidentiality, use control, and accountability.
	

	Designers have adequate expertise to make reasonably good design decisions with regard to protection issues.
	

	Design teams have adequate background and education in these specialty areas to be effective at protection design.
	

	Designs embrace integration into the enterprise protection architecture.
	

	Total all ratings and divide by 5
	


9.2.3.3  Engineering

	Item
	Rate

	Engineering practices embody protection practices.
	

	Engineering teams include individuals with extensive protection engineering experience.
	

	Engineering measures itself against the CMM-SEC criteria and achieves the enterprise-specified level of maturity.
	

	Total all ratings and divide by 3
	


9.2.3.4  Implementation

	Item
	Rate

	Implementation goes through a well-defined process that integrated protection issues at all levels.
	

	Procurement includes provisions for protection to prevent the introduction of Trojan horses into procured elements of high risk systems.
	

	Design and code reviews integrate security reviews.
	

	Protection testing and change control processes are integrated into implementation of all medium and high risk systems.
	

	Implementation integrates system audit with enterprise audit and enterprise control into system control. 
	

	Integration of intrusion detection and response systems, identity management, zoning, and other protections into systems happens in implementation prior to acceptance.
	

	Total all ratings and divide by 6
	


9.2.3.5  Operation

	Item
	Rate

	Operation of systems involves all of the enterprise protection processes and produces meaningful metrics.
	

	Operation generates audit trails, acts properly on control signals, fails in a safe mode for the rest of its environment, and remains within control constraints at all times.
	

	Operation is at the surety level suitable to the risk levels of the systems and their content.
	

	Total all ratings and divide by 3
	


9.2.3.6  Maintenance

	Item
	Rate

	Maintenance processes have special protective modes and controls.
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


9.2.3.7  Disasters

	Item
	Rate

	Overall business function is able to survive all disasters that leave most of its potential business operating.
	

	Adequate redundancy is available for every critical business function outside of the maximum radius of effect of mitigated threats and consequences.
	

	Redundancy in capabilities and diversity of locations is adequate for the worst case planned disasters.
	

	In risk management terms, overall protection objectives are met even when physical disasters grant unusual physical access. 
	

	A well-defined and properly operated disaster recovery program is in place, regularly tested, and effective.
	

	Total all ratings and divide by 5
	


9.2.3.8  Recovery

	Item
	Rate

	Recovery processes have the ability to restore business operations in a timely fashion after a disaster.
	

	
	

	
	

	
	

	
	


9.2.3.9  Upgrades

	Item
	Rate

	For medium and high valued systems, change control processes are required for all upgrades.
	

	Testing covers operation over a period of time under benign and malicious circumstances.
	

	Malicious upgrades are mitigated by verifying the source and integrity of the upgrade as part of change control.
	

	Change control over systems changes that are not able to be done in a sound manner are based on formal risk acceptance.
	

	As the value of the system increases, acceptance of risks from upgrades is made harder and harder.
	

	Total all ratings and divide by 5
	


9.2.3.10  Transformations

	Item
	Rate

	Transformations of systems from function to function are planned to assure ongoing protection effectiveness. 
	

	Enter rating here
	


9.2.3.11  Consolidation

	Item
	Rate

	Consolidation of systems to join functions only happens after risk management approves the aggregation of risks involved.
	

	
	

	
	


9.2.3.12  Obsolescence

	Item
	Rate

	As systems enter obsolescence changes in utility of the system and its criticality result in a properly controlled  reduction in risk and surety.
	

	Enter the rating here
	


9.2.3.13  End-of-life

	Item
	Rate

	As systems are decommissioned care is taken to assure that they are no longer needed.
	

	Systems are operated for at least one full business cycle of every critical function before shut down.
	

	Residual data confidentiality is protected by destruction or ongoing protection.
	

	After system shut down, audit trails and accountability requirements are met until all value is certified as gone. 
	

	Formal processes are used for system end-of-life.
	

	Total all ratings and divide by 5
	


9.2.3.14  Reconstitution

	Item
	Rate

	Reconstitution of systems after the end of their life cycle must meet all of the protection requirements  associated with system creation.
	

	Reviews for changes between shut down and reconstitution are required.
	

	After reconstitution, normal processes associated with end-of-life must be redone when the system is again decommissioned.
	

	Total all ratings and divide by 3
	


9.2.3.15  Resale

	Item
	Rate

	Resale of systems after decommissioning requires verification of the decommissioning process and residual data destruction and retention.
	

	Enter the rating from above
	


9.2.3.16  Destruction

	Item
	Rate

	Systems are destroyed when component junk value  exceeds system resale value or when destruction is less expensive than secure alternatives. 
	

	End of life processes assure that residual value is appropriate and destruction may proceed following all applicable laws and regulations associated with environmental and health standards.
	

	Parts with hazardous chemicals, such as PCBs, are handled so as to properly deal with downstream liability.
	

	Special processes are used for accidental or maliciously destroyed systems to assure that value of content and audits are retained and leakage is properly controlled. 
	

	Total all ratings and divide by 4
	


9.2.3.17  Recycling

	Item
	Rate

	Recycling of components and materials takes into account risk management requirements.
	

	Enter the rating from above here
	


9.2.3.18  Roll-up

	Area
	Rate

	Conception
	

	Design
	

	Engineering
	

	Implementation
	

	Operation
	

	Maintenance
	

	Disasters
	

	Recovery
	

	Upgrades
	

	Transformations
	

	Consolidation
	

	Obsolescence
	

	End-of-life
	

	Reconstitution
	

	Resale
	

	Destruction
	

	Recycling
	

	Total ratings and divide by 17
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	7
	7
	8
	10


9.2.4  Data

Rate each issue from 0 to 10 for low, medium, and high surety systems.

9.2.4.1  Inception

	Item
	L
	M
	H

	Limitations on cognitive input capacity are taken into account when attributing security properties to inputs.
	
	
	

	Enter rating from above
	
	
	


9.2.4.2  Observation

	Item
	L
	M
	H

	Sensor and interpretation capabilities and limits are considered when attributing security properties to inputs.
	
	
	

	Source and path of observation are considered in associating properties with observations.
	
	
	

	Total ratings and divide by 2
	
	
	


9.2.4.3  Entry

	Item
	L
	M
	H

	Entry errors and limitations are considered in associating properties with observations.
	
	
	

	Enter rating from above
	
	
	


9.2.4.4  Validation

	Item
	L
	M
	H

	Validation processes are used to check for proper syntax, limits, and internal consistency of inputs. 
	
	
	

	Syntax checks are used to validate inputs so that no illegitimate or invalid input for the application in context is accepted.
	
	
	

	Validation includes limits on length, value, symbols and symbol sequences, and all of these in the context of program state.
	
	
	

	Limits are used to prevent excesses based on policies or design.
	
	
	

	Inputs with redundancy, such as the entry of a postal code and state in a form are checked for consistency at input.
	
	
	

	Total ratings and divide by 5
	
	
	


9.2.4.5  Verification

	Item
	L
	M
	H

	Verification is used to confirm or refute data values. 
	
	
	

	Verification uses a separate and different method of confirmation than the original source and process.
	
	
	

	The level of verification depends on costs associated with verification and risks associated with the use of unverified data through the risk management process.
	
	
	

	Total ratings and divide by 3
	
	
	


9.2.4.6  Attribution

	Item
	L
	M
	H

	Attribution associates the physical input channel to  the data.
	
	
	

	Attribution associates data with the system or hardware device that provided it.
	
	
	

	Attribution associates data with its human source and the individual responsible for its entry.
	
	
	

	Attribution associates the organization behind data with that data.
	
	
	

	Attribution is associated with a level of trust.
	
	
	

	Total ratings and divide by 5
	
	
	


9.2.4.7  Fusion

	Item
	L
	M
	H

	Tracking of fused data to reflect aggregation effects is used to assure that the security architecture is properly implemented in fused content.
	
	
	

	Tracking of identities and attributes associated with fused data is done.
	
	
	

	Total ratings and divide by 2
	
	
	


9.2.4.8  Separation

	Item
	L
	M
	H

	Separation requirements associated with data are generated through the risk management process. 
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


9.2.4.9  Analysis

	Item
	L
	M
	H

	Analysis of data is verified to produce meaningful content for the application.
	
	
	

	Error, error propagation, and sensitivity analysis are used to limit business consequences of errors.
	
	
	

	Total ratings and divide by 2
	
	
	


9.2.4.10  Transforms

	Item
	L
	M
	H

	Integrity of standardized transforms is verified before being made available for  use.
	
	
	

	Enter rating from above
	
	
	


9.2.4.11  Transmission, Storage, and Use

	Item
	L
	M
	H

	Transmission is generally associated with the data in motion state as described elsewhere. 
	
	
	

	Storage is generally associated with the data at rest state which is described elsewhere.
	
	
	

	Use of data is generally associated with the data in use state described elsewhere.
	
	
	

	Total ratings and divide by 3
	
	
	


9.2.4.12  Presentation

	Item
	L
	M
	H

	Presentation of data accurately represent the intents of the application.
	
	
	

	Enter rating from above
	
	
	


9.2.4.13  Modification

	Item
	L
	M
	H

	Accidental modification of data is covered by statistically verifiable controls such as redundancy and fault tolerance.
	
	
	

	Intentional and appropriate modification is properly handled and assured to the risk levels involved.
	
	
	

	Malicious modification of data is mitigated by cryptographic checksums or other redundancy for detection where risks are medium or high.
	
	
	

	Malicious modification of data is prevented by access controls.
	
	
	

	Total ratings and divide by 4
	
	
	


9.2.4.14  Loss

	Item
	L
	M
	H

	Redundancy to the risk management specified level protects against loss of utility.
	
	
	

	Encryption or prevention from physical access even when in possession of the data's container is used to mitigate against data loss.
	
	
	

	Total ratings and divide by 2
	
	
	


9.2.4.15  Recovery

	Item
	L
	M
	H

	Data with substantial value is backed up or otherwise kept, sent, or created redundantly.
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


9.2.4.16  Reconstruction

	Item
	L
	M
	H

	Reconstruction of data is used if fragments exist at different places, or if the original values can be derived from data values associated with or derived from them.
	
	
	

	Enter rating from above
	
	
	


9.2.4.17  Backup

	Item
	L
	M
	H

	Backup is a fundamental process used to assure availability over time.
	
	
	

	Different sorts of backup are used based on timeliness, redundancy, transportation, quantity, and duration issues.
	
	
	

	For data that has to be restored from backups in near real time, duplicate (hot standby) systems are used.
	
	
	

	For data that has to be highly redundant, the redundancy requirement leads to the number of copies and their diversity in space and media.
	
	
	

	For data in large quantity or that has to be at distant locations in some time frame, media and bandwidth are determined to meet the need.
	
	
	

	For backups required to last different amounts of time, different storage media and processes are used.
	
	
	

	For typical data, typical backup regimens include daily incremental backup of changed data kept for one week, weekly incremental or full backups of all data kept for a month, monthly full backups kept for a year, and annual full backups kept indefinitely or retained for the legally mandated duration for business records. 
	
	
	

	Backups are tested by restoration on a regular basis to assure viability.
	
	
	

	Backups are protected to the same surety as systems they back up.
	
	
	

	Total ratings and divide by 10
	
	
	


9.2.4.18  Restoration

	Item
	L
	M
	H

	Restoration from backups is tuned to the backup process.
	
	
	

	Restoration process is tuned to media and timeliness requirements.
	
	
	

	Total ratings and divide by 2
	
	
	


9.2.4.19  Destruction

	Item
	L
	M
	H

	Destruction of data is tuned to the media and surety requirement.
	
	
	

	For digital data stored on disk or tape, deletion of files is used only for low risk situations. 
	
	
	

	Secure deletion based on multiple pattern-based overwrites is used in cases where medium or high grade threats are active. 
	
	
	

	Electromagnetic erasure with high Oersted field generators is used for medium risk situations.
	
	
	

	Physical destruction of disks is used only for high risk levels.
	
	
	

	Physical destruction of the media and its contents by burning at high temperatures for a long enough time or boiling in acid of the proper type for a long enough time is used for high risk data on digital storage.
	
	
	

	Strip shredders are never used for paper destruction. 
	
	
	

	Cross-cut shredders at a few square millimeter shred sizes are used for typical printouts. 
	
	
	

	Sensitive and non-sensitive data are joined together in shred bins to increase volumes.
	
	
	

	Shredding is done by the individual at the point of disposal.
	
	
	

	Disposal for medium and high risk paper-based data uses cross-cut shredding of the proper size, then uses burning or pulping with a recycling process under physical control of trusted cleared personnel.
	
	
	

	For CD-ROMs and Fiche with high valued data, destruction is done by burning or emulsifying with acid.  
	
	
	

	For rapid initial destruction of CD-ROM data, a microwave oven or shredder is used prior to the normal disposal process under proper health and safety protections.
	
	
	

	Total ratings and divide by 13
	
	
	


9.2.4.20  Roll-up

	Item
	L
	M
	H

	Inception
	
	
	

	Observation
	
	
	

	Entry
	
	
	

	Validation
	
	
	

	Verification
	
	
	

	Attribution
	
	
	

	Fusion
	
	
	

	Separation
	
	
	

	Analysis
	
	
	

	Transforms
	
	
	

	Transmission
	
	
	

	Storage
	
	
	

	Use
	
	
	

	Presentation
	
	
	

	Modification
	
	
	

	Loss
	
	
	

	Recovery
	
	
	

	Reconstitution
	
	
	

	Backup
	
	
	

	Restoration
	
	
	

	Destruction
	
	
	

	Sum columns and divide by 21
	
	
	


	Risk
	Startup
	Diligence
	Typical
	Excellent
	Best

	Low
	0
	2
	2
	2
	2

	Medium
	1
	4
	4
	6
	7

	High
	2
	8
	4
	6
	9


9.3  Data states

9.3.1  At rest

	Item
	Rate

	Physical security measures associated with the storage location act as a significant part of the protection afforded to that data.
	

	Tapes are disconnected from any computing device and only come in contact with those devices when passing by the tape head that reads or writes them.
	

	Tapes are manipulated using robotic devices to move them between large storage areas and tape readers and writers. Those readers and writers are most often disconnected from the computers that use them and they are accessed at a distance over internal cabling.
	

	Tapes are large enough that they have to be concealed with something else that is noticeable in order to be removed
	

	Tapes have bar codes or other similar markings to allow them to be identified and tracked, and are stored within hardened data centers or other similar areas.
	

	Tapes are missed in periods of hours to days when illicitly removed.
	

	Tapes are read every few years in order to be refreshed,
	

	Tapes are kept in climate controlled environments at all times.
	

	Alarms identify environmental changes with enough time to mitigate harm to tapes.
	

	Disks are kept within cases inside systems
	

	Physical access to disks is time rated.
	

	Disks are replaced every 3-5 years if they have not failed.
	

	Old disks are destroyed instead of being resold.
	

	Paper storage is controlled, marked, tracked, and accounted for.
	

	Duplicates of important paper records are kept either in paper form or in electronic scanned form.
	

	Duplication machines are controlled so that important records cannot be FAXed, duplicated, or otherwise taken easily without proper authorization.
	

	The control scheme classifies paper records and restricts access to authorized users with appropriate clearances.
	

	Physical security measures assure that paper records are protected to a level commensurate with the risks of access.
	

	Paper records containing financial information, health related information or other information controlled by regulatory or contractual requirements are protected commensurate with those requirements.
	

	Fiche is protected similarly to paper records except that more information is contained per unit of space and susceptibility to different environmental conditions dictates different risk analysis values.
	

	Inventories of fiche and paper track them throughout their life cycles.
	

	Disposal and destruction of fiche and paper records are handled commensurate with their value.
	

	Portable digital media is not used for high valued information.
	

	Systems containing high-valued information do not have usable interfaces to removable storage media.
	

	Media-specific processes are used to assure operation over long times
	

	Legal requirements for data retention associated with business records and the requirements associated with data retention policy are implemented for all stored data.
	

	Protection of data at rest is facilitated by operating system access controls.
	

	Availability is assured by redundancy with redundant disk storage as a local solution.
	

	Availability is assured by redundancy with distributed backups, checkpoints, and transaction records as a solution for transaction systems, databases, and file systems that support this sort of change mechanism.
	

	Accountability is retained by ownership records associated with data. 
	

	Accounting data is retained locally if adequate system protection is available or write once read many (WORM) disks are available for this purpose.
	

	Total ratings and divide by 29
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	5
	6
	7
	9


9.3.2  In motion

Rate each area from 0 to 10. Sum the ratings and divide by 15 for a total.

	Item
	Rate

	If the physical security of the transmission media is adequate to the need, no additional measures are required.
	

	If insecure infrastructure is used, additional protection is used as consequences increase.
	

	In push systems the sender is responsible for providing appropriate protection.
	

	In pull systems servers take into account the user request and authorization based on identification and authentication to determine and apply the proper protection to the situation.
	

	Encryption is used to protect medium and high valued information in transit. 
	

	Secure socket layer (SSL) encryption is used for confidentiality protection of medium risk data transfers when feasible.
	

	Cryptographic protocols and algorithms are analyzed for transmission of high valued information and risk management determines requirements for these protocols and algorithms.
	

	Transmission over multiple channels and paths for path and channel diversity is used for high valued information.
	

	Spread spectrum is used for increased reliability for radio transmissions.
	

	Transport media dictates protective measures through risk management.
	

	Tapes and similar media is protected in transport to the level of surety appropriate for the data being protected.
	

	Verification of transmitted information is done using cryptographic checksums.
	

	Verification of syntax, form, and values in context of the receiving system is required for all transmitted information.
	

	Separation is used between different surety levels to assure non-interference in transmitted data.
	

	Adequate bandwidth and quality of service controls are in place to assure control and audit information can pass and be processed.
	

	TOTAL (add ratings and divide by 15)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	5
	6
	7
	9.5


9.3.3  In use

Rate each item from 0 to 10. Sum the ratings and divide by 10 for overall rating.

	Item
	Rate

	Data is validated before use.
	

	Input is always validated for syntax and value ranges based on program state.
	

	Inconsistencies are detected and fail safe operation modes are used when inconsistencies are detected.
	

	Verification is used to increase the surety level associated with medium and high valued data.
	

	Submit-commit cycles are used in transaction systems to cover high valued transactions.
	

	Redundant processing is used to increase surety of results for high risk situations.
	

	Processing uses checksums or state verification mechanisms to assure that transformations produce appropriate output for high risk situations.
	

	Data in use is protected from other processes by hardware process separation at the operating system or physical device level.
	

	Reconciliation is used to verify consistency of results.
	

	Protective mechanisms and classification controls are maintained for all instances of data in use.
	

	TOTAL (Sum the ratings and divide by 10 for a total.)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	2
	5
	5
	7
	9


9.3.4  Roll-up

	State
	Rate
	Level
	Startup
	Diligence
	Typical
	Excellent
	Best

	At Rest
	
	
	1
	5
	6
	7
	9

	In Motion
	
	
	1
	5
	6
	7
	9.5

	In use
	
	
	2
	5
	5
	7
	9

	TOTAL / 3
	
	
	1.33
	5
	5.66
	7
	9.16


Enter ratings from above and divide by 3 for the total. Rate each area's level by selecting the highest level not exceeding the rating.

9.4  Attack and defense processes

Rate each item from 0 to 10. Sum the ratings and divide by 6 for a total rating.

	Item
	Rate

	Attack processes are not used to model low risk situations.
	

	Attack processes at a generic threat, vulnerability, and consequence levels with examples are used to model medium risk situations.
	

	Detailed attack graph level are used to model high risk situations.
	

	The generic attack process is considered in the analysis of defenses.
	

	Defenses focus on severing attack graphs leading to high consequences, not on eliminating all vulnerabilities.
	

	Defense uses deterrence, prevention, detection, reaction, and adaptation.
	

	TOTAL (sum the ratings and divide by 6)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.4.1  Deter

Rate each item from 0 to 10. Sum the ratings and divide by 15 for a total rating.

	Item
	Rate

	Deterrence reduces the interest of attackers in specific targets.
	

	Psychological processes are directed at specific threat types.
	

	Attacker awareness of targets is attempted
	

	Attacker interest in targets is reduced
	

	Barriers that increase perceived difficulty.
	

	High profile prosecutions are used.
	

	Moral and ethical deterrence is used. 
	

	Top management supports the deterrence efforts.
	

	Public relations does outreach to deter attackers.
	

	Corporate communications supports the public relations effort.
	

	Deception is used to cause attackers to misperceive the object of attacks. 
	

	Training and awareness uses cases of attackers caught and punished.
	

	Policy provides for sanctions that are clear and uniform and identify those sanctions with specific acts so as to deter those acts.
	

	Policy requires that these sanctions are read, understood, and agreed to by those who agree to work for the enterprise.
	

	Awareness of sanction policies and consequences of actions are part of the awareness program goals.
	

	TOTAL (sum ratings and divide by 15)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	2
	3
	6
	9


9.4.2  Prevent

Rate each item from 0 to 10. Sum the ratings and divide by 23 for a total rating.

	Item
	Rate

	Prevention is attained by technical safeguards that limit access or function.
	

	Prevention includes stopping the attacker from finding a target.
	

	Prevention includes reducing exploitable vulnerabilities.
	

	Prevention includes preventing expanding or exploiting of privilege.
	

	Firewalls are used to sever attack graphs from one side of the firewall to another.
	

	Prevention mechanisms are used between areas with different classifications.
	

	Firewalls limit the expansion and exploitation of network access by limiting the range of other network locations that can be reached and the manner in which they can be reached.
	

	Authentication is used to prevent an attacker from doing what an authorized user can do.
	

	More and more sure authentication techniques are used to increase the level of certainty that the user is who they claim to be as risk increases.
	

	Authorization associates authorities with authenticated identities.
	

	Authorization mechanisms include both the technical mechanisms that allow an identified and authenticated user to perform functions with data and the mechanisms used to grant, revoke, and alter those authorities.
	

	Administrative control over authorities is protected commensurate with risks of false or lost control.
	

	The principle of least privilege is applied at a granularity suitable to the risk.
	

	Access control is based on and compliant with enterprise security architecture.
	

	Use controls make situation-dependent decisions that enforce enterprise security architecture.
	

	High-speed intrusion prevention systems (IPS) are designed to meet timing and accuracy criteria associated with their use.
	

	Architecture acts as a preventive measure.
	

	Separation is a key architectural principle in use.
	

	Network zoning is used as a key separation mechanism.
	

	Surety levels are associated with all preventive mechanisms and systems.
	

	Surety is used as a basis for choosing between measures.
	

	Surety is commensurate with risk at all levels.
	

	Defenders favor higher surety at lower cost.
	

	TOTAL (sum the ratings and divide by 23)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	5
	6
	7
	9


9.4.3  Detect

Rate each item from 0 to 10. Sum the ratings and divide by 22 for a total.

	Item
	Rate

	Detection provides timely notice of event sequences that have potentially substantial negative consequences. 
	

	Detection is used to provide redundancy for preventive techniques.
	

	Detection rates event sequences by severity, urgency, or similar metrics.
	

	Detection mechanisms are updated to remain effective.
	

	Detection operates in a relatively quiet environment with little noise and few attacks to detect.
	

	Detection is never the primary protection method used.
	

	Host-based detection is used for exposed hosts.
	

	Network-based detection is used as a check on network separation mechanisms.
	

	Known intrusion types are detectable when justified by potential negative consequences.
	

	Anomaly detection is used in medium and high surety networks to verify proper protection is operable.
	

	The results of investigations help determine future detection thresholds.
	

	Automated response is carefully predetermined to assure that it will always result in a fail safe condition.
	

	Behaviors of systems and people in situations help to detect deviations.
	

	Situation provides context that is used to determine the acceptability and normalcy of behaviors.
	

	Patterns are matched with event sequences in context to determine if the events are to trigger a detection.
	

	Heuristics are developed over time for specific situations in systems.
	

	History is used to calibrate anomaly detection systems and historical data is recorded and replayed for calibration and testing purposes.
	

	Authority of users to perform tasks is used to differentiate between legitimate and illegitimate uses as part of detection.
	

	Identity is mapped into event sequences to differentiate legitimate from illegitimate event sequences.
	

	Collection, preservation, fusion, analysis, attribution are done in such a fashion as to meet all enterprise privacy and security policies.
	

	Risk aggregation is considered in detection system design.
	

	Risk management balances the benefits of detection with the risks.
	

	TOTAL (add the ratings and divide by 22)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0.2
	5
	4
	7
	9.5


9.4.4  React

Rate each item from 0 to 10. Sum the ratings and divide by 20 for a total.

	Item
	Rate

	Reaction uses immediate actions to mitigate harm.
	

	Reaction time is analyzed to determine how reaction is implemented.
	

	Automated reactions take into account reflexive control attacks.
	

	Investigation of detected event sequences determines reaction.
	

	For certain classes of sequences, automated reactions are used.
	

	Investigative processes start after a timely triage indicates a need for investigation in time to prevent serious negative consequences.
	

	Investigations are carried out by qualified and properly trained individuals.
	

	The legal department is contacted at the start of all investigations.
	

	Investigations are carried out by, through, or in conjunction with legal counsel.
	

	Assessments are undertaken in response to high-consequence incidents.
	

	Risk management is verified after all high-consequence incidents.
	

	Coordination of response processes is undertaken across the enterprise at a management level.
	

	Physical security and HR coordination are involved when employees or contractors are involved in incident reaction.
	

	Line management gets involved and coordinates administrative actions.
	

	Tracking of reported incidents is used to detect coordinated attacks.
	

	Covering vulnerabilities is commonly used during incident response.
	

	Disabling of features, capabilities, or select systems is used to mitigate the short-term effects of an attack when the value of the service is outweighed by the damage of the attack. 
	

	Specific strategies and tactics for response are defined and practiced in advance.
	

	Response strategies and tactics are practiced on test systems only.
	

	Unplanned reactions are only undertaken after escalation and management approval.
	

	TOTAL (sum the ratings and divide by 20)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	5
	6
	7
	9


9.4.5  Adapt

Rate each item from 0 to 10. Sum the ratings and divide by 5 for overall rating. 

	Item
	Rate

	Adaptation is a strategic response to operating environment changes.
	

	Adaptation involves architectural and process changes.
	

	Rezoning is a preferred adaptation approach.
	

	Processes for adaptations are equivalent to those for new designs.
	

	Architecture adaptation considers legacy system compatibility issues.
	

	TOTAL (sum the ratings and divide by 5)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1
	1
	2
	7
	10


9.4.6  Roll-up

	Area
	Rate
	Level
	Startup
	Diligence
	Typical
	Excellent
	Best

	Deter
	
	
	0
	2
	3
	6
	9

	Prevent
	
	
	1
	5
	6
	7
	9

	Detect
	
	
	0.2
	5
	4
	7
	9.5

	React
	
	
	1
	5
	6
	7
	9

	Adapt
	
	
	1
	1
	2
	7
	10

	TOTAL / 5
	
	
	0.7
	3
	4.2
	6.8
	9.2


Enter ratings from above and divide by 5 for the total. Rate each area's level by selecting the highest level not exceeding the rating.

9.5  Work Flow

Rate each item from 0 to 10. Sum the ratings and divide by 13 for a total rating.

	Item
	Rate

	Protection process is implemented in terms of a set of defined work flows.
	

	Work flows are defined and documented in writing.
	

	Work flows are used to assure that work gets done in the proper sequence.
	

	Work flows are used to assure that approvals are properly undertaken prior to actions.
	

	Work flows are used to automate provisioning for automatable work flows like adding user identities based on roles and similar functions, only up to management specified risk aggregation limits.
	

	Work flows are used to document the protection process, 
	

	Work flows are used to verify proper operation of the protection program and its elements. 
	

	Work flows are used to reduce the work load for audit.
	

	Work flows are used to support protection process improvement. 
	

	Work flow automation is limited to limit risk aggregation.
	

	Identity management solutions are limited in their scope to limit risk aggregation to executive management specified levels.
	

	Surety levels associated with work flow systems are commensurate with the risks they aggregate.
	

	Attacks against work flow causing all access to cease, granting of access to unauthorized individuals, destroy information functions, disrupting operations in automated manufacturing or processing facilities, and other similar attacks are considered in the implementation of work flow systems.
	

	TOTAL (sum the ratings and divide by 13)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.1  Work to be done

Rate each item from 0 to 10. Sum the ratings and divide by 5 for a total rating.

	Item
	Rate

	Work to be done is codified in work flow systems whether manually or automatically implemented.
	

	For the small or medium sized businesses, or for small business units within enterprises, checklists for many of the common functions are used where automation is not readily available.
	

	For large enterprises some level of automation is used to reduce costs while improving the effectiveness of provisioning and similar functions.
	

	Checklists and automation are audited to assure that they reflects the proper work to be done.
	

	Execution of the work is verified by review and audit periodically.
	

	TOTAL (sum the ratings and divide by 5)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.2  Process for completion and options

Rate each item from 0 to 10. Sum the ratings and divide by 8 for a total rating.

	Item
	Rate

	For each item of work to be done a process for completion is defined
	

	For each item of work to be done the conditions for its invocation are specified.
	

	For each item of work to be done the times associated with different actions to be undertaken is specified and verified.
	

	For each item of work to be done the primary and auxiliary contacts for performing the identified tasks are identified.
	

	For each item of work to be done the optional processes for emergency, standard, and exceptional conditions including appeals processes and overrides are defined.
	

	For each item of work to be done the enough details are provided to allow any authorized and properly trained or competent person to carry out the work. 
	

	The processes identify points for workers to certify that work has been done 
	

	Verification of certification that work that is done was done is done.
	

	TOTAL (sum the ratings and divide by 8)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.3  Control points and approval requirements

Rate each item from 0 to 10. Sum the ratings and divide by 6 for a total rating.

	Item
	Rate

	Process control points are used when risks associated with work exceeds management-defined risk thresholds of the worker.
	

	The approval process identifies at least two individuals with adequate authority and knowledge to make a reasonable and prudent decision about the risk at each control point.
	

	The risk and options are identified to decision makers for each control point on each invocation.
	

	Approvals require that the responsible approving parties read, understand, and select from the options and that they be adequately authenticated for the risks involved.
	

	There are override mechanisms for urgent decisions when inadequate decision-making power is available that implement fail safe modes and audit all actions taken.
	

	The effectiveness, operation, and validity of control points are tested and audited regularly.
	

	TOTAL (sum the ratings and divide by 6)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.4  Appeals processes and escalations

Rate each item from 0 to 10. Sum the ratings and divide by 6 for a total rating.

	Item
	Rate

	Work flows have suitable provisions for appeals and escalations when something that one person wants to have done is at odds with someone in the approval path.
	

	TOTAL (enter the rating)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	0
	1
	1
	1
	1


9.5.5  Authentication requirements & mechanisms

Rate each item from 0 to 10. Sum the ratings and divide by 7 for a total rating.

	Item
	Rate

	The quality and quantity of authentication associated with different functions is matched to the surety level required.
	

	Authentication for medium risk decisions require at least two factors.
	

	Authentication for high risk situations requires at least three factors.
	

	Multiple layers of authentication, when used, consider that reuse of the same authenticator only minimally increases surety in most cases.
	

	High risk decisions require physical presence of the decision-maker except in prespecified and top management approved cases.
	

	Multiple party authentication is required for high risk circumstances except in prespecified and top management approved cases.. 
	

	The work flow system supports the use of different authentication mechanisms to support the different levels of surety required to perform different operations.
	

	TOTAL (sum the ratings and divide by 7)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.6  Authorization and context limitations

Rate each item from 0 to 10. Sum the ratings and divide by 3 for a total rating.

	Item
	Rate

	Authorizations associated with identified subjects under different levels of authentication change with context and situations within work flows. 
	

	The work flow system is capable of handling complexities associated with the specific identified needs of data owners for access to the resources necessary to do work. 
	

	The work flow system helps to prioritize work so that more important or time critical work is given proper priority.
	

	TOTAL (sum the ratings and divide by 3)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.7  Work flow documentation and audit

Rate each item from 0 to 10. Sum the ratings and divide by 4 for a total rating.

	Item
	Rate

	The work flow system provides documentation of what was done and what is to be done and allows this information to be read for audit purposes as appropriate. 
	

	Detailing is available to the specific actions taken by specific individuals at specific times, the approvals required and obtained, and the work flow requirements of the situation at the time is documented so that all of the information needed to validate an action after the fact can be made available to the reviewer or auditor.
	

	Everything needed to determine what was done, why, when, how, where, and under what situational circumstances is available to check on any specific process undertaken or all of the processes of the system.
	

	Work flow documentation is hard enough to alter, forge, and destroy to meet the surety requirements of the work flow system.
	

	TOTAL (sum the ratings and divide by 4)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.8  Control and validation of the engine(s)

Rate each item from 0 to 10. Sum the ratings and divide by 2 for a total rating.

	Item
	Rate

	The work flow mechanisms that control security-related business processes are controlled, verified, validated, tested, reviewed, and tracked to assure that they do what they are supposed to do in practice. 
	

	Verification and validation covers normal operation, all exception conditions and malicious attempts to circumvent the system at every level of its operation to the level of surety associated with the risks the work flow system helps to manage.
	

	TOTAL (sum the ratings and divide by 2)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.5.9  Risk aggregation in the engine(s)

Rate each item from 0 to 10. Sum the ratings and divide by 5 for a total rating.

	Item
	Rate

	Executive management and risk management explicitly address how much risk can be aggregated before additional protective measures are required.
	

	The risk acceptance thresholds are applied to work flow systems at every level they exist including but not limited to provisioning systems, HR systems, accounting systems, documentation systems, ticket management systems, identity management systems, pass3word reset and management systems, single sign on systems, and the infrastructures that support these systems.
	

	The cost savings associated with work flow is balanced against the risks presented by them for low surety situations.
	

	For medium and high risk systems, risk aggregation beyond the surety level of the work flow system is not permitted.
	

	As the work flow system reaches to risk levels where single individuals can no longer be permitted to make decisions, those systems are made multi-person control or other compensating controls are used.
	

	TOTAL (sum the ratings and divide by 5)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.6  Protective mechanisms

9.6.1  Perception

Rate each item from 0 to 10. Sum the ratings and divide by 20 for a total rating.

	Item
	Rate

	Perception-related defenses are used to influence specific threats.
	

	Key computing facility locations and functions are kept obscure.
	

	People engaged in sensitive activities are kept obscured through an operations security program.
	

	Locations of key executives and times and places of their meetings is kept obscure.
	

	Locations of key systems are kept obscure.
	

	Other key elements of critical information infrastructure are kept obscure.
	

	Obscurity is systematically applied to limit knowledge of high valued systems and content by those without a need to know it.
	

	High valued targets are put in low profile locations to reduce the likelihood of non-directed attacks from impacting them.
	

	Buildings that have data centers are not be marked as such.
	

	Computer centers with large glass walls in imposing spaces are not used.
	

	Locations of critical data centers are protected by an operations security program.
	

	Names and locations of financial and critical systems are kept obscure.
	

	Public relations works to eliminate negative impressions of the enterprise in general and specifically addresses the views of likely threats to information and systems.
	

	Specific public relations efforts are addressed at threats to the industries the enterprise participates in.
	

	The appearance of a direct effect on the set of threats that are likely to be faced is avoided and actively countered by public relations.
	

	Deceptions are directed to exploiting error mechanisms in target threat sets and designed to not interfere with normal operations.
	

	Firewall deception capabilities are used where available.
	

	Password deception mechanisms are used where available.
	

	Other built-in deceptions are used where available and non-harmful.
	

	Complex deceptions are only used when the risks justify the increased costs and complexities.
	

	TOTAL (sum the ratings and divide by 20)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.6.2  Structure

Rate each item from 0 to 10. Sum the ratings and divide by 17 for a total rating.

	Item
	Rate

	The structure of networks, systems, applications, facilities, and businesses are effectively used to limit risks.
	

	Structural mechanisms are used to create structures that provide some number of layers of defense against attacks from different sources.
	

	Structural defenses are used to separate zones based on common perimeter needs and limitation of risk aggregation.
	

	Mandatory access controls are used for matching protection mechanisms to access control requirements of the control architecture in medium and high surety applications.
	

	Discretionary access control is only relied on for low surety separation.
	

	Information flow limitations are used to form barriers between zones.
	

	Virtual local area network (VLAN) technologies with rate shaping are used to separate area of networks.
	

	Router-based controls are used to limit network addresses, physical interfaces, and network ports across routers or switches. 
	

	Rate limits on network are used to limit denial of services attacks.
	

	Routing is used to force specific traffic to travel along specific routes.
	

	Digital diodes and similar mechanisms are used to provide high assurance that information can only go where it is supposed to go. 
	

	Covert channels are controlled in high surety systems.
	

	Firewalls and similar permeable barriers are used to limit the effects of issues on one side of the barrier from impacting other sides of the barrier while still allowing select information to pass. 
	

	Firewalls implement demilitarized zones (DMZs) and/or proxy servers to limit packet-level and transport-level attack mechanisms if performance and cost allow.
	

	If performance or cost prevent the use of proxy servers or similar low-level attack limiters then the systems accessed through the firewall are designed to prevent serious negative impacts from these mechanisms.
	

	Firewalls are used to allowed authorized protocols, ports, addresses, and to a lesser extent sub-protocol elements, and prevent other traffic.
	

	Network address translation (NAT) is used in firewalls where possible to limit unauthorized routing.
	

	Intrusion and anomaly detection designed to verify firewall operation are used when risks justify them.
	

	Intrusion and anomaly detection designed to verify firewall operation are independent of the firewalls they verify.
	

	TOTAL (sum the ratings and divide by 17)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.6.3  Content controls

Rate each item from 0 to 10. Sum the ratings and divide by 11 for a total rating.

	Item
	Rate

	Separation mechanisms are used for low, medium, or high surety separation based on proper configuration, control, and use.
	

	Transforms are used for medium or low surety protection based on proper configuration, control, and use.
	

	Filters are used only for low surety protection.
	

	Encryption of content is used to make it meaningless if examined.
	

	Digital signatures are used for increased assurance of detection if modified
	

	Digital rights management software is used for low surety protection only.
	

	Virtual private networks (VPNs) are used for medium or low surety extension of zones across infrastructure.
	

	Transforms are used on markings associated with content to reflect changes associated with functions performed on the content in medium or high surety systems.
	

	Filters are used as a low surety mechanism to limit what is allowed to pass.
	

	Known virus, spam, spyware, Trojan horse, and similar detectors are only trusted for low surety protection.
	

	Unauthorized syntax and data sequence detectors are used only as low surety mechanisms to prevent content from passing outward.
	

	TOTAL (sum the ratings and divide by 11)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


9.6.4  Behavior

Rate each item from 0 to 10. Sum the ratings and divide by 27 for a total rating.

	Item
	Rate

	Behavioral mechanisms are used to deal with situations that can be detected by external observation, situations in which behavioral limits can be set regardless of the content or its use, or situations in which controlling behaviors facilitates protection.
	

	Change detection and prevention implement enterprise control architecture functions.
	

	Read-only media is used to limit changes where feasible.
	

	Bootable CD-ROMs are used to provide high assurance against changes in the operating environment.
	

	Change detection is used for verifying change controls over programs in medium and high surety systems. 
	

	Control over times and rates are used in behavioral detection systems.
	

	Rate controls are used to limit how much happens in a period of time.
	

	Rate controls are used to protect critical servers against denial of services.
	

	Failure modes that can be identified in advance and safe modes for operation during those failures are used for medium and high surety systems.
	

	Programmable logic controllers are used to provide for fail safe in protecting critical systems in medium and high surety situations.
	

	Fault tolerant computing is used when faults are unavoidable but failure is too harmful.
	

	Uninterruptible power supplies are used for systems in which short term outages are too high consequence to tolerate.
	

	Motor generators are used for systems in which long-term power outages are harmful.
	

	Hot stand bye systems are used when momentary failure is unacceptable.
	

	Warm stand bye systems are used when rapid recovery is required.
	

	Adequate distance, separation, and other protective measures are used to assure that redundant systems are protected from common mode failures.
	

	Intrusion detection is used to detect event sequences with potentially serious negative consequences in time to mitigate those consequences to an acceptable degree.
	

	Anomaly detection systems are used to detect changes in behavior that are outside of the normal changes associated with the operation of the system under examination.
	

	Response systems are designed and implemented to prevent the serious negative consequences detected by intrusion and anomaly detection systems.
	

	Detection and analysis of human behaviors and behavioral changes are used to identify situations in which investigation is to be undertaken.
	

	Separation of duties is used to limit behaviors in excess of management-defined risk thresholds.
	

	Submit-commit cycles are used when independent verification over time is suitable to the need to separate duties or to mitigate harmful effects of attacks on single or low surety systems.
	

	Multiple approvals before performing a dangerous operation are used in cases where risk management thresholds exceed management mandates.
	

	Separation of duties is used when insiders become too powerful for risk aggregation limits specified by executive management.
	

	The principle of least privilege is used in all medium and high risk situations to limit effects of individuals, processes, and programs.
	

	Server programs give up privilege when not needed and are designed to only use privileges are necessary at startup.
	

	Behavioral mechanisms suitable to the surety level desired are applied.
	

	TOTAL (sum the ratings and divide by 27)
	


	Startup
	Diligence
	Typical
	Excellent
	Best

	1.8
	5
	5
	7
	10


10  Overall roll-up

10.1  Summary chart

This summary chart provides a program overview. Collect ratings from each identified section and list them below. Indicate both numerical value and level ratings using S for startup, D for due diligence, T for typical, E for excellent, and B for best. Sum up results at the bottom then in the last column, rank the highest priorities for improvement from 1 to 29.

	Section
	Level
	Desired
	Rating
	Desired
	Rank

	Program overview
	
	
	
	
	

	- Program structure
	
	
	
	
	

	- Program goals
	
	
	
	
	

	- Security architecture
	
	
	
	
	

	- Organizational structure
	
	
	
	
	

	- Interdependencies and technologies
	
	
	
	
	

	Standards
	
	
	
	
	

	- ISO 17799
	
	
	
	
	

	- GAISP
	
	
	
	
	

	- CMM-SEC
	
	
	
	
	

	- CoBit
	
	
	
	
	

	- CISWG
	
	
	
	
	

	Organizational perspectives and groups
	
	
	
	
	

	- Policy, standards, and procedures
	
	
	
	
	

	- Legal and HR
	
	
	
	
	

	- Risk management
	
	
	
	
	

	- Testing and change control
	
	
	
	
	

	- Technical safeguards
	
	
	
	
	

	- Incidents
	
	
	
	
	

	- Auditing
	
	
	
	
	

	- Knowledge and awareness
	
	
	
	
	

	- Documentation
	
	
	
	
	

	- Roll-up
	
	
	
	
	

	- CISO
	
	
	
	
	

	Context
	
	
	
	
	

	Life cycles
	
	
	
	
	

	Data states
	
	
	
	
	

	Attack and defense processes
	
	
	
	
	

	Protection objectives
	
	
	
	
	

	Interdependencies
	
	
	
	
	

	How many actuals are below desired?
	
	
	
	
	

	Sum ratings and divide by 29
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