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INTERNET OF ThINgS (IOT) 

ANd INTERNET ENAblEd 
PhySICAl dEvICES FOR

CONSTRUCTION 4.0
Yu-Cheng Lin and Weng-Fong Cheung

18.1 aims

• To	 introduce	 IoT	 enabled	 physical	 technologies	 and	 relative	 applications	 in
Construction	4.0.

• To	provide	 related	 literature	 reviews	 for	RFID,	UAV,	WSN,	 and	BIM	 technologies	 in
Construction	4.0.

• To	survey	different	advanced	IoT	applications	in	Construction	4.0.	(such	as	safety	man-
agement,	structural	health	monitoring,	and	smart	building).

• To	demonstrate	a	case	study	regarding	 the	development	of	a	cyber	physical	system	of
applying	tunnel	construction	safety	management	in	Construction	4.0.

18.2 Introduction

Industry	 4.0	 (I4.0),	 also	 known	 as	 the	 Fourth	 Industrial	 Revolution,	was	 proposed	 by	 the	
	German	Federal	Government	in	2011	and	incorporated	into	the	“High-Tech	Strategy	2020”	
project.	I4.0	focuses	on	enhancing	automation,	digitalization,	and	intelligentization.	The	con-
struction	 industry	4.0	 (C4.0)	 refers	 to	 the	 spirit	 of	 I4.0	 and	 integrates	 existing	engineering	
technologies,	processes,	and	requirements	and	then	builds	a	more	adaptive,	resource-efficient,	
intelligent	construction	process.	The	best	 solutions	are	also	proposed	 to	meet	quality,	cost,	
and	safety	requirements	by	analyzing	big	data.	Relevant	technologies,	such	as	Cyber-Physical	
	Systems	(CPS),	Internet	of	Things	(IoT),	and	Cloud	Computing	(CC)	promote	“smart	manu-
facturing”	through	the	real-time	integration	of	virtual	and	physical	states	and	the	analysis	of	
big	data,	thus	enabling	the	enhancement	or	innovation	of	production	and	services.	To	enable	
CPS	to	have	an	awareness	of	the	physical	industrial	status	and	to	facilitate	an	object’s	com-
munication	ability,	environmental	perception	and	networking	capabilities	are	essential.	The	
Wireless	Sensor	Network	(WSN),	one	of	the	key	technologies	used	to	support	IoT	and	CPS,	
comprises	a	large	number	of	sensor	nodes;	each	node	is	equipped	with	sensors	to	detect	physi-
cal	phenomena	in	the	real	world	such	as	temperature,	light,	and	pressure.	Building	Information	
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Modeling	(BIM)	prompts	an	evolutional	change	in	digitalization	and	informatization	in	the	
construction	 industry,	 integrating	a	different	kind	of	building	 information	 into	a	3D	model	
and	 enhancing	 the	management	 and	productivity	 in	 a	 construction	project.	The	 integration	
of	WSN	and	BIM	can	be	used	to	develop	CPS	conforming	to	Construction	4.0	(C4.0)	for	a	
construction	project.	The	use	of	WSN	also	supports	big	data	collection	for	applications	in	big	
data	analytics	and	CC.

This	chapter	introduces	IoT	enabled	physical	technologies	and	their	applications	in	Con-
struction	 4.0.	 Section	 18.3	 introduces	 the	 relevant	 development	 and	 reviews	 of	 IoT,	 I4.0,	
and	C4.0.	Section	18.4	introduces	the	IoT	and	related	technologies	concerning	construction,	
which	include	radio-frequency	identification	(RFID),	WSN,	and	BIM,	and	describes	how	they	
achieve	the	functions	of	CPS.	Section	18.5	surveys	IoT	applications	in	various	domains	of	the	
construction	industry.	Section	18.6	provides	a	case	study	of	infrastructure	safety	management	
and	details	the	process	for	developing	the	CPS	system,	and	the	final	section	presents	the	con-
clusion	and	discussion.

18.3 Background

Industrial	 4.0	 (I4.0)	 is	 described	 as	 the	Fourth	 Industrial	Revolution;	 the	 concept	 of	 I4.0	
was	first	introduced	at	the	Hannover	Fair	in	Germany	in	2011.	Then,	the	German	Academy	
of	Science	and	Engineering	founded	a	working	group	 to	 research	related	knowledge,	and	
the	 relevant	 results	were	 referred	 to	 as	 principles	 of	 governance.	Other	 countries	 formu-
lated	related	concept	policies;	for	example,	the	United	States	(US)	developed	the	“Advanced	
Manufacturing	Partnership”	(AMP)	and	China	implemented	“Made	in	China	2025.”	Digital-
ization	and	intelligentization	of	industry	can	enhance	the	productivity	and	competitiveness	
of	China.

Many	 scholars	 have	 defined	 I4.0	 from	different	 research	 categories.	The	Consortium	 II	
Fact	Sheet	(Consortium	II	2013)	defines	I4.0	as	“the	integration	of	complex	physical	machin-
ery	and	devices	with	networked	sensors	and	software,	used	to	predict,	control	and	plan	for	
better	business	and	societal	outcomes.”	Henning	et	al.	(2013)	expounded	I4.0	as	“a	new	level	
of	value	chain	organization	and	management	across	the	lifecycle	of	products.”	Hermann	et	
al.	 (2015)	 defined	 I4.0	 as	 “a	 collective	 term	 for	 technologies	 and	 concepts	 of	 value	 chain	
organization.”	During	 the	modular	 structured	 smart	 factories	of	 I4.0,	CPS	creates	a	virtual	
copy	of	the	physical	production	system	and	makes	decentralized	decisions.	The	key	funda-
mental	principles	of	I4.0	include	service	orientation,	intelligent	production,	interoperability,	
Cyber-Physical	Production	Systems	(CPPS)	providing	cloud/big	data	algorithms	and	analysis,	
and	communication	security	(Vogel-Heuser	et	al.	2016).	I4.0	facilitates	interconnection	and	
computerization	in	traditional	industries,	which	makes	an	automatic	and	flexible	adaptation	of	
the	production	chain	and	provides	new	types	of	services	and	business	models	of	interaction	in	
the	value	chain	(Lu	2017).

The	integral	result	indicates	that	the	I4.0	can	be	summarized	as	a	digitalized,	smart,	opti-
mized,	service-oriented,	and	interoperable	production,	which	correlates	with	computerization,	
CPS,	IoT,	big	data,	and	high	technologies.

I4.0	promotes	implementing	the	emerging	concepts	of	CPS	and	IoT	into	the	manufacturing	
system,	which	enables	the	design	and	creation	of	smart	factories	and	production	processes.	A	
CPS	is	defined	as	“a	mechanism	that	is	controlled	or	monitored	by	computer-based	algorithms,	
tightly	integrated	with	the	Internet	and	its	users”	(Monostori	et	al.	2016).	Therefore,	a	CPS	is	a	
system	for	collaboration	between	computational	entities	that	are	in	intensive	connection	with	

Ta
yl

or
 &

 F
ra

nc
is

: N
ot

 fo
r D

is
tri

bu
tio

n



Yu-Cheng Lin and Weng-Fong Cheung

352

the	surrounding	physical	world	and	its	ongoing	processes,	providing	and	using,	at	the	same	
time,	data-accessing	and	data	processing	services	available	on	the	internet	(Monostori	et	al.	
2016).	In	CPS,	physical	and	software	components	are	deeply	intertwined,	each	operating	on	
different	spatial	and	temporal	scales,	exhibiting	multiple	and	distinct	behavioral	modalities,	
and	interacting	with	each	other	in	many	ways	that	change	with	context	(NSF	2010).	Addition-
ally,	the	technical	design	and	implementation	of	CPS	can	refer	to	the	“5C”	architecture,	which	
includes	 the	following	five	 levels	of	content	and	construction	modes:	 the	smart	connection	
level,	 the	data-to-information	conversion	level,	 the	cyber	level,	 the	cognition	level,	and	the	
configuration	level	(Lee	et	al.	2015).

Integration	 and	 interoperability	 are	 two	 key	 factors	 in	 I4.0	 (Chen	 et	 al.	 2008;	 Romero	
and	Vernadat	2016).	Interoperability	is	“the	ability	of	two	systems	to	understand	each	other	
and	to	use	functionality	of	one	another,”	which	represents	 the	capability	of	 two	systems	to	
exchange	data	and	share	information	and	knowledge	(IDABC	2005).	The	four	levels	of	the	
	architecture	of	I4.0	interoperability	include	operational	(organizational),	systematical	(appli-
cable),	 	technical,	 and	 semantic	 interoperability.	 Interoperability	makes	 I4.0	 and	CPS	more	
productive	and	provides	cost	savings.	Specifically,	the	operational	interoperability	illustrates	
the	general	 structures	 of	 concepts,	 standards,	 languages,	 and	 relationships	within	CPS	and	
I4.0.	With	the	integration	of	computer	and	network	systems,	I4.0	achieves	seamless	coopera-
tion	across	organizations	and	industries.

18.4 The Iot technologies

18.4.1 IoT introduction

Kevin	Ashton	 devised	 the	 term	 “IoT”	 in	 1999,	with	 IoT	 adopting	 the	RFID	 on	 supply	
chain	monitoring	under	 the	Electronic	Product	Code	 (EPC)	global	architecture	 (Ashton	
2009).	 In	 2005,	 the	 International	 Telecommunication	 Union	 (ITU)	 published	 a	 report	
named	 “ITU	 Internet	Reports	 2005:	The	 Internet	 of	Things”	 (ITU	2005).	According	 to	
the	 latest	 definition	provided	by	 the	 ITU	 (2012),	 “IoT	 is	 a	global	 infrastructure	 for	 the	
information	society	enabling	advanced	services	by	interconnecting	(physical	and	virtual)	
things	 based	 on,	 existing	 and	 evolving,	 interoperable	 information	 and	 communication	
technologies.”	The	 International	Organization	 for	Standardization	 (ISO	2018)	 provided	
the	following,	similar,	definition:	“an	infrastructure	of	interconnected	objects,	people,	sys-
tems	and	information	resources	together	with	intelligent	services	to	allow	them	to	handle	
information	of	the	physical	and	the	virtual	world	and	react.”	According	to	IERC	(2012),	
IoT	is	“a	dynamic	global	network	infrastructure	with	self-configuring	capabilities	based	
on	standard	and	interoperable	communication	protocols	where	physical	and	virtual	things	
have	identities,	physical	attributes,	and	virtual	personality	and	use	intelligent	interfaces,	
and	are	seamlessly	integrated	into	the	information.”

Therefore,	IoT	can	be	a	combination	of	physical	and	virtual	states,	which	comprise	many	
active	physical	things	such	as	sensors,	actuators,	cloud	services,	communication	and	proto-
cols,	and	the	enterprise	and	user	with	many	specific	architectures,	thus	providing	a	framework	
and	 related	solutions	 for	 IoT	systems.	 In	 recent	years,	a	 rapid	 increase	 in	sensor	and	com-
munication	technologies	has	promoted	the	growth	of	IoT,	with	more	and	more	devices	and	
sensors	 being	deployed	 in	 the	 construction	 and	 industrial	 sectors,	 including	 transportation,	
safety,	health,	smart	building,	and	automotive	sectors.	The	number	of	sensor	applications	is	
increasing	at	an	exponential	rate,	and	it	is	estimated	that	there	will	be	over	50	billion	connected	
devices	by	2020	(Gubbi	et	al.	2013).
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18.4.2 Enabling technologies for IoT

The	essence	of	the	IoT	is	to	facilitate	the	smartness	and	the	connection	of	things;	therefore,	
various	kinds	of	technologies	are	used	to	help	to	improve	the	management	performance	in	the	
virtual	and	physical	world.	For	the	use	of	bionics	in	the	IoT,	the	main	technologies	contain	
perception	and	communication.	In	recent	years,	many	advanced	sensor	applications	have	been	
developed	to	give	objects	a	capability	to	perceive	light,	temperature,	and	movement	sensors	
and	RFID.	These	sensors	give	the	object	a	sensing	ability	so	that	it	can	understand	its	physical	
condition,	or	 it	can	 recognize	or	be	 recognized,	 just	 like	 the	vision	and	hearing	perception	
of	 a	 human.	Moreover,	 as	 network	 and	 communication	 technologies	 achieve	 a	 connection	
between	things,	big	data	can	be	collected	automatically	and	analyzed,	thus	enabling	the	things	
to	exchange	 information	with	each	other,	even	making	 judgements	and	 reacting.	The	main	
representative	technologies	are	introduced	in	the	following	section.

18.4.2.1 RFID

RFID	is	the	earliest	technology	of	the	IoT,	which	is	used	to	provide	unique	identification	of	
objects	 (Ashton	2009).	 In	1999,	 the	MIT	Auto	 ID	center	defined	 the	original	 shape	of	 the	
“Internet	of	Things”	as	being	based	on	the	computer	internet,	using	RFID	and	wireless	data	
technologies	for	communication,	and	constructing	an	IoT	that	covers	everything	in	the	world	
to	enable	automatic	identification	of	items	and	sharing	of	information	(Sarma	et	al.	2000).

RFID	 uses	 electromagnetic	 fields	 to	 automatically	 identify	 and	 track	 tags	 attached	 to	
objects.	The	 tags	contain	electronically	stored	 information	 (Roberts	2006).	A	 typical	RFID	
system	comprises	three	components:	an	antenna	or	coil,	a	transceiver	(with	a	decoder),	and	a	
transponder	(RF	tag)	electronically	programmed	with	unique	information	(Domdouzis	et	al.	
2007).	During	operation,	the	radio	signals	are	emitted	to	the	tag	by	the	transceiver	through	the	
antenna;	the	tag	is	then	activated	and	the	data	on	internal	chip	can	be	read	(or	written)	so	that	
the	object	can	be	recognized.

In	general,	the	reading	distance	of	RFID	reaches	about	100	feet	depending	on	the	power	
output	and	the	radio	frequency.	Many	tags	can	be	read	simultaneously	among	the	radio	cov-
erage	and	processed	by	the	computer	system.	RFID	tags	can	be	classified	into	two	categories	
depending	on	the	data	storage	capability:	Read-Only	and	Read/Write	Tags.	Most	Read-Only	
tags	do	not	have	a	data	storage	function	and	only	have	a	unique	pre-written	ID	for	identifying	
the	attached	object.

Based	on	the	frequency	band,	RFID	systems	include	Low	Frequency	(LF)	systems,	High	
Frequency	(HF)	systems,	and	Ultra	High	Frequency	(UHF)	systems	(Fernández-Caramés	et	
al.	2017),	LF	RFID	operates	at	125	kHz	and	reading	range	is	about	10	cm,	which	is	applied	
in	industrial	identification	and	automation;	HF	RFID	operates	at	13.56	kHz	and	is	about	1	m	
reading	range,	and	is	used	in	ticking	and	payment;	UHF	operates	at	860–960MHz	and	2.45	
GHz,	and	is	about	10	m	reading	range,	mostly	applied	on	logistics	and	inventory	management	
(Fernández-Caramés	et	al.	2017).	RFID	tags	can	also	be	classified	as	“Active”	and	“Passive.”	
Passive	tags	rely	on	the	electromagnetic	field	generated	by	the	RFID	reader	for	electrical	power	
and	to	be	activated.	Active	tags	are	equipped	with	built-in	batteries,	which	increase	the	read-
ing	range	(Domdouzis	et	al.	2007).	The	EPC	of	RFID	provides	a	unique	identification	of	the	
object,	which	also	satisfies	the	recognizing	requirement	of	big	data	in	the	IoT	world.	RFID	has	
been	successfully	applied	in	many	IoT	applications,	such	as	smart	factories	and	manufacturing,	
supply	chains	and	logistics,	vehicle	and	traffic	metro	systems,	aviation	and	transportation,	and	
payment	transactions,	and	the	applications	are	constantly	being	extended	and	developed.
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18.4.2.2 WSN

The	WSN	is	one	of	the	key	IoT	application	technologies,	which	enables	the	things	to	have	
capabilities	in	perception	and	interaction.	A	WSN	system	typically	comprises	wireless	func-
tional	sensor	devices	that	can	smartly	collect	and	communicate	environmental	information	and	
even	judge	and	take	action.

The	application	of	WSN	contains	sensor	and	network	technologies.	The	general	application	
wireless	network	specification	includes	Wi-Fi,	Bluetooth,	and	ZigBee,	which	each	have	their	
features	and	applications,	 such	as	Wi-Fi	based	on	 the	2.4	GHz	frequency	band	and	speeds	
reaching	11	Mbps.	Bluetooth	is	another	2.4	GHz	wireless	application	for	personal	electronic	
device	service,	while	ZigBee	features	low	speed,	cost,	and	low	power	consumption.	Table	18.1	
compares	the	wireless	standards	for	WSNs.

A	typical	WSN	node	is	mainly	composed	of	four	components:	a	sensing	unit,	a	process-
ing	unit,	 a	 transceiver	 unit,	 and	 a	 power	 unit.	 (1)	The	 sensing	unit	 includes	 two	parts:	 a	
sensor	and	Analog-to-Digital	Converters	(ADC).	The	former	collects	sensed	environmental	
information	and	converts	this	information	into	an	analog	signal,	and	the	latter	converts	the	
signal	into	a	digital	signal	for	processing.	(2)	The	processing	unit	includes	the	storage	and	
processor	components.	The	processor	withdraws	data	from	storage,	interprets	the	packet	of	
wireless	signal,	coordinates	with	the	neighborhood	nodes,	and	then	handles	the	data	trans-
ferring	task.	(3)	The	transceiver	unit	transmits	data	through	a	radio	signal	and	sends	it	to	the	
host.	(4)	The	power	supply	unit	provides	regular	power	for	the	operation	of	the	sensor	node	
(Akyildiz	et	al.	2002).

As	many	IOT	devices	are	usually	set	on	a	person	or	moving	object	and	they	operate	indi-
vidually,	it	is	important	to	know	how	to	save	power	and	maintain	sustainable	operation	in	the	
WSN	system	design.	Another	 important	 issue	 in	 the	 IoT	system	design	 is	 the	 transmission	
ability	because	the	distance	between	the	nodes	and	the	configuration	of	network	influences	the	
data	communication	efficiency	and	the	required	operating	power.	Concerning	the	transmission	
distance	and	energy	savings,	when	the	sensor	node	is	too	far	away	from	the	host,	the	WSN	
needs	to	establish	a	network	routing	protocol	by	a	multiple-hop	relay	of	nodes.	The	transmis-
sion	distance	can	be	extended	by	using	relays	of	the	nodes.

In	 terms	of	network	architecture,	 the	WSN	network	 typically	comprises	 three	 roles:	 the	
coordinator,	 router,	and	end	device.	The	coordinator	acts	as	 the	host	and	 is	 responsible	 for	

Table 18.1 Comparison	between	Wi-Fi,	Bluetooth,	and	ZigBee

Wi-Fi Bluetooth ZigBee

Standard IEEE	802.11b IEEE	802.15.1 IEEE	802.15.4
Frequency 2.4G 2.4G 2.4G/868/915	MHz
Range	(m) 100 10 50
Data	rate 11–54	Mbps 3–10	Mbps 250	kbps
Nodes	per	master 32 7 65,535
Topologies Star Star Star,	Mesh,	Tree
Battery	life Hours 1	week >1	year
Features Speed Convenience Reliability,	Low	cost	&	

Low	power
Application Video,	audio,	pictures,	

files
Audio,	graphics,	
pictures,	files

Low	data	communication
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network	launching,	coordinating,	and	data	collection.	The	router	relays	the	radio	signal	and	
transfers	it	 to	the	next	node,	which	extends	the	WSN	coverage	and	detection	distance.	The	
end	device	is	equipped	with	various	functional	sensors	and	is	responsible	for	measuring	the	
surrounding	conditions	and	returning	the	sensed	information	(Farahani	2011).

As	the	WSN	is	affected	by	factors	of	circumstances,	design	function,	and	hardware,	the	fol-
lowing	items	should	be	considered	in	proposed	WSN	systems	(Akyildiz	et	al.	2002):	(1)	fault	
tolerance	of	the	network,	(2)	network	scalability,	(3)	hardware	price,	(4)	hardware	constraints	
of	the	sensor,	(5)	network	topology,	(6)	operating	environment,	(7)	transmission	media,	and	
(8)	power	consumption.

Within	the	developing	technologies	of	sensors,	networks,	and	semiconductors,	the	appli-
cation	of	WSN	will	become	deeper	and	more	diversified,	thus	facilitating	more	complete	IoT	
systems.	Additionally,	when	WSN	combines	big	data	and	cloud	computing,	the	applications,	
and	the	influences	of	IoT	are	almost	infinite.

18.4.2.3 BIM

BIM	 brings	 the	 revolution	 of	 digitalization	 and	 informatization	 to	 the	 entire	 construction	
industry,	digitalizing	and	parameterizing	different	building	information	and	visually	integrat-
ing	this	information	into	a	3D	model.	BIM	integrates	models,	databases,	assets,	and	material	
and	spatial	 relation	 information,	providing	capabilities	 in	construction	simulation,	progress	
management,	cost	estimation,	and	energy	analysis.	BIM	is	widely	utilized	in	the	Architecture,	
Engineering	&	Construction	(AEC)	domain	(Cerovsek	2011),	and	it	enhances	not	only	plan-
ning,	design,	construction,	operation,	and	maintenance	(O&M)	processes,	but	also	the	entire	
building	project	life	cycle	(Eastman	et	al.	2011).	BIM	is	defined	by	the	US	National	Institute	
of	Building	Sciences	(NIBS)	as	“a	digital	representation	of	physical	and	functional	character-
istics	of	a	facility”	(NIBS,	2019).	The	ISO	(2016)	defines	BIM	as	a	“shared	digital	representa-
tion	of	physical	and	functional	characteristics	of	any	built	object	(including	buildings,	bridges,	
roads,	etc.),	which	forms	a	reliable	basis	for	decisions.”

During	the	operation	phase,	many	operating	facilities,	labor	activities,	and	conditions	need	
to	be	controlled	and	managed.	The	traditional	monitoring	method	of	using	a	human	is	highly	
laborious,	and	it	is	hard	to	meet	the	real-time	monitoring	requirement.	In	recent	years,	as	IoT	
technologies	have	matured,	many	of	the	sensor	applications	enable	the	infrastructure	to	have	
abilities	in	perception	and	communication	(Haines	2016),	which	promotes	BIM	as	a	potential	
development	in	O&M.	In	practice,	IoT	devices	provide	the	status	information	of	things,	and	
their	positional	 information	can	be	 linked	with	 the	BIM	model	so	 that	 the	spatial	 relations	
and	real-time	statuses	can	be	displayed	simultaneously.	BIM	provides	a	 framework	for	 the	
IoT	 information	 to	be	 integrated	and	analyzed	 in	a	way	 that	 is	meaningful	 to	 the	O&M	of	
building	management.	Moreover,	 the	 integration	 of	 IoT	 information	 and	BIM	models	 can	
facilitate	the	CPS	for	the	management	of	the	construction	project.	The	collected	huge	amount	
of	data	also	forms	a	big	data	environment	that	provides	sufficient	information	for	analytics	
and	improvement.

The	integration	of	BIM	and	the	IoT	establishes	a	virtual	reproduction	of	building	projects	
in	which	IoT	provides	the	dynamic	information	of	people,	facilities,	assets,	and	status	of	the	
building,	 and	BIM	provides	 the	 framework	 for	 IoT	 information	 that	 can	be	 systematically	
integrated	and	spatially	demonstrated.	The	combination	of	IoT	and	BIM	provides	an	active	
building	model	and	creates	a	CPS	application	of	 the	building	project;	 this	combination	not	
only	 achieves	 the	optimal	 operation	 and	management	but	 also	 enhances	 the	 application	of	
smart	buildings.

Ta
yl

or
 &

 F
ra

nc
is

: N
ot

 fo
r D

is
tri

bu
tio

n



Yu-Cheng Lin and Weng-Fong Cheung

356

18.5 applications of Iot in construction

In	construction,	as	many	of	 the	workers,	equipment,	and	materials	are	frequently	moved	
in	and	out	of	the	site,	various	situations,	such	as	conditions	of	the	machines,	the	number	
of	workers,	and	the	risky	environmental	hazards,	need	to	be	mastered	and	controlled.	The	
different	monitoring	tasks	will	incur	a	heavy	labor	duty	if	executed	by	a	human.	However,	
if	 the	IoT	applications	can	be	introduced,	 they	can	be	advantageously	used	for	obtaining	
various	site	information,	to	monitor	the	statuses	of	the	workers,	and	to	judge	and	execute	
emergency	 actions	 automatically	 in	 the	 event	 of	 an	 emergency.	 These	 applications	 will	
greatly	increase	management	efficiency	and	effectiveness,	while	improving	the	site	envi-
ronment	and	human	safety.	Many	of	the	IoT	applications	in	construction	are	introduced	in	
the	following	section.

18.5.1 Surveying, mapping, and security

In	 recent	 years,	 the	 unmanned	 aerial	 vehicles	 (UAVs)	 have	 been	 used	 and	 applied	widely	
due	to	price	declines	and	advances	in	flight	control	software.	Photo	and	real-time	data	cap-
ture	technology	from	the	sky	can	be	applied	to	many	construction	domains	for	management	
improvement.	Common	UAV	or	UAVS	(UAV	systems)	designs	can	be	classified	by	their	flight	
mechanism	as	either	fixed-wing	(aircraft),	rotor	(helicopter),	or	multi-rotor	aircraft,	and	they	
are	usually	equipped	with	a	high-resolution	camera	and	Global	Positioning	System	(GPS).	The	
measuring	precision	can	reach	a	few	centimeters	and	be	controlled	by	cell	phone.	At	present,	
many	UAV	applications	are	quite	mature	and	have	been	applied	in	agricultural,	mining,	con-
struction,	ecological,	and	environmental	domains.	Several	relevant	applications	are	described	
as	follows:	(1)	Progress	control	of	construction	projects:	inspection	and	monitoring	of	con-
struction	is	essential	for	assessing	site	conditions.	The	large	area	and	precision	images	enable	
the	administrator	to	understand	the	progress	of	the	project	and	identify	disparities	between	the	
as-built	and	as-planned	progresses.	(2)	Investigation	and	rescues:	the	rapid	scanning	capabil-
ity	of	UAVs	can	quickly	perform	investigation	tasks	after	natural	disasters,	such	as	typhoons	
and	earthquakes,	instead	of	having	humans	enter	the	dangerous	areas,	and	they	can	quickly	
collect	disaster	information	and	provide	reference	information,	thus	significantly	improving	
the	efficiency	and	safety	of	rescue	tasks.	(3)	Surveying	and	measuring:	UAV	equipped	with	
high-resolution	lenses	can	capture	highly	detailed	images	and	perform	accurate	distance	meas-
urements	of	large	areas	in	a	short	amount	of	time.	Additionally,	the	information	can	be	con-
verted	into	spatial	surface	models	for	topographic	mapping,	volume	calculations,	and	even	as	
a	3D	digital	BIM	model.	(4)	Safety	management:	UAV	is	advantageous	in	monitoring	the	field	
and	personnel	activities	in	construction	areas,	controlling	the	various	unsafe	conditions	and	
providing	early	warnings.	In	emergency	accidents,	UAVs	can	quickly	determine	the	accident	
location	and	the	injured	person,	thus	enabling	an	immediate	rescue	action	and	improving	the	
safety	management	of	the	construction	site.

In	 recent	 years,	 many	 scholars	 have	 researched	 the	 innovative	 applications	 of	 UAV.	
Moon	et	al.	(2019)	proposed	a	method	for	generating	and	merging	hybrid	point	cloud	data	
acquired	 from	 laser	 scanning	 and	UAV	 based	 imaging.	 Inzerillo	 et	 al.	 (2018)	 proposed	
a	UAV	based	Structure	 from	Motion	 (SfM)	 technique,	which	 they	applied	 to	 road	pave-
ment	detection,	assessing	the	potential	for	improving	the	automation	and	reliability	of	dis-
tress	 detection.	Morgenthal	 et	 al.	 (2019)	 presented	 a	 coherent	 framework	 for	 automated	
unmanned	 aircraft	 system-based	 inspections	 of	 large	 bridges	 to	 facilitate	 an	 automated	
condition	assessment.
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18.5.2 Safety management

Owing	to	the	reduced	size	and	long-term	operation	abilities,	IoT	devices	are	increasingly	
being	 devoted	 to	 safety	management.	Many	 of	 the	WSN	 devices	 can	 be	 set	 at	 different	
construction	 site	 locations,	 where	 they	 can	 be	 used	 to	monitor	 risk	 factors	 such	 as	 fire,	
smog,	vibration,	and	high	noise.	In	an	emergency	event,	the	safety	device	can	be	activated	
immediately,	alerting	the	site	workers	to	evacuate,	and	can	eliminate	any	hazards	automat-
ically,	thus	preventing	a	serious	disaster.	Moreover,	the	sensor	or	RFID	can	be	embedded	
into	personal	wearing	devices	such	as	helmets,	vests,	or	other	items,	to	identify	and	locate	
the	worker	and	to	determine	their	action	and	vital	status.	When	detecting	an	abnormal	con-
dition,	the	IoT	devices	will	alert,	provide	feedback,	and	request	help	immediately.	The	IoT	
enables	the	safety	administration	to	establish	the	status	of	the	whole	site	and	react	to	risks	
in	real	time.

As	 applications	 of	 the	 IoT	 in	 safety	management	 are	 becoming	 increasingly	 extensive,	
many	scholars	have	already	conducted	specific	research	studies.	Ding	et	al.	(2013)	presented	
a	real-time	safety	early	warning	system	to	prevent	accidents	and	improve	safety	management	
in	 underground	 construction	 based	 on	 IoT	 technology.	The	 system	has	 been	 validated	 and	
verified	through	a	real-world	application	at	the	cross	passage	construction	site	in	the	Yangtze	
Riverbed	Metro	Tunnel	project	 in	China.	Valero	et	al.	(2017)	proposed	a	novel	system	and	
data	processing	framework	to	deliver	intuitive	and	understandable	motion-related	information	
about	workers	using	WSN.

18.5.3 Supply chain and facilities management

The	 practice	 of	 C4.0	 delivers	 construction	 projects	 faster	 and	more	 flexibly	 and	 provides	
higher	quality	and	reduced	costs,	in	accordance	with	the	lean	construction	approach,	which	
attempts	to	improve	construction	processes	at	a	minimum	cost	and	maximum	value.	In	addi-
tion,	supply	chain	management	(SCM)	is	an	important	 issue	for	 lean	construction	manage-
ment.	The	 traditional	SCM	and	logistics	rely	mainly	on	manual	management,	 in	which	 the	
efficiency	is	low	and	it	is	hard	to	track	and	manage	assets	in	real-time,	and	thus	cannot	meet	
the	requirement	for	SCM.

In	the	management	of	the	materials	and	equipment	in	construction,	the	sensors	and	RFID	
tags	can	help	to	identify	item	status	and	stock	quantity.	Furthermore,	employees	can	quickly	
collect	 information	 about	 the	warehousing	 and	 consummation	 status	 or	 check	 the	 delivery	
schedule	of	the	material	by	scanning	the	RFID	tags.	The	system	can	also	automatically	cal-
culate	 the	 stock	and	 issue	notifications	 for	purchasing	when	 inventory	 is	 low,	which	much	
improves	the	efficiency	of	SCM.	Additionally,	the	sensors	can	monitor	the	operating	condi-
tions	of	equipment,	control	abnormal	situations,	and	issue	alerts	for	timely	repair	or	mainte-
nance	 in	advance.	The	 relevant	 IoT	application	 reduces	workflow	delays	and	enhances	 the	
efficiency	of	 site	operations.	Many	 researchers	have	proven	 the	 effectiveness	of	using	 IoT	
applications	 in	 lean	 construction	 and	 SCM.	Hinkka	 and	Tätilä	 (2013)	 presented	 an	 RFID	
tracking	implementation	model	for	technical	trade	and	construction	industries.	Their	approach	
for	building	a	feasible	model	was	built	based	on	a	survey	of	16	manufacturing	and	wholesaler	
company	 interviews.	Xu	et	 al.	 (2018)	proposed	an	 integrated	cloud-based	 IoT	platform	by	
exploiting	 the	concept	of	cloud	asset,	which	enabled	enterprises	 to	adopt	 IoT	 technologies	
economically	and	flexibly.	Ko	et	al.	(2016)	proposed	a	cost-effective	materials	management	
and	tracking	system	based	on	a	cloud-computing	service	integrated	with	RFID	for	automated	
tracking	with	ubiquitous	access.

Ta
yl

or
 &

 F
ra

nc
is

: N
ot

 fo
r D

is
tri

bu
tio

n



Yu-Cheng Lin and Weng-Fong Cheung

358

18.5.4 Structural health monitoring (SHM)

The	health	of	buildings	and	infrastructure	is	relevant	to	the	safety	of	the	occupants	and	the	
population;	the	aging	of	materials	and	structures	may	lead	to	crash	events	and	disasters.	SHM	
has	become	an	 important	 issue	 in	building	operation	and	maintenance.	Many	physical	and	
environmental	conditions	of	structures,	such	as	vibration	and	deformation,	tensile	and	com-
pressive	stresses,	and	temperature	and	wind	speed,	can	be	monitored	continuously	using	IoT	
or	WSN	devices.	The	real-time	and	long-term	observed	conditions	could	be	wirelessly	trans-
ferred	and	collected	for	analysis.	The	information	also	helps	to	check	the	damage	of	structures	
after	earthquakes	or	 to	estimate	 the	structure	health	and	 its	service	 life,	 thus	 increasing	the	
building’s	safety	and	reducing	maintenance	costs.

Many	 studies	 have	 investigated	 the	 use	 of	 IoT	 applications	 for	 building	 and	 structure	
	monitoring.	Bae	et	al.	(2013)	reported	the	results	of	an	experimental	evaluation	of	WSN	per-
formance	in	the	obstructed	environment	of	a	bridge	structure.	Park	et	al.	(2018)	presented	a	
real-time	SHM	 technique	 for	 a	 super	 tall	 building	under	 construction	 (Lotte	World	Tower,	
LWT)	 to	propose	a	visual	modal	 identification	method	 to	 identify	mode	shapes	and	damp-
ing	ratios	based	on	modal	responses	from	the	monitoring	system.	To	reduce	the	randomness	
and	uncertainty	underlying	 the	 structural	 safety	 risk	 analysis	 in	operational	 tunnels,	Liu	 et	
al.	 (2018)	 developed	 a	 novel	 hybrid	 approach	 to	 perform	 a	 global	 sensitivity	 analysis	 and	
analyze	 the	 input-output	causal	 relationships	of	 the	structural	safety	risk,	 thus	reducing	 the	
epistemic	uncertainty	in	tunnel	structural	safety	management.	Hasni	et	al.	(2018)	presented	a	
novel	approach	to	detect	damage	in	steel	frames	using	a	hybrid	network	of	piezoelectric	strain	
and	acceleration	sensors.

18.5.5 Smart building applications

Many	IoT	applications	have	been	implemented	in	intelligent	buildings	for	air	conditioning,	
electromechanical	control,	 security,	burglary	alarm	systems,	and	fire	and	disaster	preven-
tion	systems.	The	systems	are	all	connected	by	a	network,	and	 the	users	can	monitor	 the	
operation	of	devices	from	anywhere	in	the	world.	In	a	smart	building,	the	operating	status	
of	various	systems	are	collected	and	analyzed.	The	IoT	enables	the	systems	to	not	only	be	
controlled	 but	 to	 also	 achieve	 a	 better	 balance	 between	 the	 systems,	which	 brings	more	
comfort	 and	 safety	 for	 occupants	 and	 enhances	 the	working	 efficiency	 and	 productivity.	
Additionally,	 considering	 the	 impact	of	global	warming	and	extreme	weather	 conditions,	
building	energy	efficiency	and	green	functions	is	becoming	increasingly	important.	In	smart	
buildings,	the	equipment	linked	with	sensors	and	communication	devices	enables	the	oper-
ation	conditions	to	be	monitored	in	real	time	and	collected	in	the	cloud.	The	various	oper-
ating	information,	such	as	the	use	of	elevators,	conference	rooms,	and	air	conditioners,	is	
then	analyzed.	Through	the	analysis,	the	smart	building	can	determine	the	optimal	operation	
mode,	such	as	controlling	the	air	conditioning	temperature	based	on	the	ambient	temperature	
and	the	number	of	occupants,	which	reduces	the	energy	consumption	of	the	equipment	and	
achieves	energy	savings.	In	recent	years,	several	researchers	have	investigated	the	use	of	IoT	
applications	for	smart	buildings.	Rashid	et	al.	(2019)	presented	an	intuitive	point-and-click	
framework	 to	 control	 electrical	fixtures	 in	 a	 smart	 built	 environment	using	 an	ultra-wide	
band	 (UWB)-based	 indoor	 positioning	 system.	 Jia	 et	 al.	 (2019)	 investigated	 the	 state-of-
the-art	projects	and	adoptions	of	IoT	for	developing	smart	buildings	within	academic	and	
industrial	contexts.
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The	 applications	 of	 IoT	 are	 therefore	 widely	 applied	 in	 construction,	 architecture,	 and	
infrastructure,	and	for	energy	saving,	and	the	utilization	is	not	only	wide	but	also	deep.	As	any	
object,	equipment,	machine,	and	even	personnel	can	be	connected,	IoT	applications	greatly	
reduce	the	labor	needed	for	monitoring	and	thus	improve	management	and	safety.	The	IoT	
brings	enormous	potential	and	great	encouragement	for	future	applications	in	the	construction	
industry,	limited	only	by	our	imagination.

18.6 Case study

18.6.1 Introduction

The	following	case	study	demonstrates	how	to	develop	a	CPS	in	the	safety	management	of	an	
infrastructure	that	monitors	hazardous	gas	and	environmental	conditions	using	IoT	devices.	
As	many	construction	sites	are	located	underground	or	in	confined	spaces,	the	environment	
usually	has	a	high	temperature	and	humidity,	and	may	also	contain	hazardous	gases,	such	as	
flammable	gases	 that	could	cause	a	serious	explosion	or	carbon	monoxide	(CO),	 rendering	
individuals	unconscious.	Long-term	monitoring	work	usually	 requires	heavy	 labor,	and	 the	
different	locations	are	hard	to	monitor	simultaneously,	thus	resulting	in	an	inability	to	effec-
tively	monitor	workers	and	prevent	accidents.

In	this	study,	many	functional	WSN	sensor	nodes	(IoT	devices)	were	placed	in	an	under-
ground	tunnel	site,	which	collected	the	hazardous	gas,	temperature,	and	humidity	information	
of	the	working	environment.	The	collected	data	were	transferred	back	to	the	monitoring	center	
using	a	WSN	self-organized	network.	When	detecting	the	abnormal	gas	condition,	the	node	
with	a	control	function	would	automatically	start	up	a	ventilator	to	disperse	hazardous	gases.	
The	collected	information	was	integrated	into	a	BIM	model,	with	the	hazardous	gas,	temper-
ature,	and	humidity	conditions	displayed	by	an	active	color	changing	from	blue	to	red	in	real	
time	to	indicate	the	risk	degree	of	the	location	being	monitored.	In	the	event	of	an	emergency,	
the	administrator	could	 remotely	understand	 the	 risk	at	 the	monitoring	 locations	and	make	
optimal	decisions	for	the	rescue	task.

18.6.2 System analysis and design

To	establish	 the	CPS	of	 the	project	and	 link	with	 the	physical	conditions,	 two	sub-systems	
were	integrated	include	the	WSN	and	the	digital	information	model.	The	model	and	related	
components	were	established	using	BIM	software,	which	visually	presents	the	CPS	and	loca-
tional	 conditions.	 For	 data	 collection,	 a	WSN	 system	comprising	various	 functional	 nodes	
with	sensing	and	communication	capabilities	was	developed	to	collect	the	site	environmental	
information.	The	CPS	can	be	established	by	integrating	the	sub-systems,	and	the	real	risk	and	
environmental	conditions	were	linked	and	demonstrated	in	real	time.

Experts	 and	 users	 were	 interviewed	 to	 understand	 the	 existing	 safety	 management	 of	
hazardous	gases	on	construction	sites	and	the	practical	problems	encountered.	The	findings	
revealed	several	requirements,	which	included	enhancing	the	workers’	safety;	implementing	
long-term,	multi-point	detection	and	 recording;	enabling	convenient	 installation	and	power	
savings;	and	using	an	expandable	and	intelligent	function	design.	Since	most	of	the	current	
gas	detection	tasks	on	construction	sites	were	executed	by	personal	hand-held	detectors,	which	
was	inefficient	and	highly	risky	for	staff,	this	study	proposed	using	the	WSN	and	a	remote	CPS	
to	improve	the	current	situation.
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A	multi-tier	architecture	analysis	method	was	adopted	to	analyze	the	proposed	system,	with	
different	 entities	 classified	by	 their	 attributes,	 thus	 clarifying	 the	 relationships	between	 the	
sub-systems	and	modules.	The	classification	includes	(1)	the	presentation	layer,	(2)	the	appli-
cation	layer,	(3)	the	database	layer,	and	(4)	the	sensor	and	communication	layers.	The	overall	
CPS	 system,	 including	 the	 sensors,	 the	 digital	model,	 and	 data	 processing,	was	 integrated	
using	Microsoft	C#	applications.	Figure	18.1	shows	the	multi-tier	architecture	and	data	flow	
of	the	system.	Table	18.2	provides	descriptions	of	each	layer.

18.6.3 System development

18.6.3.1 WSN sub-system development

The	Microsoft	Gadgeteer	embedded	system	(.NET	MF)	was	adopted	as	the	hardware	frame-
work	of	 the	WSN	node,	which	was	a	System-on-Chip	 (SoC)	designed	system	proposed	 to	
be	equipped	with	gas,	 temperature,	humidity	sensing	components,	and	the	ZigBee	wireless	
network	module.	Each	WSN	node	was	 designed	 for	 a	 specific	 role,	 and	 the	 different	 type	
of	functional	WSN	nodes	comprised	 the	WSN	system	by	 interactive	radio	communication.	
The	following	four	types	of	wireless	nodes	were	proposed:	sensor	node,	router,	coordinator,	
and	control	node.	In	the	network	configuration,	the	mesh	type	was	designed	as	the	network	

Figure 18.1 Multi-tier	architecture	analysis	of	the	system
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topology,	which	enables	the	WSN	detection	range	to	be	expanded	and	re-links	the	network	
automatically	when	any	node	fails.	Table	18.3	lists	the	developed	WSN	nodes	and	their	func-
tions.	Figure	18.2	shows	the	developed	sensor	node.

The	WSN	system	comprises	many	designed	smart	functions.	In	the	monitoring	task,	when	
the	hazardous	gas	or	 abnormal	 conditions	 are	detected	 in	 the	 site,	 the	 sensor	 node	 imme-
diately	tells	the	control	node	to	switch	on	the	flash	alarm	and	ventilation,	and	removes	the	
hazardous	gas	 automatically.	The	 alarm	gives	 the	 site	workers	 early	 notice	 to	 retreat,	 and	
thus	avoids	a	serious	accident	caused	by	gas	accumulation.	Meanwhile,	in	normal	status,	the	
sensor	node	records	data	at	a	lower	frequency	of	3	seconds/data	point,	which	enables	power	
saving	and	longer	operation.	Once	the	hazardous	gas	is	detected,	the	frequency	will	increase	
to	0.3	second/data	point,	which	keeps	detailed	records	and	provides	a	reference	for	further	
investigations.

Table 18.2 The	descriptions	of	each	layer

Layer Description Operation

Presentation	Layer 1.	 	Real-time	data	collection	
and	display

2.	 	The	Active	model	of	CPS	
for	safety	management

3.	 	CPS	development	and	user	
interface	design

1.	 	To	handle	and	display	the	real-time		
data	returned	by	WSN	node	(digits	and	
curve).

2.	 	To	establish	the	BIM	model	and	the	status	
indicting	component	for	display.

3.	 	To	develop	the	CPS	and	relevant	user	
interface	by	integrating	BIM	model	and	
WSN	information.

Sensing	&	
Communication	
Layer

1.	 	A	WSN	network	system	
consisting	wireless	sensor	
nodes

2.	 	Collection	of	locational	
hazardous	gas	and	
environmental	conditions

3.	 	The	WSN	smart	function	
design

1.	 	To	develop	the	WSN	with	various	
functional	nodes	including	(a)	Sensor	
node.	(b)	Router.	(c)	Control	node.	(d)	
Coordinator.

2.	 	To	propose	ZigBee-based	WSN	for	gas,	
temperature	and	humidity	detection	within	
“mesh”	type	topology.

3.	 	To	design	the	smart	functions	(power	
saving,	emergency	judge	and	hazards	
removing).

Application	Layer 1.	 	Construction	WSN	nodes	
and	function	design

2.	 	Establishment	and	control	of	
the	BIM	model

3.	 	System	integration

1.	 	To	design	the	relevant	WSN	function	on	the	
single	chip	system	(.Net	MF).

2.	 	To	establish,	modify	the	model	and	
dynamic	color	control	(BIM	software).

3.	 	To	integrate	overall	system	and	information	
processing	(Microsoft	C#).

Data	Layer 1.	 	The	data	standardization	and	
flow	control

2.	 	BIM	model	for	spatial	and	
conditional	information	
integration

3.	 	Database	for	sensor	and	
system	data	storage

1.	 	To	design	and	handle	the	data	flow	
including	collection,	transfer	and	
integration.

2.	 	To	build	a	digital	model	to	correspond	with	
structure,	assets,	and	monitoring	location	
of	the	site.

3.	 	To	establish	the	database	for	storage	of	
measuring	records	and	data	processing.
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Figure 18.2 The	developed	sensor	node	(expanded)

Table 18.3 Developed	WSN	nodes	and	its	functions

Type of node Function

1 Coordinator (1)	 	Responsible	for	launching	the	network
(2)	 	To	coordinate	the	address	assignment	of	all	WSN	

nodes
(3)	 	To	be	a	host	and	collect	the	data	from	all	sensor		

nodes
2 Sensor	node (1)	 	To	monitor	the	hazardous	gas,	temperature	and	

humidity	information	in	each	location	of	construction	
site

(2)	 	To	ask	the	control	node	to	start	safety	device		
and	remove	hazards	when	detects	the	abnormality

(3)	 	To	record	the	detail	data	in	emergency	situation
3 Router (1)	 	To	relay	&	transfer	WSN	transmission	signal,		

extends	communication	distance	and	network	
covering	range.

4 Control	node (1)	 	Connection	with	safety	devices	(flash,	alarm,	and	
ventilator),	activated	in	emergent	situation
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18.6.3.2 BIM integration

The	digital	model	provides	the	visual	demonstration	of	the	physical	construction	site,	which	
establishes	a	dimensional	framework	for	CPS	so	that	the	measuring	information	can	be	vis-
ually	displayed.	The	BIM	model	was	built	by	Autodesk	Revit	and	converted	to	a	Navisworks	
file.	To	display	the	status	of	monitoring	locations,	spatial	components	were	created	to	indi-
cate	the	different	conditions;	meanwhile,	the	outside	shield	of	the	model	should	be	properly	
removed	to	enable	the	inside	conditional	component	to	be	displayed.	The	color	of	the	compo-
nent	was	controlled	to	be	changed	dynamically	by	the	data	returned	from	the	WSN,	including	
gas,	temperature,	and	humidity	conditions.	Figure	18.3	shows	the	construction	progress	of	the	
BIM	model.

During	the	operation,	the	data	generated	by	the	WSN	nodes	was	collected	continuously.	
The	data	 included	 the	node’s	 identification	number,	 signal	 strength,	 and	 the	detected	envi-
ronmental	 information	 (such	as	gas	concentration,	 temperature,	and	humidity).	The	system	
analyzed	where	the	data	came	from	and	identified	the	gas,	temperature,	and	humidity	values.	
The	values	were	then	referred	to	display	the	relevant	color	from	blue	to	red	and	indicated	the	
risk	degree	of	the	monitored	location	using	specific	model	components.	By	this	mechanism,	
the	safety	and	environmental	conditions	of	the	whole	site	can	be	displayed	in	real	time	via	the	
input	data	flow.	Figure	18.4	shows	the	integrating	mechanism	of	the	BIM	component	and	the	
WSN	data.

18.6.4 Test and discussion

To	test	the	performance	of	the	proposed	system,	an	underground	construction	tunnel	of	Mass	
Rapid	Transit	(MRT)	was	chosen	as	the	experimental	site.	The	test	simulated	the	presence	of	a	
hazardous	gas	and	tested	the	performance	of	the	proposed	CPS.	For	a	coverage	of	300	meters,	
the	monitoring	points	were	placed	at	every	100	meters,	where	the	three	nodes	were	set.	The	
system	was	installed	on	a	notebook,	which	included	the	CPS	and	digital	model	of	the	tunnel.	
The	 coordinator	 linked	with	 the	notebook	was	 set	 at	 the	 station	 for	 receiving	 the	detected	
data	from	the	sensor	node.	A	control	node	was	connected	with	a	flash	alarm	and	ventilator,	
which	would	be	activated	when	 the	WSN	detected	 the	hazardous	gas	among	the	coverage.	
Figure		18.5	shows	the	experimental	layout.

During	the	test,	 the	coordinator	launched	the	network,	and	the	sensor	nodes	and	control	
node	 joined	the	network	sequentially	by	powering	on.	Then,	 the	sensor	nodes	were	moved	
forward	into	the	tunnel	by	staff	and	set	at	positions	located	100,	200,	and	300	meters	from	

Figure 18.3 The	BIM	model	constructions	for	the	system
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the	 host.	During	 this	 process,	 the	 signal	 strength	was	 also	 recorded	 every	 20	meters,	 thus	
observing	the	attenuation	of	the	signal.	When	all	the	sensor	nodes	had	been	set	in	place,	the	
staff	simulated	the	emergency	event	by	emitting	combustible	gas	from	a	fire	lighter	in	each	
monitoring	position.	The	staff	then	observed	the	system	performance	to	determine	whether	the	
safety	devices	were	activated	(Figure	18.6).	Figure	18.7	presents	the	screenshot	of	the	system	
operation.

The	test	results	indicated	that	even	in	the	300	meter	position,	the	system	reacts	to	the	gas	
occurrence	within	1–2	seconds	and	displays	the	abnormal	location	on	the	BIM	model	by	a	red	
colored	warning;	meanwhile,	the	control	node	immediately	activates	the	flash	alarm	and	the	
ventilator	to	warn	nearby	personnel	to	retreat	and	to	eliminate	the	hazardous	gas.	The	attenua-
tion	test	of	the	radio	signal	indicates	that	the	transmission	distance	of	two	nodes	in	the	tunnel	
is	about	250	meters	and	0.2	to	0.3	dBm	attenuated	for	every	meter.	If	a	router	is	set	between	
two	nodes,	the	distance	can	be	extended	up	to	450	meters.

The	test	result	indicates	that	the	system	can	be	conveniently	set	up	on	a	construction	site	
and	it	can	perform	well	at	a	detecting	and	monitoring	task.	The	developed	system	continuously	
collects	the	environmental	information	and	monitors	the	hazards	of	the	construction	site.	Once	
the	emergency	event	occurs,	the	workers	can	be	warned	in	advance	and	retreat	immediately.	
Additionally,	 the	administration	and	rescue	unit	can	remotely	determine	the	risky	locations	
and	 the	situation	of	 the	site	 through	CPS	 to	make	an	optimal	decision	and	 take	 immediate	
rescue	action.	The	system	can	smartly	improve	the	safety	management	of	construction	sites	
for	hazardous	gas	prevention,	significantly	decreasing	the	monitoring	labor	and	enhancing	the	
workers’	safety.

Figure 18.5 The	design	layout	of	the	field	test
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Figure 18.6 The	field	test	in	the	tunnel

Figure 18.7 Screenshot	of	the	operational	CPS	for	tunnel	safety	management	(Location	01	detected	
hazardous	gas	and	demonstrates	the	warning	in	red)
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18.7 Conclusion

This	section	describes	the	definitions,	concepts,	and	framework	for	I4.0	and	C4.0,	and	discusses	
the	applications	of	IoT	and	related	technologies	in	the	construction	industry.	The	construction	
industry	is	slower	than	other	manufacturing	industries	at	incorporating	digitalization	because	
of	 its	 complexity	 and	 unique	 characteristics.	However,	 as	 the	 future	 trends	 of	 construction	
projects	are	moving	toward	increased	size	and	complexity,	the	construction	sector	needs	to	pay	
more	attention	to	IoT	technologies	and	to	enhancing	its	efficiency	and	competitive	capabilities.

This	article	describes	the	use	of	IoT	applications	in	the	construction	industry,	including	UAV,	
RFID,	WSN,	and	BIM	technologies.	UAV	technology	improves	the	mapping	and	investigation	
tasks	in	construction	projects	and	enables	the	quick	survey	of	large	areas	after	disasters,	thus	enhanc-
ing	not	only	the	efficiency	but	also	the	accuracy	and	safety	of	the	task.	RFID	provides	the	remote	
and	unique	identification	of	things	for	big	data	applications	and	the	IoT,	which	is	widely	applied	in	
personnel	and	equipment	control,	logistics	management,	and	lean	construction	management.	WSN	
enables	facilities	and	equipment	to	perceive	and	communicate,	and	to	quickly	provide	the	required	
information	for	big	data	and	cloud	computing	analytics.	Nowadays,	WSN	is	widely	applied	in	the	
fields	such	as	 traffic	and	localization,	environment	and	security	detection,	smart	buildings,	and	
energy	saving	applications.	BIM	provides	a	digitalization	and	visualization	solution	for	construc-
tion	projects	in	IoT	applications,	providing	not	only	static	information,	including	assets,	structures,	
and	their	spatial	relations,	but	also	powerful	computing	and	simulation	capabilities.	BIM	also	pro-
vides	a	digital	framework	for	IoT	information	integration	and	CPS	establishment.	The	introduction	
of	IoT	technologies	enables	equipment	and	facilities	to	have	the	ability	to	sense,	communicate,	and	
make	decisions.	By	integrating	IoT,	big	data,	and	CPS,	the	digital	virtual	world	is	linked	with	the	
physical	world,	providing	better	service	and	predictions.	IoT	not	only	enhances	the	digitalization,	
informationization,	and	cyberization	in	the	construction	domain,	but	it	also	provides	the	required	
technology	and	solutions	for	smart	buildings,	construction,	and	manufacturing.

This	chapter	also	provided	an	example	of	CPS	development	as	applied	to	on-site	safety	
management,	including	a	description	of	the	IoT	device	development,	network	system	design,	
digital	model	establishment,	and	how	to	integrate	and	make	them	work.	The	developed	pro-
totype	system	was	tested	on	a	tunnel	site,	and	its	effectiveness	was	demonstrated.	The	results	
indicate	that	the	developed	system	can	perform	the	monitoring	task	well	and	is	advantageous	
to	the	safety	management	of	the	site.	The	system	can	achieve	the	long-term,	multi-locational	
monitoring	 in	 real	 time,	 and	provides	 a	CPS	 for	 remote	management,	 timely	 rescue,	 early	
warning,	and	smart	 security,	 thus	not	only	 reducing	 the	 labor	cost	 for	monitoring,	but	also	
significantly	enhancing	the	safety	of	workers	on	the	site.

During	 the	 IoT	 introduction	 process,	 the	 following	 issues	 still	 need	 to	 be	 explored	 and	
solved:	the	required	human	resource	and	technology,	the	security	of	networks	and	communi-
cation,	the	integration	and	interoperability	between	the	different	systems,	and	the	speed	and	
the	huge	demands	of	the	network.	In	the	future,	these	IoT	technologies	will	continue	to	impact	
and	shape	the	construction	industry,	not	only	bringing	new	challenges	and	opportunities,	but	
also	promoting	the	industry	towards	facilitating	the	objective	of	Construction	4.0.

18.8 Summary

•	 Overview	of	IoT	enabled	physical	technologies	in	Construction	4.0.
•	 Literature	reviews	of	RFID,	UAV,	WSN,	and	BIM	technologies	in	Construction	4.0.
•	 Applications	of	advanced	IoT	in	Construction	4.0.
•	 Case	study	showcasing	development	of	a	cyber	physical	system	for	application	in	tunnel	

construction	safety	management	for	Construction	4.0.
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