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CHAPTER 2

Components of network video

To understand the scope and potential of an integrated, fully digitized system, let us first examine 
the core components of a network video system: the network camera, the video encoder, the net-
work, the server and storage, and the video management software.

One of the main benefits of network video is that its network infrastructure platform con-
sists of commercial off-the-shelf equipment. The network hardware and software, such as 
cables, servers, storage devices, and operating systems, is standard IT equipment. The other 
three components—the network camera, the video encoder, and the video management 
 software—are unique to video surveillance and make up the cornerstones of network video 
solutions (see Figure 2.1). Another component is intelligent video, or video analytics, which 
can be built into or installed on the  network camera or video encoder or be part of the video 
management software.

2.1 WHERE IS NETWORK VIDEO USED?

Network video, also commonly known as IP-based video surveillance or IP surveillance, is a  system 
that gives users the ability to monitor and record video and audio over an IP network (local area 
network [LAN], wide area network [WAN], or the internet).

Unlike analog video systems, network video uses standard IP-based networks, as opposed to dedi-
cated point-to-point cabling, as the backbone for transporting video and audio. In a network video 
system, digitized video and audio streams are sent over wired or wireless IP networks, enabling 
video monitoring and recording from anywhere on the network.

Network video can be used in an almost unlimited number of applications. However, because net-
work video’s advanced functionalities are highly suited for security surveillance, most applications 
belong to that category. The high-quality video, scalability, and built-in intelligence of network 
video enhance security personnel’s ability to protect people, property, and assets.

Network video can also have many other purposes, such as the following:

• Remote monitoring of equipment, people, and places—locally and remotely. Application exam-
ples include traffic and production line monitoring.

• Business intelligence, especially in retail environments. Application examples include people 
counting, heat mapping, and monitoring multiple retail locations.
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• Broadcasting video, either over the internet or tying the video into broadcast production 
systems. Because the quality video of today’s network cameras is HDTV compliant, it provides 
quality similar to that of broadcast camera equipment.

• Healthcare. Application examples include patient monitoring, assisting researchers in sleep-study 
labs, and providing a remote eye for a specialist doctor in an emergency care unit.

Like most new technologies, network video was first deployed in a few key market segments. 
The  primary initial driver for network video was scalability, and therefore, most installations 
included hundreds or thousands of cameras in segments such as education, healthcare, and gov-
ernment. Today, network video is attractive for all market segments. And the interest is increasing 
even for the very small systems that historically have been addressed by analog systems.

The market segments where network video systems are being successfully installed include the 
following:

• Education: Secure and remote monitoring of school playgrounds, hallways, and classrooms in 
all levels of education, from K–12 through colleges and universities.

• Transportation: Surveillance of railway stations and tracks, parking lots and garages, highways, 
seaports, and airports, as well as mobile transportation environments such as buses, trains, and 
cruise ships.

• Banking: Traditional surveillance in bank branches, headquarters, and ATM locations.
• Government: Surveillance to ensure safe and secure government facilities such as state facilities, 

air force bases, courthouses, and correctional facilities.
• City surveillance: Surveillance to ensure safe environments in city centers for citizens and tour-

ists and to help police do their job in a safer and more efficient way.
• Retail: Surveillance that makes store management easier and more efficient, including business 

intelligence applications such as people counting and integration with other systems such as point 
of sales. The retail market can be divided further, with large stores with over 50 cameras per store 
on one end and convenience stores that often have less than 8 cameras per store on the other.

• Healthcare: Surveillance that provides security for both staff and patients inside hospitals, on 
hospital campuses, and in parking garages. Network video is also increasingly finding its way 
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Figure 2.1 Typical network video system components, including network cameras, video encoders, and video 
management software. The other components including the network, storage, and servers are all standard 
IT equipment.
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into applications other than traditional security within healthcare, such as drug diversion 
prevention and monitoring of patients with diminished mental or physical capacity.

• Commercial: Surveillance that provides safety for staff in midsize to large companies with 
 thousands of employees and multiple locations, in office environments, building access points, 
warehouses, surrounding campus areas, and parking lots and garages.

• Industrial: Monitoring of the manufacturing processes, logistics systems, warehouses, and 
inventory control systems.

2.2 NETWORK CAMERA

A network camera, often also called an IP camera, can be described as a camera and computer 
combined into one unit. It captures and sends live images directly over an IP network, enabling 
authorized users to locally or remotely view, store, and manage video over a standard IP-based 
network infrastructure (see Figures 2.2 and 2.3).

A network camera has its own IP address. It is connected to a network and has a built-in web 
server, FTP server, email client, intelligence, storage, programmability, and much more. A network 
camera operates as an independent server on a network and can be placed wherever there is an IP 
network connection. A web camera, or webcam, is something totally different. It is either a separate 
camera that only operates when it is connected to a computer through a USB port or integrated into 
the computer screen, smartphone, or tablet. To use a webcam, you need a software that can control 
it. Today, most people are familiar with webcams as they use them for video chatting.

2.2.1 Comparing a network camera and an analog camera
In recent years, network camera technology has not only caught up but widely surpasses all per-
formance aspects of analog cameras. Network cameras also offer a number of advanced features 
that cannot be found in analog counterparts, such as high image quality, high resolutions, onboard 
storage, audio, and built-in intelligence.

Whereas an analog camera is a one-directional signal carrier that ends at the recording device, a 
network camera is fully bidirectional, allowing information to be sent and received. It can be an 
integrated part of a larger, scalable system, where it communicates with several software appli-
cations simultaneously to perform various tasks, such as detecting motion or sending different 
streams of video.
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Figure 2.2 Inside a network camera. The lens exposes the image onto an image sensor that is connected to 
a processor, often an application-specific integrated circuit or a digital signal processor. The camera has a flash 
memory and a dynamic random access memory and connects to the network through a network interface.
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Read more about network cameras in Chapters 3 and 4. For more detailed information about 
the  technology inside network cameras, including such topics as compression and audio, see 
Chapters 6 and 7.

2.3 VIDEO ENCODER

A video encoder makes it possible to integrate an analog camera into a network video system with-
out having to discard existing analog equipment. It brings new functionalities to analog equip-
ment and eliminates the need for dedicated equipment such as coaxial cabling, analog monitors, 
and DVRs—the latter becoming unnecessary as video recording can be done using standard PC 
servers.

A video encoder typically has 1, 4, or 16 ports for analog cameras to plug into, as well as an Ethernet 
port for connection to a network (Figure 2.4). Like network cameras, a video encoder contains a 
built-in web server, a compression chip, and an operating system so that incoming analog feeds 
can be converted into digital video and then sent to be recorded over a computer network for easier 
accessibility and viewing.

In addition to the video input, a video encoder can support other functionalities, including audio, 
alarm activation through digital inputs and outputs, and control of pan, tilt, and zoom (PTZ) 
mechanisms through serial ports or a coaxial cable. A video encoder also can be connected to a 
wide variety of specialized cameras, such as microscope cameras.
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Figure 2.3 Typical network camera with some important features pointed out. Front view (a). Back view (b).
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For large installations with existing analog cameras, rack-mounted versions of video encoders are 
available. Typically, one video encoder chassis offers 16 ports, but sometimes it offers as many as 
84 ports (Figure 2.5).

With millions of analog cameras in operation, video encoders will continue to play an important 
role in video surveillance systems. Chapter 8 gives more information about video encoders.
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Figure 2.4 Typical video encoder with some important features pointed out. Front view (a). Back view (b).

Figure 2.5 For large installations with coax cabling already installed, a video encoder chassis is a popular 
solution.
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2.4 NETWORK

One of the most obvious benefits of network video is the ability to use standard wired or wireless 
IP-based networks. Not only are IP-based networks cost efficient to deploy, but in many cases they 
already exist and can be used also to carry power to a network device such as a network camera or 
video encoder. IP networks come in many different designs and sizes, from small wireless LANs in 
homes to corporate networks, citywide wireless deployments, and the internet. IP-based networks 
are used by almost everyone on a daily basis, at home or at work. Today, just like electrical wiring 
and plumbing, wiring for IP networks is included already at the planning stage of most buildings.

The growing use of IP networks means that companies are spending enormous amounts of money on 
research and development to constantly improve the functionality, speed, and security of such net-
works. Whereas bandwidth was a bottleneck some years ago, today’s gigabit networks provide more 
than enough bandwidth for content-rich applications such as network video. Even WANs and mobile 
cellular networks are beginning to have sufficient bandwidth for video distribution at reasonable costs.

Because everyone relies on access to a network in their daily lives, network security is becoming 
an increasingly critical issue. It is especially so when the network carries sensitive data, such as 
bank transactions, government documents, and now also video surveillance streams. Therefore, it 
is important to understand network security technologies such as 802.1X, HTTPS, and firewalls.

Read more about wired and wireless networks in Chapters 9 and 10. Chapter 11 gives more details 
about network technologies and includes topics such as network security.

2.5 SERVER AND STORAGE

The server and storage components used in network video are based on standard IT equipment. 
This means that a network video system can benefit from rapid innovation in processor and storage 
technologies. The IT market is a huge market, 100 times bigger than the video surveillance market, 
with significant investments in research and development that result in ever-increasing server per-
formance and storage capacity.

Most servers that run video management applications are PC servers with a Windows® operating 
system, and sometimes a Linux® or Unix™ operating system. Depending on what performance is 
required, a single or multiple processor server can be used. This makes it possible to manage video 
from hundreds of cameras per server. Enterprise-class servers usually deploy higher-end Serial-
Attached SCSI hard drives, whereas lower-cost Serial ATA drives can be appropriate in some smaller 
applications. Solid-state disks are also becoming more common, but they have a high price pre-
mium that might make them less attractive for storage-demanding video surveillance applications. 
To ensure redundancy, redundant array of independent disk arrays are often used. In some network 
video installations, network-attached storage (NAS) or storage area networks (SANs) are used.

In small installations of up to 50 cameras, a regular server would be appropriate. In even small 
systems of up to 16 cameras, edge storage can be used, such as a NAS solution or flash memory 
cards inside the cameras. In an edge storage solution, the cameras manage the recordings, which 
eliminates the need for external servers or storage.

Today, virtually any size storage system can be built. So to successfully install a network video sys-
tem, it is critical to know what technologies are available, what level of performance and redundancy 
can be provided, and at what cost. For more information about servers and storage, see Chapter 12.

2.6 VIDEO MANAGEMENT SOFTWARE

For very small systems, a standard web browser that uses the built-in web interface offers ade-
quate video management functions. This is at least true as long as only the video streams of one 
or a few cameras or video encoders are viewed at the same time and no recording is needed. 
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However, dedicated video management software is needed to effectively view several video streams 
at the same time.

Video management software is at the center of video management, monitoring, analysis, and 
recording (Figure 2.6). There are hundreds of different video management applications available 
from different companies around the world. They run on different operating systems (Windows, 
UNIX, Linux, and Mac OS®) and cover all vertical markets, multiple languages, and a range of scal-
ability requirements. There are also numerous integration possibilities with other systems, such as 
building management, access control, and industrial control. Open platform solutions run on off-
the-shelf hardware, which has components selected for optimal price and performance.

Manufacturers of network cameras and video encoders publish application programming inter-
faces (APIs) to ensure integration and compatibility with video management software. The more 
open the API, the better the collection of video management software and the tighter the integra-
tion is for a given network camera or video encoder. Ideally, the API should be published openly on 
the web and free of charge. There are also established standards, such as ONVIF, for interfacing to 
IP cameras and encoders.

Some of the common features provided by most video management software include the following:

• Simultaneous viewing and recording of live video from multiple cameras: Video management 
enables multiple users to view several different cameras at the same time and allows recordings 
to take place simultaneously.

• Several recording modes: Continuous, manual, scheduled, alarm-activated, and on motion and 
audio detection. Video motion detection defines activity by analyzing data and differences in a 
series of images. Video motion detection can be performed by the camera, which is preferable, 
or by the software.

• Multiple search functions for recorded events: Areas of interest can be defined and video from 
several cameras can be played and replayed at the same time.

• Camera management: Video management systems allow users to administer and manage cam-
eras from a single interface. This is useful for tasks such as detecting cameras on the network, 
managing IP addresses, and setting resolution, compression, and security levels.

• Remote access: Control through a web browser, client software, or smartphone or tablet platform.

Figure 2.6 Screenshot of a video management software interface.
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• Control of PTZ and panoramic cameras: It can be controlled through a joystick or mouse by an 
operator, or it can be controlled through guard tours, which are automatic PTZ movement pat-
terns set in the software or in the cameras.

• Configuration of I/Os: Enables video to be sent and recorded, external devices such as relays and 
lights to be automatically activated, and alarms to be sent in response to external sensors. This 
allows remote monitoring stations to become immediately aware of a change in a monitored 
environment.

• Alarm management: The software can activate an alarm, display pop-up windows, send emails, 
or send text messages (SMS) to cell phones.

• Audio support: Real-time support for either live or recorded audio.

Video management systems are easily scalable because cameras can be added one at a time, and 
some systems can scale to thousands of cameras. Open systems are suitable for scenarios where 
large numbers of cameras are used. They also make it easier to add functionalities to the system, 
such as increased or external storage, firewalls, virus protection, and intelligent video algorithms. 
Some video management systems use a web interface that makes it possible to access the video 
from any type of computer platform. When using the proper safeguards (e.g., password protection, 
security layering, and IP address filtering), web interfaces allow secure video online management 
from anywhere in the world.

Video management systems based on open platforms have another advantage in that they can 
be more easily integrated with other systems such as access control, building management, and 
industrial control. This allows users to manage video and other building controls through a single 
program and interface. Integrating a video surveillance system with an access control system, for 
example, allows for capturing video at all entrance and exit points, enabling photos in a badge sys-
tem to be matched against images of the person actually using the access card.

To read more about video management software, see Chapter 13.

With the emergence of cloud-based computing, video management can now be offered as a service. 
This means that the cameras automatically record and make live or recorded video available in the 
cloud, which provides increased scalability for small systems and increased security by recording 
video off-site. For information about hosted video, see Chapter 14.

2.7 INTELLIGENT VIDEO

Intelligent video (Figure 2.7), also called video intelligence, video content analysis, or video analyt-
ics, is a market driven by a desire to increase the value of a video surveillance system and make it 
more proactive. Intelligent video makes response times faster, needs fewer operators per camera, 
and can extract information for uses beyond traditional surveillance, such as people counting. 
Research from Sandia National Laboratories in the United States has shown that an operator is 
likely to miss important information after only 20 minutes in front of a monitor. Intelligent video 
can help operators cover more cameras and respond more quickly.

The architecture of an intelligent video system can be either centralized or distributed. In a cen-
tralized system, all intelligence resides in the video management system. The main benefit of a 
centralized system is that the server is an open platform in most cases, so adding functionality 
is simple. Intelligent video algorithms consume a lot of computing power, which limits the number 
of cameras that can be managed by one server.

In a distributed system, the intelligence is distributed to the edge and resides in the network camera 
or video encoder. The main benefit of this is that the analysis is more accurate because uncom-
pressed video is available in the camera. It also makes the system fully scalable and potentially 
enables reduced bandwidth usage because the camera or video encoder can determine, based on 
the video content, whether to send video to the server. Today, intelligent video is mostly used in 
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high-risk transportation, government, and retail applications. The functionality includes cam-
era tampering alarms, people counting, license plate recognition, motion detection, and object 
tracking.

Video intelligence is necessary in systems that require fast response times or where a very large 
number of cameras need to be proactively managed. For more information about intelligent video, 
see Chapters 15 and 16.
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Figure 2.7 A typical system using intelligent video. The intelligence usually resides at the edge, that is, built 
into the software or uploaded to the network cameras or the video encoders. It can also reside centrally, in the 
video management system.
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